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Abstract. We present new protocols for secure distributed constraint satisfaction
problems (DisCSPs). The presented protocols are the first to enable an oblivious
use of advanced search techniques heuristics.
The first protocol is acentralizedprotocol, where two of the agents collect ‘en-
crypted’ data from all other parties, and obliviously perform a search algorithm.
Our protocol improves on the previous solution of [YKH05] in several ways: It
does not require introducing new agents into the protocol; it enables the use of
non-trivial search techniques such as backjumping and ordering heuristics of vari-
ables and values; and, it completely eliminates information leakage to all agents.
Our second protocol makes the first steps toward a feasibledistributedsecured
protocol for solving DisCSPs. Our protocol enables agents to concurrently per-
form non sequential (asynchronous) algorithms. It forms an alternative network,
whose nodes are small groups (e.g. pairs) of agents, that is generated from the
original DisCSP. Each node group obliviously performs the roles of all its mem-
bers in the search algorithm. We also identify the communication pattern of the
protocol as a possible leakage source, and suggest how to eliminate this leakage.
Finally, we discuss a hybrid solution that combines the centralized and distributed
protocols and reduces the total communication cost.

1 Introduction

Distributed constraint satisfaction problems (DisCSPs) are composed of agents holding
locals variables, and a constraints network that restricts the legal assignments to agents’
variables. A solution to a DisCSP is an assignment to variables that is in agreement
with all the constrains (cf. [Yok00,SGM96]). To achieve this goal, agents run a proto-
col where they check assignments to their and other agents’ variables for consistency.
Distributed CSPs are an elegant model for many every day combinatorial problems that
are distributed by nature, such asmeeting scheduling[WF02,ML04] in which agents
attempt to schedule meetings parties according to their constrained personal schedule.

Constraint satisfaction is an NP-complete problem [Dec03], and hence one does
not hope for an efficient worst-case solution. Instead, many studies suggest exhaus-
tive search algorithms forDisCSPs[Yok00,ZM04,MZ03,BMBM05,SF05] which use
search techniques and heuristics that prove to behave well in practice. Running an ex-
ponential complete search algorithm for polynomially many steps hence results either
in a solution, a no-solution announcement or a failure to come to a conclusion whether
a solution exists.
? Supported by the Lynn and William Frankel center for Computer Sciences.



Privacy. A motivation for solving a constraint satisfaction problemdistributivelyis the
agents’ need to keep their data private [Yok00,BM03,SF05]. In contrast to centralized
CSP, where a single party holds the entire data, in distributed CSP agents may not
need to reveal their entire inputs, and hence they may gain some privacy [BM03,Sil02].
However this results in limited privacy, which is inadequate in scenarios where the
underlying data is sensitive.

The main privacy concern we address in this study is the information leaked by
a protocol during run of the algorithm. Once the search algorithm is determined, one
would like to make sure that no information, except for the search outcome, is conveyed
to the participating parties. This is an instance of the very well researched cryptographic
problem of secure multiparty computation, starting with the works of [Yao82,GMW87]
[CCD88,BGW88]. Secure multiparty computation allows a group ofn parties (agents)
A1, . . . , An to compute a functionf of their corresponding private inputsx1, . . . , xn.
The outcome is that each of the agents learnsf(x1, . . . , xn), but no other information
(i.e. except for what is conveyed byf(x1, . . . , xn) and an agent’s own input). This
requirement is formalized by comparison with a hypotheticalideal solution, where the
agents send their inputs to a trusted third party that in return communicatesf(x1, . . . , xn).
It is clear that in this ideal solution parties learn exactly what they should. It is required
that any information that is leaked in a run of the real protocol is also leaked in a corre-
sponding run of the hypothetical ideal solution. In other words, whatever computation
overx1, . . . , xn a party may perform in a real implementation of the protocol, issimu-
latable in the ideal solution.

Fundamental results in cryptography show how to translate any functionf into a
secure computation off [Yao82,GMW87,CCD88,BGW88]. These results follow by
securely computing the outcome of each gate in a circuit computingf . The resulting
protocol, is of communication and computation complexity proportional to the circuit
complexity off , which is too high for many applications of secure computation, and
hence a lot of work is currently invested by cryptographers in finding efficient protocols
for specific tasks, avoiding using the generic transformations as is. This approach is also
taken in this study.

Previous work on secure DisCSP.Previous works [Sil03,SM04,YKH05] suggested har-
nessing cryptography, and in particular secure multiparty computation, in order to guar-
antee privacy. [Sil03,SM04] presented an arithmetic circuit solving CSP, and suggested
using the protocol of Ben-Or et al. [BGW88] for generating a secure protocol for CSP.
The benefit of this approach is that in a sense one achieves the most in privacy – apart
from revealing a solution to the CSP problem, no other information is leaked. Further-
more, correctness and privacy are guaranteed even when a coalition of “bad” parties
maliciously deviate from the protocol. However, the circuit size only depends on the
input size, and hence the communication and computation of such a protocol is al-
ways theworst-casecommunication and computation, in particular, one cannot gain
any efficiency from using smart heuristics. As CSP is NP-complete, it may be that even
sub-exponential size circuits do not exist for CSP, and hence this approach is limited to
solving only very small problems.

Yokoo et al. [YKH05] were the first to present a secure protocol implementing a
specific search algorithm (chronological backtracking) for solving DisCSP. They avoid
using a generic transformation, and instead present a specifically constructed protocol.
The protocol proceeds in iterations (in each iteration a candidate solution is generated
and checked), and hence allows for early termination once a solution is found. Early
termination is very desirable, as even for simple heuristics, the running time on specific



instances may be much lower than the worst-case running time. The protocol intro-
duces new agents into the computation, that perform the computation in a ’centralized’
manner. The resulting protocol provably does not leak any information to the original
DisCSP agents, but the solution found by the chronological backtracking algorithm.
However, as we discuss in Section 3, the search pattern does leak to the server in charge
of performing the search. This leakage is already significant in the case of chronological
backtracking. Incorporating advanced search techniques and heuristics would generally
worsen this leakage as these exploit the properties of the problem in order to increase
efficiency.

1.1 This Work

The goal of this work is to further advance the construction of secure protocols for
DisCSP. We present two main protocols for secure DisCSP – a ’centralized’ protocol
and a ’distributed’ protocol – and discuss a hybrid protocol that combines the two.

A ’centralized’ protocol.Our first protocol uses two of the agents (denotedservers) to
obliviously perform a search heuristic. The participating agents send their ‘encrypted’
information to the assigned servers which perform the computation obliviously. When
the computation is completed, the severs return the ‘encrypted’ assignment to the other
agents, who ‘decrypt’ them locally. We address some of the problems left open in
[YKH05]. Our protocolprovablydoes not leakany information toany party, except
for what can be learned from the search heuristic result. Our construction may be eas-
ily modified to host a variety of search algorithms and heuristics which are known to
improve the performance ofCSP algorithms [Dec03]. In particular, by concealing the
search pattern from the servers we ensure that this use of non trivial heuristics does not
reveal any additional information. In contrast to the protocol of [YKH05], we assign
the servers role to any two of the participating agents, eliminating the dependency on
additional trusted servers and their availability.

We point out that any protocol that does not always run for the worst-case time
may potentially leak information by revealing its running time. We present a simple
technique for greatly reducing the amount of information leaked this way, with only a
slight loss in efficiency.

Technically, we use different cryptographic tools from [YKH05] (see Section 4).
The servers operate onshares(via asecret-sharingscheme) of the state of the search
procedure, without any of them gaining any information about the actual state. We also
use oblivious table lookup of [NN01].

Comparing the performance of our centralized protocol with that of [YKH05], we
note that the computation and communication costs of a single iteration of our protocol
are higher (roughly speaking, by a factor ofO(n)). Thus, for Chronological Backtrack-
ing our protocol would be less efficient. We stress however, that these costs come with
the benefit of completely eliminating information leakage. Furthermore, the usage of
our protocol with an algorithm that is more efficient than Chronological Backtracking
may significantly reduce the number of iterations, and hence completely eliminate the
efficiency gap.

A ’distributed’ protocol. A common choice of designers of distributed CSP algorithms
is to allow agents perform concurrently and asynchronously [Yok00,SF05,BMBM05,ZM04],
as these have some benefits over performing a sequential assignment (synchronous)



search. In a centralized search a few servers are heavily loaded, whereas the other
agents are left idle. High communication cost may be incurred as all the information
held by the agents needs to be sent (‘encrypted’) to the servers. In instances where only
a small portion of each party’s input needs to be looked at in order to find a solution, a
distributed protocol has the potential of being more efficient, as it may result in parties
sending only ‘relevant’ portions of their inputs, summing up to a significantly lower
communication costs than that of the centralized solution.

The main underlying idea in our distributed protocol is to create a new communica-
tion network in which each node represents a group of at least two agents of the orig-
inal DisCSP. The agents in each suchnode-groupshare, via a secret sharing scheme,
the states of the group agents. We note that thecommunication patternof a protocol
may also be a source of information leakage – If the pattern depends on the agents’ in-
puts, then it may help an attacker to learn sensitive information. As Current algorithms
solving distributed CSPs were not constructed with this concern in mind, we present
techniques for making the communication pattern input-oblivious.

A ’hybrid’ protocol. Finally, we note that it is sometimes beneficial to consider a trade-
off between the centralized and distributed solutions. E.g. in terms oftotal communi-
cation costs, the distributed solution is more efficient when the number of iterations
needed to find a solution is small. The centralized solutions becomes more efficient
when the number of iterations is large. A strategy for an efficient protocol may hence
be to start with the distributed solution, and to change gears and move to the centralized
solution if the number of iterations gets large.

2 Distributed Constraint Satisfaction

A distributed constraints satisfaction problem –DisCSP– is composed of a set ofk
agentsA1, ..., Ak andn constrained variablesX1, . . . , Xn over domainsD1, ..., Dn.
A binary constraint(or relation) Ri,j between two variablesXi andXj is a subset of
the Cartesian product of their domains:Ri,j ⊆ Di × Dj . More generally, for a subset
Xi1 , Xi2 ..., Xid

of the constrained variables, aconstraintis a subset of the Cartesian
product of their respective domainsR ⊆ Di1 × Di2 × · · · × Did

. In a DisCSP each
agent is associated with a subset of the constrained variables. Agents hold (as their
private inputs) relations that constrain the assignment to their associated variables with
respect to the other variables. cf. [Yok00,SGM96]).

An assignment to a variableXi is a pair〈Xi, vali〉, wherevali ∈ Di. A partial
assignment(or a compound label) is a collection of assignments to variables. Asolution
to a DisCSPis a partial assignment that includes exactly one assignment for every
variable inX1, . . . , Xn, and satisfies all the constraints; i.e. non of the subsets of the
complete assignment< X1, val1 >,< X2, val2 > . . . , < Xn, valn > is in R. As
in [YKH05] we assume all constraints are binary.

To solve a DisCSP problem, agents communicate to compute a solution (where each
agent holds assignments to the variables she’s associated with). For our ‘centralized’
protocol we assume that the agents are connected by a complete network, and hence
an agent may privately send messages to any of the other agents1. We also assume
a synchronous communication environment in which all messages are sent according

1 This is only for simplicity of presentation. This requirement may be easily relaxed using stan-
dard techniques.



to the synchronous pulses of a global clock and each message sent in clock pulset
is received at clock pulset + 1 [Lyn97]. If the environment is asynchronous, (i.e. no
assumptions on the delivery time of a message beside that the delay is finite), synchro-
nization is achieved by using a synchronization protocol [Dol00]. We further assume
the domains of all agents are identical and include values1, . . . ,m wherem is polyno-
mial in the problem size. This assumption was also used in [YKH05] and is compatible
with many distributed problems such asMeeting Scheduling[WF02,ML04] andSensor
CSP[BDF+05]. If the domains are not identical the union of all domain is a reasonable
option that fits the model definitions.

3 The protocol of Yokoo et al

The protocol presented by [YKH05] is based on two cryptographic tools:secret sharing
andEl-Gamal homomorphic encryption. The protocol uses two external servers, and the
parties send their entire data, encrypted, to these servers. From then on, the protocol is
run in a ‘centralized’ manner by the servers.

In the initialization, each agent createsn− 1 matrices of dimensionsm×m which
represent her constraints with each of the othern−1 agents:Ri,j [v1, v2] contains an en-
cryption of “1” if the assignment〈Xi, v1〉, 〈Xj , v2〉 is consistent, otherwiseRi,j [v1, v2]
contains an encryption of a value different than 1. The agents permute the rows and
columns of the matrices in order to conceal from the servers the actual values. The per-
muted and encrypted matrices are sent to the two external servers (aSearch Controller
and aDecryptor). Privacy is preserved as each of the servers cannot decrypt the matrices
Ri,j by herself (they may do so jointly).

The protocol runs in iterations, where the Search Controller holds a partial assign-
ment to the constrained variables, that is known to be consistent, and tries to extend it.
The search controller generated an ’encrypted’ assignment to a variable that is not in
the current partial assignment〈Xi, v〉, and, jointly with the Decryptor, decides whether
it is consistent with the current partial assignment. If it is -〈Xi, v〉 is added to the partial
assignment, and another variable would be considered in the next iteration. Otherwise,
if the options for the current variable were not exhausted, a new value is to be checked
for it; if they were exhausted, the variable that was last added to the partial assignment
will be considered in the next iteration.

Privacy of the Protocol. It is clear, by the construction above, that no information
(except for the running time) is leaked to the original agents of the DisCSP problem,
merely by the fact they do not actually participate in the computation.

However, the search controller does learn some information about the inputs. Al-
though assignment values are ‘encrypted’, the search controller learns the index-pattern
of the current variable for which an assignment is tried, and the length pattern of the
current partial assignment, throughout the search. This information is dependent on the
structure of the inputs, and hence may in many cases leak information to the search
controller. In general, it seems hard to a-priori determine which information would be
leaked by these patterns. A simple example is the case where all values of the agent
A1 are constrained with all values ofA2. The search will fail of course, and the search
controller will learn (from the search pattern) that the first two agents are in conflict.

The amount of information leaked by the search pattern strongly depends on the
search algorithm and heuristics used. Introducing non trivial heuristics to the protocol



of [YKH05] would increase the leakage. For example consider the addition ofBack-
jumping [Dec03] to the protocol. On each backtrack operation the search controller
will jump to the last variable in the current partial solution, which is in conflict with
the variable to whom it could not find a consistent assignment. Hence, by observing the
search pattern the search controller would learn information on which variables were in
conflict.

Efficiency of the Protocol.In each iteration the servers exchange a constant number of
messages which include the information needed to encrypt the constraints checked. The
communication cost of each iteration therefore isO(k); the computation cost isO(nk).
Wheren is the length of the current partial assignment the constraints are checked
against andk is the security parameter for the encryption scheme.

4 Cryptographic background – Secure Multiparty Computation

Secure multiparty computation [Yao82,GMW87,CCD88,BGW88] enables two or more
parties to compute a function of their joint inputs, restricting how parties may influence
the computation and what they learn from it (about other parties’ inputs). Advanced
studies in this field supply tools for secret sharing of variables and oblivious computa-
tion of deterministic and random efficient functions.

In this section we briefly describe the main variants of the problem, and basic results
and tools. The reader is referred to [Gol04] for a comprehensive review.

4.1 Adversary Model

The cryptographic literature deals mainly with two types of adversaries:semi-honest
andmalicious; these model how agents may behave in the protocol in order to tamper
its privacy/correctness. We provide intuition and informal definitions of these models.
We note that our protocols (as is the protocol in [YKH05]) are designed for semi-honest
adversaries.

Semi-honest adversaries.In most of this work we address the case where the parties
that participate in the protocol aresemi-honesti.e. they follow the protocol as prescribed
but may record all messages they get and their intermediate computations and random-
ness with the goal of subsequently deducing information not derivable solely from the
protocol output. For simplicity, we give an informal definition for the two-party case,
in the setting of deterministic functionalities.

Let f : {0, 1}∗ × {0, 1}∗ → {0, 1}∗ × {0, 1}∗ be a function. LetP be a two-
party protocol for computing(f1(x, y), f2(x, y)) = f(x, y) (note that the parties need
not compute the same function). ProtocolP for f is private if the view of partyA1

during a run of the protocol is simulatable, by a polynomial-time machine, given only
her inputx and what she should learn from running the protocol, namelyf1(x, y). By
simulatablewe mean that the same (or computationally indistinguishable) distribution
on messages thatA1 sees during a real execution of the protocol is efficiently generated
by a polynomial-time algorithm – theSimulatorS1 – givenx andf1(x, y). Similarly
the view ofA2 is required to be simulatable by some polynomial-time simulatorS2 as
S2(y, f2(x, y)).



Composition in the semi-honest model.It is generally easier to construct protocols
for the semi-honest adversary model. In particular, there exist composition theorems
that allow for modularizing the problem, and construct protocols by composing sub-
protocols, that are each proved private with respect to semi-honest parties, into larger
protocols.

Malicious Adversaries. The semi-honest model is of abenignadversary, that acts
as prescribed in the protocol. On the other hand, amaliciousadversary may deviate
arbitrarily from its prescribed protocol. In particular, such adversaries may choose to
run the protocol with fake inputs or to stop participating in the protocol. We skip the
privacy definitions for this model as this work only deals with the semi-honest case.

Some work has to be done in order to understand the implication of the different
adversary models in the realm of DisCSP. Regardless of that, the semi-honest model is
important by itself, and one needs to solve the problem in this model to be able to solve
it in the malicious adversary model. We note that general transformations of protocols
that are secure in the semi-honest model into protocols that are secure in the malicious
model exist [GMW87]. The transformation is via a compiler that ‘forces’ the parties to
act semi-honestly. Hence, a possible design paradigm for secure protocols is to construct
first a protocol for the semi-honest model and then compile it. The problem with this
approach is that the compiler results in protocols that are inefficient in practice.

Colluding Adversaries.In the multi-party case, one has also to consider the effect of
adversarial collusion on the security of the protocol. A collusion is usually modeled by
a ‘master-mind’ adversary that learns their internal states and (in the case of malicious
adversaries) controls how they act in the protocol. Through most of this work we do not
deal with this concern.

Feasibility Results. Generic results in Secure Computation show that any function
that is computable in polynomial time, may also be computed by a secure protocol
(wrt semi-honest or malicious adversaries) with polynomial time and communication
complexities (cf. [Yao82,GMW87]). In particular, we mention Yao’sgarbled circuit
protocol for secure two-party computation of a functionf . Representf by a Boolean
circuit Cf computing it. Yao’s protocol securely computes the outcome of each circuit
gate in the natural order induced byCf . The resulting protocol, is a three-round pro-
tocol, of communication and computation complexity proportional to thesizeof Cf ,
which is at least as large as the input size off (in bits). As we noted above, using Yao’s
transformation generally results in protocols that are not efficient enough, especially
with large inputs or functionsf that exhibit high circuit complexity. The transforma-
tion may be reasonable, however, for creating sub-protocols of the problems, those with
small inputs, and simple functionality.

4.2 Basic Tools

We describe the cryptographic tools we use in the sequel.2

2 Notation: We use∈R to denote selection from a set with uniform probability.



Oblivious Transfer. Oblivious Transfer (OT) is a specific case of secure function eval-
uation first suggested by Rabin. This is a protocol run between two parties. One party
(the sender) holds as input a list ofn valuesx0, . . . , xn−1, and the other party (the
chooser) holds as input an indexi. The result of running the OTprotocol is that the
chooser learnsxi, with no other information being leaked. I.e. in the case the values
x0, . . . , xn−1 are bits andi ∈ {0, . . . , n − 1} we have OTn1 ((x0, . . . , xn−1), i) = (⊥
, xi). An oblivious transfer protocol is a protocol that privately computes the function

Oblivious transfer serves as a basic block in our constructions. There are several
efficient constructions of oblivious transfer protocols (cf. [AIR01,NP01,NP99]), under
appropriate hardness assumptions.

Secret Sharing Secret sharing schemes enable distribution of a secret between a col-
lection of agents such that only pre-designed quorums of agents are able to reconstruct
the secret. An example is Shamir’s secret sharing scheme [Sha79] that shares a secret
s betweenn agents. The scheme chooses a random degree-t polynomialp() satisfying
p(0) = s and distributesp(i) to agenti. The scheme is a threshold scheme – any subset
of t agents may combine their shares to computes; On the other hand, the shares held
by any coalition of less thant agents are independent of the secrets, hence any subset
of less thant shares does not convey any information abouts.

In our constructions, we use a simple scheme for sharing secrets between two par-
ties. The secrets is assume to be in the range{0, . . . , n− 1}. One share ofs is chosen
at random,s′ ∈R {0, . . . , n− 1}; the second share is set tos′′ = s + s′ (modn). Note
that each of the shares is (on its own) a random number chosen from{0, . . . , n − 1}
independentlyof s. Givens′ ands′′ the secret is reconstructed ass = s′ + s′′ (modn).

A special case that we state explicitly is of sharing a single bit (n = 2, s ∈ {0, 1}).
Here, one share is chosen at randoms′ ∈R {0, 1} and the second is set tos′′ = s⊕ s′.

Oblivious Table Lookup. We will use the following table lookup protocol from [NN01].
Both the inputs to the protocol and its output are shared between two parties. Specifi-
cally, one party holds as inputs′ = s′0, . . . , s

′
n−1 andi′ ∈ {0, . . . , n − 1}; The other

party holdss′′ = s′′0 , . . . , s′′n−1 andi′′ ∈ {0, . . . , n − 1}. These inputs are shares of a
list s = s0, . . . , sn−1 with si = s′i ⊕ s′′i and an indexi = i′ + i′′ (modn).

The outcome of the protocol is a sharing ofsi. I.e. one party learns a random value
r1 ∈ {0, 1} and the other learnsr2 = r1 ⊕ si = r1 ⊕ s′i′+i′′ ⊕ s′′i′+i′′ .

Figure 1 presents the protocol in details. It is easy to verify thatr′ = e′ ⊕ z′′i′ =
e′ ⊕ e′′ ⊕ s′′i′+i′′ = e′ ⊕ e′′ ⊕ s′′i and similarlyr′′ = e′ ⊕ e′′ ⊕ s′i, hence the outcome
satisfiesr′ ⊕ r′′ = s′i ⊕ s′′i = si as required.

5 A Centralized Protocol for Secure DisCSP

Our first solution is a centralized protocol in which two serversSrv1, Srv2 cooperate
to securely solve the problem. Any two of the original agents may serve as the servers.
The servers use the simple secret-sharing scheme from Section 4.2 to jointly hold the
stateof the protocol without any of them gaining any knowledge about it. The protocol
proceeds in iterations, in each the state is obliviously updated by the servers. At the end
of each iteration, the servers only learn if the protocol should be terminated. When the



INPUT: Alice holds s′ = s′0, . . . , s
′
n−1 and i′ ∈ {0, . . . , n − 1}. Bob holdss′′ =

s′′0 , . . . , s′′n−1 andi′′ ∈ {0, . . . , n− 1}.

1. Alice chooses an ‘encryption key’e′ ∈R {0, 1}. She ‘encrypts’ every item ins′ with
e and cyclically shifts the result fori′ steps:z′j = e′ ⊕ s′j+i′ for j ∈ {0, . . . , n − 1}.
See [NN01] for the security of this protocol. Similarly, Bob choosese′′ ∈R {0, 1} and
setsz′′j = e′′ ⊕ s′′j+i′′ .

2. Alice and Bob run two OTn1 protocols in parallel:
(a) In one protocol Alice is the chooser, with inputi′, Bob is the sender with input

z′′ = z′′1 , . . . , z′′n. Alice learnsz′′i′ and setsr′ = e′ ⊕ z′′i′
(b) In the other protocol Bob is the chooser, with inputi′′ and Alice holdsz′ =

z′1, . . . , z
′
n. Bob learnsz′i′′ and setsr′′ = e′′ ⊕ z′i′′ .

3. Alice and Bob locally outputr′, r′′ resp.

Fig. 1.Oblivious table lookup protocol.

protocol terminates, every agent learns an assignment to her constrained variables (if a
solution was found), and the number of iterations until termination.

We first describe a protocol for theChronological Backtrackingalgorithm, and then
show how other search algorithms and heuristics may be implemented. For the sim-
plicity of the presentation, we assume that each agentAi holds exactly one variable
Xi.

Similarly to the protocol of [YKH05], each agentAi, createsn − 1 matrices of
dimensions(m + 1)× (m + 1) which contain the constraints between its variable and
each of the other agents variables as follows3:

Ri,j [v1, v2] =

{0 v1 = 0 or v2 = 0
0 〈i, v1〉〈j, v2〉 is consistent
1 〈i, v1〉〈j, v2〉 is inconsistent

Figure 2 shows our (insecure) version of the Chronological Backtracking algorithm. We
now describe how to implement each of its operations in a secure manner.

In the secure protocol, all variables (including the matricesRi,j , the state variables
current, v1, . . . , vn and the intermediate variablesval, conflict, term) are shared by
Srv1, Srv2 via the simple secret sharing scheme described in Section 4.2.

Initialization. Each agentAi computes shares ofRi,j by choosing a random Boolean
matrix R′

i,j ∈R {0, 1}(m+1)×(m+1) and settingR′′
i,j = Ri,j ⊕ R′

i,j . AgentAi sends
R′

i,j to Srv1 andR′′
i,j to Srv2.

Termination. At the end of each iteration, the servers combine the shares ofterm to
decide whether to terminate the protocol. Ifterm = TRUE, they send to each agent
Ai the two shares ofvi. AgentAi then combine the shares to compute her assignment.

3 Ri,j represents the constraints held by agentAi wrt variablesxi, xj . The casev1 = 0 or
v2 = 0 is added for dealing with variables for which a partial assignment does not assign a
value.



INPUT: Constraint matricesRi,j for 1 ≤ i, j ≤ n (we use the conventionRi,i =

0(m+1)×(m+1)).
STATE VARIABLES: current ∈ {0, . . . , n−1} – initially set to 1.v1, . . . , vn ∈ {0, . . . , m}
– initially all set to 0.term ∈ {TRUE, FALSE} initially set toFALSE.
ASSUMPTION: 〈1, v1〉, . . . , 〈current − 1, vcurrent−1〉 is a consistent partial assignment
andvcurrent+1, . . . , vn = 0.

1. While (¬term)
2. Letval = vcurrent + 1
3. Letconflict =

∨n

j=1
(Rcurrent,j [val, vj ] ∨Rj,current[vj , val])

4. If (conflict andval = m) let val = 0
5. Letvcurrent = val
6. If (¬conflict) Let current = current + 1 otherwise, if (val = 0) let current =

current− 1
7. Letterm = ((current = 0) ∨ (current = n + 1))

Fig. 2.Chronological Backtracking.

The Iterations.One option is to construct a Boolean circuitCCBT that computes an
iteration of the Chronological Backtracking heuristic, and then use Yao’s garbled circuit
transformation [Yao82]. However, the input to the circuit is of sizeO(n2m2), as it
includes all the constrain matricesRi,j , which is quite large. Instead, we choose to
use the oblivious table lookup of [NN01], in order to reduce both communication and
computation.

The functionality of Lines 1., 3., 4., 5., 6. can be described via quite compact
circuits4, hence we use Yao’s garbled circuit construction for implementing them, as
choosing more efficient constructions would results in an insignificant improvement.
On the other hand, naively implementing line 2. using Yao’s construction would re-
quire a circuit of sizeΩ(n · m2), resulting in a similar lower-bound on computation
and communication. Using oblivious table lookup, we improve on the communication
complexity, and reduce it to, roughly,O(n log m).

The privacy of the iteration functionality follows from composition theorems for the
semi-honest case, and the security of the underlying sub-protocols. We defer the details
to a later version of this work.

5.1 Implementing Other Heuristics

Unlike the protocol of [YKH05], our protocol conceals the search pattern from the par-
ticipating agents, and hence allows introducing search techniques and heuristics which
exploit the properties of the problem in order to gain efficiency. In particular, if the
states that has to be maintained by servers performing the algorithm is small, then our
techniques allow for efficient lookup ins (using oblivious table lookup) and efficient
‘update’ ofs (using the garbled circuit of [Yao82] would result in communication and
computation complexity that is proportional to the size ofs in bits). If a larger state
needs to be maintained, than updates become costly, and the techniques from [NN01]
for creating oblivious-write RAM machines may be used, incurring amortized update
communication costs roughlyO(log |s|).

The following examples demonstrate how improved search techniques and heuris-
tics may be introduced into the protocol.

4 Lines 3., 5., 6 require circuits of sizeO(log n). Lines 1., 4. require circuit of sizeO(n log m).



Adding Simple Backjumping.For that, the two servers may share an additional array
jump-to of n integers, which for each variable, holds the largest agent index that pruned
a value from its domain. This array is updated, if needed, whenever an attempt to assign
a variable with some value fails. On a backtrack operation, the state variablecurrent
is updated tojump-to[current]

Dynamic Variable and Value Ordering Heuristics.Variable and value heuristics are
known to be very beneficial in solving CSPs [Dec03]. To perform variable ordering
the servers can instead of sharing the indexcurrent, share an array ofn + 1 indices,
initially set to all zeros. When the next variable is chosen by the heuristic5, the servers
update that variable’s entry in the array with its index in the current partial assignment.
This way the array holds the order in which the variables are assigned and performs
backtrack accordingly. A similar construction may be used for the order of values. In the
case of values, a boolean array for each variable is needed. AFALSE entry represents
a value that have not been assigned yet, and aTRUE entry represents a pruned value.

5.2 Reducing Leakage due to Timing

Timing attacks are attacks that utilize information that is leaked by measuring the time it
takes to compute a functionality. Timing attacks were presented on some cryptographic
constructions, and were shown to leak sensitive information [Koc96]. In our setting,
some information may be leaked by the protocol, just by counting the number of itera-
tionsT it takes to find a solution. We do not know how this information affects privacy,
but there is a potential to a leakage oflog T bits of information.

We present a very simple modification to our algorithm that may reduce this leakage
significantly. Namely, we add a variableT to the state shared by the servers, and change
the termination condition.T is initialized to 0 and counts the number of iterations for
which the protocol was run. The iteration procedure is modified as follows. If the state
variableterm is FALSE, then the iteration is performed as in Figure 2. Onceterm
is set toTRUE, idle iterations, where no change to variablesi, v1, . . . , vn occur. The
new termination condition requires thatterm = FALSE and T = d(1 + ε)ke for
some integerk. The valueε > 0 is a small constant. The running time of the modified
protocol is hence at most(1 + ε) times that of the original protocol. Leakage due to
timing is greatly diminished, and is bounded bylog2 log1+ε T = O(log log T ) bits of
information.

6 Secure Distributed protocols

The cryptographic primitives which we introduced in Section 4 and used in Section 5,
may also be used in constructing a distributed protocol, in which the (encrypted) prob-
lem data need not be transferred to a small collection of servers.

There are several reasons why such protocols are desirable. First, they may allow the
usage ofconcurrentasynchronous computation techniques which are commonly used
in solving DisCSPs [Yok00,Sil02,MZ03,ZM04,NSHF04]. A second reason is that they
may balance the computation and communication between the agents of the DisCSP
which were idle during most of the centralized protocol. Third, eliminating the need to
transfer the input data to servers.

5 We do not describe how the decision is made since it is specific to the heuristic chosen.



In this section, we present a framework for constructing secure distributed proto-
cols. Assuming that agents need relatively small space for conducting a distributed CSP
protocol, we generate analternative networkin which every node represents a pair of
agents, that run a secure protocol similarly to that presented in the previous section.

6.1 Alternative Network

Given a network ofn agents, we first generate an alternative network, whose nodes
represent two or more agents of the original network, such that every agent is assigned
exactly to one node. We note that in order to prevent any information leakage due to the
alternative network structure, the construction is oblivious of the agents’ inputs. It may,
however, depend on the specific algorithm performed. For simplicity of presentation, we
assume thatn is even, and that every node of the alternative network represents exactly
two agents. Two nodes,Ni and Nj of the alternative network share an edge in the
alternative networkiff at least one of the agents of nodeNi in the originalDisCSP
is linked with one of the agents of nodeNj . Assuming theDisCSP is connected, this
would mean the alternative network is also connected. See Figure 3 for an example.

(a) (b)

Fig. 3. (a)A standard network. (b) An alternative network.

We will have the agents of every node in the alternative network secretly share
their respective states in the original DisCSP. We note that the agents need not share
their input constrainsRi,j

6. The agents in each node run a secure protocol that, in each
iteration considers the received messages, and the internal state and computes shares
of the updated state, as well as of messages that need to be sent to other nodes in the
alternative network, using techniques similar to that presented in Section 5. Similarly
to our centralized protocol, the agents of the original DisCSP are not aware of their
state in the search, and hence do not learn anything during the computation. We briefly
describe the major points in the construction.

6 I.e. agentAi holds the ‘share’Ri,j , and the other agent in the node holds the ‘share’ 0.



6.2 The Communication Pattern.

In the distributed case, we have to deal with a potential source of information leakage
that does not usually exist in the two-party case, namely, the communication pattern.
We note that even if messages are sent encrypted, so that their content is not readable
by an adversary, the fact that a message was sent at time (or iteration)t may leak in-
formation – as it may help distinguishing inputs for which a message is sent at timet
from those where that does not happen. We may consider here two types of adversaries:
the original agents of the network, and an external viewer of the network. The agents
see only some of the messages, thus it is sufficient to make each of the individual com-
munication patterns seen by agents input-oblivious. An external viewer that learns the
entire communication pattern may even pose a worse privacy threat.

To the best of our knowledge, the problem of directly constructing input-oblivious
communication DisCSP protocols was not previously addressed. A related problem is
that of anonymous message delivery, where one hides the senders and receivers in a
communication network. In particular, using anonymous message delivery for sending
messages in a protocol results in hiding its communication pattern. A possibility is to
use the techniques of [BD03]. Their solution define several ‘buses’ (these are messages
that may contain shorter messages in ‘seats’) that run in pre-specified ‘routs’. The main
parameters of such a scheme are the time it takes to deliver a message and the commu-
nication costs. An extreme solution is that on every clock pulse, messages are passed
between all nodes of the network in both directions. This results in delivery timeO(1),
and communicationO(n2). Another extreme point is to have a single bus that traverses
the network (e.g. using a spanning tree). This results in delivery timeO(n), and com-
municationO(n2) 7. Beimel and Dolev present several ways to choose bus-routs to
obtain other tradeoffs between these parameters. We note that although a constant load
of n2 messages seems high, this is the load of common DisCSP algorithms [Yok00].

How nodes communicate.Logically, nodes of the alternative network receive messages
from other nodes, do some computation that results in updating their local state, and
eventually send messages to other nodes. The agents that correspond to a node are
responsible of performing the computation obliviously. In particular, to (logically) send
a message from one node of the alternative network to another, shares of these messages
are computed by agents of the originating node (each share is held by a single agent),
and are sent to their ‘twin’-agents in the receiving nodes (again, each share is received
by a single agent).

7 A Hybrid Protocol

In traditional DisCSP, the question whether to run a distributed or a centralized proto-
col affects both privacy and efficiency. In our setting, the privacy concern is eliminated
(wrt to non-colluding semi-honest adversaries). Hence, one should only consider the
efficiency of the protocols when deciding which to use. There are several efficiency
parameters that may be taken into account, of which we only address the total commu-
nication costs of the protocol.

As in the distributed protocol parties need not send information about their entire
inputsRi,j , we have that if the number of iterations needed to solve a DisCSP is small,

7 Heren is the number of assignments (’seats’) transferred by messages



the distributed solution would generally be more efficient, in terms of total communica-
tion, when compared with the centralized solution (that requires sendingO(n2m2) bits
during its initialization). On the other hand, the total communication costs of running
a single iteration are generally higher in the distributed solution, and hence, when the
number of iterations is high the centralized protocol becomes more efficient.

A strategy for running the protocols may hence be to start running the distributed
protocol, and move to a centralized protocol if the number of iterations grows too high.
A reasonable turning point is when the total communication costs of the distributed
protocol exceed those of the initialization for the centralized protocol.

8 Summary

This work considered the problem of constructing efficient secure protocols for DisCSP.
We showed that the direction pointed to by [YKH05] is productive, and improved on
previous results by (i) eliminating the leakage in the protocol by [YKH05], (ii) elimi-
nating the need for external servers and, (iii) enabling the use of advanced search tech-
niques and heuristics. The overhead of running a single iteration of our protocol is a
factorO(n) greater than that of [YKH05]. However, as we allow the incorporation of
sophisticated heuristics, the gap may be bridged (by lowering the overall number of iter-
ations), retaining the other benefits of our construction. We also showed how distributed
protocols for secure DisSCP may be constructed and addressed the related problem of
constructing input-oblivious communication pattern DisCSP protocols. Finally, we dis-
cussed how our distributed and centralized solutions may be combined.
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