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Abstract. This work presents a general and complete method to protect
a system against possible malicious programs. We provide concepts for
building a system that can automatically recover from an arbitrary state
including even one in which a Byzantine execution of one or more pro-
grams repeatedly attempts to corrupt the system state. Preservation of a
guest execution is guaranteed as long as the guest respects a predefined
contract, while efficiency is improved by using stabilizing reputation. We
augment a provable self-stabilizing host operating system implementa-
tion with a contract-enforcement framework example.
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1 Introduction

“Guests, like fish, begin to smell after three days” (Benjamin Franklin). A typ-
ical computer system today is composed of several self-contained components
which in many cases should be isolated from one another, while sharing some
of the system’s resources. Some examples are processes in operating systems,
Java applets executing in browsers, and several guest operating systems above
virtual machine monitors (vMM). Apart from performance challenges, those set-
tings pose security considerations. The host should protect not only its various
guests from other possibly Byzantine guests [T6/I8I36], e.g. viruses, but also must
protect it’s own integrity in order to allow correct and continuous operation of
the system [43]. Many infrastructures today are constructed with self-healing
properties, or even built to be self-stabilizing. A system is self-stabilizing [1314]
if it can be started in any possible state, and subsequently it converges to a
desired behavior. A state of a system is an assignment of arbitrary values to the
system’s variables.
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Recovery with no utility. The fact that the system regains consistency auto-
matically, does not guarantee that a Byzantine guest will not repeatedly drive
the system to an inconsistent state from which the recovery process should be
restarted. In this work we expand earlier self-stabilizing efforts for guaranteeing
that eventually, some of the host’s critical code will be executed. This ensures
that eventually the host has the opportunity to execute a monitor which can
enforce it’s correctness in spite of the possibly existing Byzantine guests. In par-
ticular the host forces the Byzantine code not to influence the other programs’
state. Finally, non-Byzantine programs will be able to get executed by the op-
erating system, and provide their services.

Soft errors and eventual Byzantine programs. Even if we run a closed
system in which all applications are examined in advance (and during runtime),
still problems like soft-errors [38] or bugs that are revealed in rare cases (due to
rare i /o sequence of the environment that was not tested/considered), might lead
to a situation in which a program enters an unplanned state. The execution that
starts from such an unplanned state may cause corruption to other programs or
to the host system itself. This emphasizes the importance of the self-stabilization
property that recovers in the presence of (temporarily or constantly) Byzantine
guests. Otherwise, a single temporal violation may stop the host or the guests
from functioning as required.

Host-guest enforced contract. The host guarantees preservation of the guest
execution as long as the guest respects the predefined rules of a contract. The
host cannot thoroughly check the guest for possible Byzantine behaviors (this
is equivalent to checking whether the guest halts or not). Therefor the host will
force a contract, that is sufficient for achieving useful processing for itself and
the guests. The rules enforced by the host can be restrictive, e.g., never write to
code segments, and allocate resources only through leases.

Stabilizing trust and reputation. Upon detecting a Byzantine behavior of
a guest during run time (namely, sanity checks detect a contract violation) we
can not prevent the guest from being executed, since the Byzantine behavior
might be caused by a transient fault. Does this mean that we must execute
all guests, including the Byzantine ones, with the same amount of resources?
Furthermore, when we accumulate behavior history to conclude that a guest
is Byzantine, the accumulated data maybe corrupted due to a single transient
fault, thus we can not totally count on the data used to accumulate the history.
Instead we continuously refresh our impression on the behavior of a guest while
continuing executing all guests with different amount of resources. Details of
violations are continuously gathered, and the impression depends more on recent
behavior history. Such a trust and reputation function rates the guests with a
suspicious level, and determines the amount of resources a guest will be granted.
In this calculation, recent events are given higher weight, as past event are slowly
forgotten. This approach copes with corruptions in the reputation data itself,
since wrong reputation fades over time.
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Table 1. Byzantine Threats

Mechanism Examples |Byzantine Threats
Privileges, Address Commodity|(:/0) Resources tampering,
Space separation(MMU)|OSes Separation algo. corruption
Type checking JVM Resource sharing
Self modifying code

Emulation and Bochs, Compiled code corruption
Dynamic translator Qemu
Hypervisor Xen, Rootkits,

VmWare |Privileged guest corruption

Byzantine guest examples. We review here some systems with their protec-
tion mechanisms and possible ways for Byzantine guests to attack. Commodity
operating systems use standard protection mechanisms [49] such as several priv-
ilege levels and address space separation enforced by hardware, e.g., an MMU.
A Byzantine guest can be executed with high privilege (by an unaware user),
and corrupt the system’s state. Additionally the lack of hardware i/o addresses
separation in today’s common processor architectures enables even kernel data
corruption by, say, a faulty device driver. Managed environments like Java or the
.NET CLR [22] use various methods of type checking, resource access control and
also sandboxing [52]. These mechanisms rely on the correctness of the runtime
loaders and interpreters and are also sensitive to self modifying code (see e.g.,
[12123]).

Recently, there is a growing interest in virtualization techniques through vir-
tual machine monitors. vMMs may form full emulators like Bochs [8] and Qemu
[3] which interpret (almost) all of the guest’s instructions (and thus can even en-
sure correct memory addressing). Other vMMs, like Xen [4], let the guest perform
directly most of the processor instructions, especially the non-privileged ones (in
[112344] there is a classification of the various VMMs types). Many VMMS rely on
one of the guests for performing complex operations such as i/o, and thus are
vulnerable to Byzantine behavior of this special guest. Some studies, e.g., [44],
show other problems in implementing virtualization above the x86 architecture
[31], including some privileged instructions which are not trappable in user mode,
and direct physical memory access through DMA. Recently, vendors augmented
this architecture with partial corrections [40], but still not completely [24].

“Guests” that become super-hosts. Virtualized rootkits [34/43] were re-
cently discussed. They load the original operating system as a virtual machine,
thereby enabling the rootkit to even intercept all hardware calls that are made by
the guest OS. They demonstrate the relative simplicity of a Byzantine program
to take full control of the host. Table [[l summarizes some different mechanisms
and their weaknesses.

Related research towards robust hosts. Various protection mechanisms
were mentioned in the previous section. Some which emphasize separation and
protection are detailed in the following. In [6], a Java virtual machine is



Self-Stabilization Hosts in Spite of Byzantine Guests 269

enhanced with operating system and garbage collection mechanisms (type safety
and write barriers) in order to prevent, cases like, “a Java applet can generate
excessive amounts of garbage and cause a Web browser to spend all of its time
collecting it”. Virtual machine emulators have become tools to analyze malicious
code [23]. Lately, several studies detailed ways of preventing malicious code from
recognizing that it is executing as a guest [23124I34140/43/44] (see also [27] for
VMM usage for security, and [43] which argues against relying on a full operating
system kernel as a protection and monitoring base). In addition, well known
hardware manufacturers intend to introduce soon 10-MMUs with isolation capa-
bility [IJI0]. Operating system based emulators or hypervisors such as UML [15]
or KVM [33] are used also to analyze suspected programs. [41] uses virtualization
techniques to contain errors, especially in drivers, in realtime. Methods that are
based on secure boot (e.g., [2/4551]) are important in order to make sure that
the host gets the chance to load first, and prevent rootkits from fooling it by
actually running the host as a guest [34]. In [42], cryptography techniques are
used in order to ensure that only authorized code can be executed.

Sandbozing techniques were presented in [52] (see also [26]). Sandboxing tech-
niques make sure that code branches are in segment (a distinct memory section
which exclusively belongs to a process), and also rely on different segments for
code and data. For every computed address they add validation code that traps
the system, or just masks addresses to be in the segment (this is actually a sand-
box). They count on dedicated registers which hold correct addresses. Overview
of trust and reputation can be found, e.g., in [25/37]. In [7] a Bayesian based
approach with exponential decay is proposed.

The need for address space separation, the use of capabilities, minimal trusted
base and other protection mechanisms were introduced in well known works
[OIT1135I39/46/49]. Singularity [29/28] achieves process isolation in software by
relying on type safety, and also prevents dynamic code. Self-modifying code
certification is presented in [12].

Generally, extensive theoretical research has been done towards self-stabilizing
systems [I3IT4/48] and autonomic - computing/ disaster - recovery/ reliability
- availability - serviceability [30/32I50]. However, none of the above suggest a
design for a host system that can automatically recover from an arbitrary state,
even in the presence of Byzantine guests that repeatedly try to corrupt the
system state.

Our contribution. (a) Identifying the need of combined self-stabilization, and
techniques for enforcing a contract over the operations of a guest. We show that
only such a combination will allow (useful) recovery. (b) The introduction of
stabilizing trust and reputation and the use of the level of trust as a criteria
for granting resources while continuing to evaluate the trust of the guests. (c)
Concepts and a proof for designing hosts and contracts. (d) A running example.

Paper organization. Next, in Section 2] we briefly review results from previous
works on self-stabilizing operating systems, which form our basis for a protected
host system. Section Bl details the system settings and requirements. This is
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followed by Section M which presents a general framework for protecting against
Byzantine programs. Section [0l presents an example of a simple Byzantine guest
followed by the way a provable host implementation copes with such a Byzantine
guest. As a result of paper length limitation, proofs and some technical and
implementation details are omitted from this extended abstract.

2 Self-stabilizing Operating Systems — Foundations
Overview

In previous works [19/20/21], we presented new concepts and directions for build-
ing a self stabilizing operating system kernel. A self-stabilizing algorithm /system
makes the obvious assumption that it is executed. This assumption is not sim-
ple to achieve since both the microprocessor and the operating system should
be self-stabilizing, ensuring that eventually the (self-stabilizing) applications/
programs are executed. An elegant composition technique of self-stabilizing al-
gorithms [14] is used to show that once the underling microprocessor stabi-
lizes the self-stabilizing operating system (which can be started in any arbitrary
state) stabilizes, then the self-stabilizing applications that implement the al-
gorithms stabilize. This work considers the important layer of the operating
system.

One approach in designing a self-stabilizing operating system is to consider an
existing operating system (e.g., Microsoft Windows, Linux) as a black-box and
add components to monitor its activity and take actions accordingly, such that
automatic recovery is achieved. We called this approach the black-box based
approach. The other extreme approach is to write a self-stabilizing operating
system from scratch. We called this approach the tailored solution approach.
We have presented several design solutions in the scale of the black-box to the
tailored solutions. The first simplest technique for the automatic recovery of
an operating system is based on repeatedly reinstalling the operating system
and then re-executing. The second technique is to repeatedly reinstall only the
executable portion, monitoring the state of the operating system and assign-
ing a legitimate state whenever required. Alternatively, the operating system
code can be “tailored” to be self-stabilizing. In this case the operating system
takes care of its own consistency. This approach may obviously lead to more ef-
ficient self-stabilizing operating systems, since it allows the use of more involved
techniques.

Tailored Approach. An operating system kernel usually contains basic mech-
anisms for managing hardware resources. The classical Von-Neumann machine
includes a processor, a memory device and external 1/0 devices. The tailored
operating system is built (like many other systems) as a kernel that manages
these three main resources. The usual efficiency concerns which operating sys-
tems must address, are augmented with stabilization requirements.

e Process Scheduling. The system is composed of various processes which are
executing each in turn. The process loading, executing and scheduling part of the
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operating system usually forms the lowest and the most basic level. Two main
requirements of the scheduler are fairness and stabilization preservation. Fairness
means that in every infinite execution every running process is guaranteed to get
a chance to run. Stabilization preservation means ensuring that the scheduler
preserves the self-stabilization property of a process in spite of the fact that
other processes are executed as well (e.g., the scheduler ensures that one process
will not corrupt the variables of another process).

e Memory Management. We deal with two important requirements to the
tasks of memory management. The first requirement is the eventual memory
hierarchy consistency. Memory hierarchies and caching are key ideas in mem-
ory management. The memory manger must provide eventual consistency of
the various memory levels. The second requirement is the stabilization preser-
vation requirement. It means that stabilization proof for a single process p is
automatically carried to the case of multiprocessing in spite the fact that con-
text switches occur and the fact that the memory is actually shared. Namely,
the actions of other processes will not damage the stabilization property of the
process p.

e I/0 Device Drivers. Device drivers are programs which are practically an
essential part of any operating system. They serve as an adaptation layer by
managing the various operation and communication details of 1/0 devices. They
also serve as a translation layer providing consistent and more abstract interface
for other programs and the hardware device resources (and sometimes they also
add extra services not provided by the hardware devices). Device drivers are
known to be a major cause of operating system failures [41].

In [21] we define two requirements which should be satisfied in order for the
protocol between the operating system and an 1/0 device to be self-stabilizing.
The first requirement (the ping-pong requirement) states that in an infinite sys-
tem execution, in which there are infinitely many 1/0 requests, the 0s driver
and the device controller are infinitely often exchanging requests and replies.
The second requirement is about progress and it states that eventually every
1/0 request is executed completely and correctly according to some protocol
specification (e.g., the ATA protocol for storage devices). A device driver and
device controller can be viewed as a master and a slave working together ac-
cording to some protocol to achieve their mission. Thus, the device driver act-
ing as a master can check that the slave is following, e.g. the ATA protocol,
correctly.

The usage and usefulness of such a system in critical and remote systems
cannot be over emphasized. For example entire years of work maybe lost when
the operating system of an expensive complicated device (e.g., an autonomous
spaceship) may reach an arbitrary state (say, due to soft errors) and be lost
forever (say, on Mars). The controllers of a critical facility (e.g., a nuclear reactor
or even a car) may experience an unexpected fault (e.g., an electrical spike) that
will cause it to reach an unexpected state, from which the system will never
recover, therein leading to harmful results. Our proofs and prototypes show that
it is possible to design a self-stabilizing operating system kernel.
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3 Settings and the Requirements

Definitions. We briefly define the system states and state transitions (see [19120]
for details concerning processor executions, interrupt, registers, read-only mem-
ories, a watchdog and additional settings). A state of the system is an assignment
to its various memory components (including the program counter resister). A
clock tick triggers the microprocessor to execute a processor step ps; = (s,4,s',0),
where the inputs ¢ and the current state of the processor s are used for defin-
ing the next processor state s’, and the outputs o. The inputs and outputs of
the processor are the values of its i/o connectors whenever a clock tick occurs.
The processor uses the i/o connectors values for communicating with other de-
vices, mainly with the memory, via its data lines. In fact, the processor can
be viewed as a transition function defined by e.g., [31]. A processor execution
PE = psy,psa,--- is a sequence of processor steps such that for every two suc-
cessive steps in PE, ps; = (s,4,s’,0) and psj11 = (5,1,5,0) it holds that 5 = ¢’

Error model — arbitrary transient and Byzantine faults. The system
state, including the program counter, system data structures and also the pro-
gram code and data in RAM, may become arbitrarily corrupted, namely, assigned
any possible value. This model is an extension of a previous one ([19]). The main
feature of the extension is the removal of the assumption that all programs are
self-stabilizing (or restartable [4]) so they might exhibit Byzantine behavior for-
ever.

Requirements. We now define the requirements which should be satisfied for
a host system to be self-stabilizing in spite of a Byzantine behavior.

(r1) Guest stabilization preservation. The fact that the host system may
start in an arbitrary state, and execute code of Byzantine guests, will not falsify
the stabilization property of each of the non-Byzantine guests in the system.
(r2) Efficiency guarantee. Non-Byzantine guests will eventually get the
needed resources in order to supply their intended services.

Note that both (rl) and (r2) implicity require that a program that shares re-
sources with others, will not block or will be blocked, outside of acceptable limits,
due to this sharing (although in the worst case, due to the use of leases combined
with a reputation system, resource will eventually be granted).

4 Concepts for Fighting the Byzantines

By combining techniques like secure booting, contract verification and enforce-
ment together with self-stabilization we can protect a system against Byzantine
guests in a provable way.

— Secure booting ensures that there is a minimal trusted computing base
which runs programs and monitors.

— Offline Byzantine behavior detectors use code verification techniques,
analyzing a program offline and looking for possible breaks of contracts.
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— Runtime anti-Byzantine enforcers insert additional instructions in the
executable for online sanity checks to enforce contract properties during a
program execution.

— Stabilizing trust and reputation for determining the amount of resources
a guest will be granted.

— Self-stabilization of these mechanisms and their composition [5I14] ensures
that the system is eventually protected and functioning.

Secure booting is achieved through standard hardware based mechanisms
(e.g., [2/4551]). These are essential in order to guarantee that a Byzantine guest
is not loaded first.

The system should be augmented with a detector framework which executes
one or more upfront offline Byzantine detector plug-ins. A detector is built to
enforce some aspect of a contract with a guest, and must be provable to perform
its action completely and within acceptable time limits. These detectors scan
the program code in advance for particular violations of the contract that are
easy to check, and in case the scan reveals a Byzantine guest, this guest will not
be loaded at all.

A program that passes the first check is augmented with sanity checks and
access restrictions in sensitive code parts, where execution might do harm. The
augmented code does not change the program semantics (up to stuttering) as
long as the guest respect the contract. Upon detection of a violation in runtime,
an enforcer can reload the program code and also update the trust and reputa-
tion level. An example for such an enforcer is one that enforces that segments
used by the program are not changeable (meaning that self-modifying code is
forbidden according to a contract). Runtime sanity checks, look for possible in-
struction sequences to make sure they do not violate the contract. Note that due
to transient faults (that are rare by nature), a target address may change right
after a sanity check, causing the system later to start a convergence stage as a
self-stabilizing system should. In the case of a Byzantine program, the harm is
prevented, although the detection and reloading will occur again and again (the
trust and reputation record of a guest will limit the amount of processing used
for this particular guest). In case the program is not Byzantine, the reload-of-
code procedure will ensure correct behavior after which the trust and reputation
will reach the maximal possible level.

Stabilizing trust and reputation can be achieved by using methods which favor
recent events over past events. One example is [7] which combines a Bayesian
approach with exponential decay. In such ways, trusted guests get more resources
overtime, while suspected guests are not totally blocked and get chance to “shun
evil and do good”. Such approaches also cope with transient (fault) corruptions
in the reputation data, since wrong reputation fades over time.

Theorem 1. There exists a self-stabilizing host that can fulfill (r1) stabilization
preservation and (r2) efficiency guarantees for guests.

Sketch of proof: We list the mechanisms we use and the properties we estab-
lish by them. (a) The host is built above a self-stabilizing hardware ([17]) which
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guarantees eventually correct operation of the hardware from any state. (b) A
self-stabilizing host operating system [19] which is guaranteed to periodically run
some boot-code loaded in a secure way [2/4551], without being subverted ([43])
(c) This trusted operating system guarantees eventual execution of all runnable
processes including the contract offline detectors. (d) Code is being refreshed
([19120]) periodically, so Byzantine or wrong behavior caused by transient faults
to code segments are eventually fixed. (e) Contract properties are asserted by
online enforcers. (f) Self-stabilizing programs might be supplied with a list of
“initial” safe states. In such a case when recognizing Byzantine behavior, apart
from preventing this behavior and refreshing the code, the closest state (using
Hamming distance or some other metric) can be applied to the program. (g)
All resource allocations are granted using leases with a self-stabilizing manager,
as demonstrated in a previous work on dynamic memory [20], ensuring that re-
source allocations are eventually fair. The contract detectors and enforcers check
also for behavior which violates the leasing rules. Resource are leased to a guest
according to its trust and reputation level. (h) System calls and traps are also
leased (again, according to the trust and reputation level), so a Byzantine guest
is limited in the number of times it can cause long delay due to system calls. (i)
Non-Byzantine programs are stabilizing in spite of faults and Byzantine behav-
ior. (j) The interaction between those programs and other programs or devices
is stabilizing too ([21I]). (k) The stabilization process of one program only affects
the state of this program and does not affect other programs. Thus, stabilization
preservation and efficiency guarantee is achieved for guests. O

The implementations presented next, add sanity checks to branches and memory
accesses, ensure correct use of leased resources, and enforce allowed patterns of
out of memory accesses.

5 Host Implementation Example

In previous works we demonstrated the construction of a self-stabilizing oper-
ating system (sos) [192002147]. Guest separation was achieved by using the
segmentation mechanism of the Pentium processor [31]], without MMU hardware
protection. Additionally, we assumed that the code of the programs is hardwired
and correct, thus a program does not contain instructions which affect the state
of the other programs (including the system). When we introduce programs with
arbitrary code, other programs, even the host/operating system itself, may be
corrupted. In the current work we have implemented a prototype of a simple
host that satisfies requirements (rl) and (r2) above the mentioned system.

To demonstrate the possible corruption of

the system designed, we show an example of a 1  mov ax, 0x8010
threat in a program that accesses the operat- 2 mov ds, ax
ing system’s segment and changes the sched- 3 mov word [0x292], 3

uler state. The scheduler state is changed so
that this program will be scheduled (again Fig. 1. Byzantine Code
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and again) instead of other guests. Figure [Tl shows an example of such a 16-bit
x86 assembly code. Lines 1-2 change the data segment pointer to the system’s
segment. Then, line 3 changes the process pointer contents to a value which will
cause re-scheduling of this program.

One can argue that address-space separation, like found in commodity op-
erating system kernels, can prevent this behavior. But if a Byzantine program
manages to operate in a privileged mode, even once due to a transient fault, the
separation algorithm itself might be subverted, followed by the above malicious
behavior. Next we will describe our settings in order to show a provable solution.

To demonstrate these ideas we show: (a) an example containing added code
that enforces memory access within a program’s data segments (sandboxing).
(b) Accessing shared resources through leases. (¢) A prototype of a detector
that performs offline verification that out of segment accesses are according to a
list of known patterns allowed by a contract. (d) An example of stabilizing trust
and reputation evaluation according to online sanity checks.

The suggested solution uses an architecture in which some code is read-only
(Harvard model). A non-maskable interrupt (NMI) is generated by a simple self-
stabilizing watchdog. Thus, the hardware triggers a periodic execution of the
host monitoring (detectors) code. This architecture also guarantees that the
monitoring code gets enough time to complete. A detector searches the code
of every program to make sure it does not contain code that changes segments
outside the scope of the program. Computed addresses are enforced to be within
limits, by inserting sanity checks. The correct use of leased resources is also
enforced during runtime. Additionally, from time to time the host refreshes the
code of all guests (including sanity checks insertions), say from a CD-ROM, to
allow self-stabilization of programs following a code refresh.

(a) Figure line 1
demonstrates calculation

of a segment selector 1 mov ax, <<computed address>>
value, as opposed to Fig- // added sanity check

ure [0 in which the ad- 2 xor ax, SEGMENT_MASK

dress is fixed. Then, lines 3 jz AfterSanityCheck

2-5 are a sanity check 4  call Increase-Bad-Reputation
added by the runtime 5 mov ax, FIXED_SEGMENT
anti-Byzantine enforcer. AfterSanityCheck:

First the calculated ad-

dress is validated to be
in range (in this example Fig. 2. Memory Access Enforcer

it must have some fixed

value), in case of a viola-

tion detection (line 3) the Increase-Bad-Reputation procedure is called to record
the violation (see (d) below). Then in line 5, the correct address is enforced.
Alternatively, a monitor could start actions of reloading code and data in case
of detecting such a wrong access.
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(b) Figure Bl presents the way a program uses a shared resource, in this case
the dynamic memory heap. The contract is that all accesses to segments in
this memory area must happen only through the segment selector register fs.
Additionally, in order for this access to be leased, a program is not allowed to
load a value in this register, but instead asks the system for a leased allocation
(line 1). After this allocation request, and before every dynamic memory access,
the program must check that the lease is still in effect, by checking the value
in fs (lines 2-3). In case the allocation failed or expired, the value will be 0.
Detectors and enforcers check that the use of shared resources is done according
to this contract [20] and penalize the program in case of irregular use detection.

(¢) The Pentium’s operation code for mov-
ing a value into one of the 16-bit segment se-

lector registers, is 8e. Thus, the offline detec- 1 call MM_Alloc
tor searches for commands starting with this After MM _Alloc:
code (assuming for simplicity that this is the 2 cmp fs, O
only possible way). Note that the Pentium 3 jz TryLater
has variable length operations so in order to

detect beginnings of operations we need to
use disassembly techniques. Additionally, the Fig. 3. Shared Resource Access
mentioned operation code is sometimes used

in legitimate ways, e.g. for accessing dynamic data segments. A possible solu-
tion is allowing known fixed patterns of access to other segments. An example
pattern appears in Figure @l where the program is accessing the video segment,
which is needed for screen output. The es segment register is loaded in line 2
by the allowed value that is computed in line 1. In this case the 8e op-code is
preceded by the sequence b8 00 b8 which is considered valid. Figure Bl presents
the algorithm of the segment access detector. This detector is executed before
loading the guest program. It scans a program’s code segment for the 8e code.
When found, it verifies that it is preceded by one of the allowed patterns, oth-
erwise the program is considered as one that does not respect the contract and
therefore an upfront Byzantine program.

(d) Upon finding an online contract violation through performing the enforced
sanity checks, the violation is recorded in the reputation history record (Figure
[6). This record maybe kept as part of a process entry in the system’s process
table. Every predefine period of time (or steps) the system updates this record,
as seen in in the Decay-Reputation procedure in Figure [fl The entries in the
record are shifted in a way that the oldest entry is removed, thus implementing
the needed decay and stabilization. This updated record is used for evaluating

1 mov ax, VIDEO_SEGMENT
2 mov es, ax

Fig. 4. An Allowed Pattern
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BYZANTINE-DETECTOR(process_entry, legal patterns)
1 for each instruction_code(ic) in process_entry.code_segment
2 do if ic starts_with "8¢”
3 then for each pattern in leagal_patterns
do if pattern precedes ic
then continue_main_loop
process_entry.byzantine «— true
return

N O U

Fig.5. Out of Segment Access Detector

INCREASE-BAD-REPUTATION(process_entry)

1 process_entry.reputation|0] &= BAD_REPUTATION_BIT
2 process_entry.reputation[0] < 1 > Shift left.

3 return

DECAY-REPUTATION(process_entry)

1 for ¢in (MAX_HISTORY —1) .. 1

2 do process_entry.reputation|i] < process_entry.reputation[i — 1]
3 return process_entry.reputation

Fig. 6. Update Trust and Reputation — Increase and Decay

the trust and reputation level of the relevant guest and granting resources in
accordance.

Performance issues. The timing of the execution of code refreshing (and offline
detectors) can be tuned according to the expected rate of soft-error corruptions
to code. This processes do not have a great impact on the program execution
performance, since the frequency of the checks may be balanced against the
desired recovery speed.

One could suggest a performance gain by having an auxiliary processor (one
core of a multi-core) for performing a repeated contract verification on the loaded
code. However, a Byzantine guest might fool the auxiliary processor, say, by
changing the sanity checks to be correct whenever the auxiliary processor is
checking them. Still we can use such a processor for most of the cases to speed
the indication on soft errors and to trigger code refreshing.

6 Concluding Remarks

In this work we presented an approach to use self-stabilizing reputation in or-
der to gain efficient performance. We believe that self-stabilizing host systems
that use stabilizing reputation are a key technology which can cope with Byzan-
tine behavior in critical computing system. Source code examples can be found
in [47].
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