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Abstract

Solution for Assignment 5. One-way functions are assumed to be com-
putable in polynomial time.

1 Question 1

In RSA signature scheme, public key is (V, e), and private key is (N, d), where
N = pq for big primes p, ¢, and ed =1 (mod ¢(N)).
We consider a modification of this scheme, where the signature on M € Z},

is given by

sig(M) = (M + 1)% mod N

1.1 Signature verification

Verifying signature is very similar to the original scheme:
ver(M,C)=[C°=M +1 (mod N)]

Indeed, for M, C € Z%,,

ver(M,C) =true & C* =M +1 (mod N)
sC%=M+1)?%  (mod N)
sC=(M+1)° (mod N) by Euler’s Theorem
& C =sig(M)

1.2 Chosen message attack

Given a message M, the attacker can choose random M; € Z},, and compute
My = (M + 1)M; ! mod N. He then can ask the legal signer to sign on M; — 1
and My — 1:

Cl = Sig(Ml — 1)
Cy = sig(Mz — 1)


mailto:orlovm@cs.bgu.ac.il?Subject=Re: Cryptography Assignment 5
mailto:yanik@cs.bgu.ac.il?Subject=Re: Cryptography Assignment 5

1.3 Single chosen message attack 2 QUESTION 2

It is then straightforward to compute signature on M:

C1Cy = sig(My — 1) sig(Ma — 1) (mod N)
=M, -1+ D)4 M;—1+1)¢  (mod N)
= MM + )M h)? (mod N)
=(M+1)? (mod N)
= sig(M) (mod N)

that is, C1C mod N is a legal signature on M.

1.3 Single chosen message attack

It is possible to perform successful chosen message attack by asking for signa-
ture on only one message. Suppose that we want to obtain legal signature on
message M.

If M = -1 (mod N), sig(M) = 0, and the signature is already known. Oth-
erwise, we will ask for signature on (—M — 2) mod N, where (—M —2) # M
(mod N), since the only solution to this equation is M = —1 (mod N) (assum-
ing that 2 € Z3,, which holds since N is odd).

Thus, we obtain

C' =sig(—M — 2)
=(-M—-2+1)* modN
= (-DYM+1)? modN
= (—1)%sig(M) mod N
= —sig(M) modN d € Zj,yy is 0dd, since (V) is even

and

sig(M) = —C' mod N

2 Question 2

In ElGamal signature system, the verification key is (p, g, B), with B = ¢® where
(p, g, b) is the signature key.

2.1 Computing b using additional knowledge

Let m1, mo be two messages with legal signatures (y1,01), (72, d2). Suppose Eve
succeeded in computing a € Z,_1, such that v, = g7, (mod p). We now show
how Eve can efficiently compute the signature key (p, g, b) using this informa-
tion.

First, since Ver(ml7 (71, (51)) = ver (mg, (v2, (52)) = true, we have

g™ =B"y"  (modp)
g™ =B"%*  (mod p)
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3 QUESTION 3 2.2 Using same k

Substituting v; = g*y2 (mod p), and noting that since ¢ is a primitive ele-

ment modulo p, there exists ks € Z,_; such that g*2 = 5 (mod p), and also

substituting B = ¢g* (mod p),

™= " (g%*)°  (mod p)
gk2)%

9

9" = g"( (mod p)

Using Euler’s Theorem, we get system of equations for powers of g:

my = by + (a + k2)d1 (mod (p — 1))
ma = by + kada (mod (p —1))

when we can eliminate k5 by multiplying the first equation by d,, and the second
by (51:

ml(sg = b’)’lég + (a + k2)51(52 (mod (p — ].))
ma01 = byab1 + kad201 (mod (p — 1))

and subtracting
myi0y —mad1 = b(y102 — 7201) + ad162

Thus, assuming that (y;62—~24; ) has inverse modulo p—1, Eve can efficiently
calculate

b= (m162 — m2b1 — ad162) (1102 — 7261) " mod (p — 1)

which reveals the signature key (p, g, b).

2.2 Using same £k

Under the simplistic assumption that (v;J2 — v261) has inverse modulo p — 1,
Eve can recover the signature key if two messages have been signed using the
same k:

Mmn=g" = (mod p)

and since g is a primitive element modulo p — 1, and g? ! =1 (mod p), we can
substitute a = p — 1 =0 (mod (p — 1)) in the result of Sec. 2.1:

b= (m152 — m2§1 — 0,5152)("}/152 — ’Y251)71 HlOd(p — 1)
= (m10y — mab1) (1102 — 7261) " mod(p — 1)

Assuming v; = 2 (mod (p — 1)) as well (which is probably true, since v, = 2
(mod p), this can be simplified to

b= (m162 — m26y1) (71(d2 — (51))_1 mod (p — 1)

3 Question 3

Let p be prime, p = 2w + 1, where 2 and w are primitive elements modulo p.
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3.1 Elements in Z, 3 QUESTION 3

3.1 Elements in Z;
Lemma 3.1. For all x € Z;, it holds that 2" € {1,—1} (mod p).

Proof. Since p is prime, and = # 0 (mod p), it holds that

G)eo

By Euler’s Criterion,

p
U
Lemma 3.2.
w¥ =2 (mod p) (3.1)
Proof.
Wl =t 1 (mod p)
=w'T w ! (mod p) w € Z,
=—-1-w! (mod p) w is a primitive element modulo p
p—1\!
= —( 5 ) (mod p)
=-(-D7'@7)7"  (mod p)
=2 (mod p)

3.2 Finding 2

Suppose (p, 2, B) is the public key in an ElGamal signature system. If we define

_J0 ifB*Y=1 (mod p)
|1 ifB*=-1 (mod p)

then z is well-defined by Lemma 3.1, and

2WF = (QpT_l)Z (mod p)
=(-1)* (mod p) 2 is a primitive element modulo p
=B" (mod p) by definition of =

Thus, by using the repetitive squaring algorithm, z can be computed effi-
ciently.
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4 QUESTION 4 3.3 Legal signature

3.3 Legal signature

Form € Z, defining § = (w—1)(m—wz) (mod (p—1)) results in legal signature
(w,0):

w' = wh B mod p y Euler’s Theorem
BY 4 BY (w—1)(m—wz) d bv Euler’s Th
= pwamTwr (mod p) by (3.1)
= pvom(2w)~! (mod p)
=2" (mod p) by Sec. 3.2

4 Question 4

Let f : 7™ — 7™ be a one-way injective function. In this question, we consider
function to be one-way if it is preimage-resistant. We note that since f is injec-
tive, and its domain and range are finite and equal, then f is also a bijection,
and for each y there is exactly one x such that y = f(x).

Lemma 4.1. Function g; : 7" — 7", given by

is a one-way function.

Proof. Assume by contradiction that g; is not a one-way function, that is, from
given y = ¢;(x) it is possible to find 2 with some non-neglected probability p.
Since f is injective, so is f? = g;.

Then, given ¢y’ = f(x), we can compute y = f(y') = f(f(x)) = ¢1(z), and re-
trieve (the unique) = with non-neglected probability p, which is a contradiction
to f being a one-way function. Therefore, ¢, is also a one-way function. O

Lemma 4.2. Function gy : 7" x 7" — 72", given by

92(w1,22) = (f(21), f(22))
is a one-way function.

Proof. Assume by contradiction that g- is not a one-way function, that is, from
given (y1,y2) = ga2(z1,22) it is possible to find z; and z, with some non-
neglected probability p. By argument similar to the one in Lemma 4.1, g, is
injective.

Then, given vy = f(x), we can define (', y’) = (f(x), f(z)) = g2(x, x), and
retrieve (the unique) x with non-neglected probability p, which is a contradic-
tion to f being a one-way function. Therefore, g, is also a one-way function. [

Lemma 4.3. Function g3 : 7" x 7" — 7", given by

g3(x1,2) = f(21) ® 22

is not a one-way function.
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5 QUESTION 5

Proof. We will show that g3 is not one-way by providing an efficient algorithm
for finding some x; and - such that

g3(x1,72) =y

for given y.
First, the algorithm picks z; € 7™ and computes f(z1). Then, x5 is computed
to be y & f(z1). Consequently,

g3(w1,72) = f(21) @ w2 = f(21) Dy © fz1) =9

and thus g3 is not one-way. O

5 Question 5

We consider a one-way injective function f : 7* — 7", and m = 2n.

5.1 g-function

The function g : 7™ — 7™ consists of 16 rounds,
Tit1 = Yi
Yit1 = 2 D f(yi)

for 0 < < 15.
It is easy to see that g(zo,y0) = (z16,y16) iS DOt a one-way function, since
constructing ¢! is straightforward:

Yi = Ti4+1
T = Yir1 ® f(ys)
and by applying 16 of such reverse rounds to (x4, y16), we will compute z; and
1o in polynomial time.
5.2 h-function
The function i : 7™ — 7™ consists of two rounds,
Ti+1 = Yi
Yit1 = ¥i © f(x;)
for0 <7< 1.
Lemma 5.1. h is a one-way function.

Proof. Let us compute h(z,y):

h(z,y) = (v2,92)

= (y1, 41 ® f(x1))

= (Yo ® f(w0),y0 © f(w0) @ f(yo))
= (

y o f(x),yd flx) D f(y))
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Assume by contradiction that h is not a one-way function. Then, for given
(«',y"), it is possible to find z,y (with some non-neglected probability p, and in
polynomial time) such that

(@' y') = hz,y) = (Yo f(2),y @ flz)® f(y))

We then note that

h(z,0") = (f(x), f(x) ® f(0"))

and by finding h~! ((f(2), f(z) & f(0™))), we will compute (the unique, since
f is injective over finite domain, which is the same as its range, and is thus
a bijection) = with non-neglected probability p, which is a contradiction to f
being a one-way function. Therefore, h is a one-way function as well. O
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