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_ Abstract—Ternary content-addressable memory (TCAM) de- rate of the routers. Furthermore, recent initiatives, sash
vices are increasingly used for performing high-speed packet OpenFlow [1], call for simplifying the data-paths of con-
classification. A TCAM consists of an associative memory that temporary routers, by making them consist mainly of packet

compares a search key in parallel against all entries. TCAMs may o . . AP
suffer from error events that cause ternary cells to change thie classification operations, through the use of flexible dedins

value to any symbol in the ternary alphabet “0”,“1”,”. Due to ~ Of flows [2]. It is therefore important to design packet
their parallel access feature, standard error detection schense classification solutions that scale to millions of key lopku

are not directly applicable to TCAMs; an additional difficulty is  operations per second. TCAM enables parallel matching of a
posed by the special semantic of the ™" symbol. key against all entries and thus provides high throughpatt th

This paper introduces PEDS, a novel para_llel error detecti(_)n is unparalleled by software-based (or SRAM-based) saistio
scheme that locates the erroneous entries in a TCAM device.

PEDS is based on applying an error-detecting code to each A TCAM is an associative memory hardware device that
TCAM entry, and utilizing the parallel capabilities of the TCAM,  consists of a table of fixed-widtfCAM entries Each en-
by simultaneously checking the correctness of multiple TCAM try consists of W symbols taking on the ternary alphabet
entries. A key feature of PEDS is that the number of TCAM {07,“1",“x"}, where {“0”,“1”} are proper bit values and

lookup operations required to locate all errors depends on the “x» stands for‘don’t " Th t idth of t

number of symbols per entry in a manner that is typically orders stands _or o_n -Carg. e entry WiC Ot contemporary

of magnitude smaller than the number of TCAM entries. For TCAM devices is configurable to a width df2, 144, 288

large TCAM devices, a specific instance of PEDS requires only or 576 symbols. For classification applications, TCAMs are

200 lookups for 100-symbol entries, while a naive approach may configured to have width of44 symbols, which leaves a few

need hundreds of thousands lookups. PEDS allows flexible and dozens of unused symbols (usually 36 symbols), calieida

dynamic selection of trade-off points between robustness, spac , . . - '

complexity, and number of lookups. bits [3]. For noFatlonaI con5|stency, we henceforth use the 'Ferm

extra symbolsinstead of extra bits. Note that the size (i.e.

Index Terms—TCAM, Error Detection, Packet Classification, the number of TCAM entries) of contemporary TCAMs is

Error-Correcting Codes, Error-Detecting Codes orders-of-magnitude larger than their width. Current TCAM
can store more than 128K ternary entries that are 144 bits
l. INTRODUCTION wide in a single device.

. The input to the TCAM is a ternary word of lengthi called
Ternary content-addressable memory (TCAM) devices ay P y g

: : _ ) o %earch keySearch keya matches entry, if the proper bits
increasingly used for performing high-speeatcket classifica- ., agree with those of. The basic function of a TCAM is to
tion, which is an essential component of many networking a

Bimultaneously compare a search key with all TCAM entries.
plications such as routing, monitoring and security. Farkpa y P y

e e ) The index returned by the lookup operation is computed by a
classification, routers usecéassification databasthat consists +~an module calledmatch-line (ML) encoderif there is a

of rules (sometimes calledilters). Each such rule specifies ingle matching TCAM entry, its index is output by the ML

a certain pattern, which is based on packet header fiel ‘coder. If several entries are matched by the search kest, mo

such as the source/destination addresses, source/cliea;tinz;\.CAMS return the index of thaighest priorityentry, i.e., the

port n_umber§ and prqtocol type. Furthermore, each rule éﬁtry with the smallest index; in this case, the specific type
associated with an action to apply to the packets that mdtcr}\ﬁl_ encoder is called @riority encoder

the pattern rule.

Packet classification is often a performance bottleneck in
the network infrastructure since it should be done at the lif\- The Problem
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are known to be more susceptible to soft errors than DRAM

cells.

The conventional techniques of coping with errors in regula 110* 11 1/1
(that is, non-associative) memory, such as SRAM or DRAM, 1*1* 1*1+*
cannot be applied to TCAM. The soft errors problem in 1101 1101

regular RAM is typically handled by using an error-detegtin
or error-correcting code (ECC). An ECC check is applied to (@) (b)

a memory wordipon accesswhich implies that only a single rig. 1. TcAM memory with W=4, before (a) and after (b) an errorrgve
ECC check circuit is required. This single circuit is suici

since, in non-associative memory, the input to the memory

device is an address and the output is the value stored at that

address. Therefore, checking memory words just before thBy Our results

are accessed will capture all errors detectable by the ECC. In this paper, we preseEDS a novel parallel error de-

This is no longer true for TCAM devices, however, dugection scheme for TCAM devices. PEDS utilizes the parallel
to their parallel access feature. Recall that the input fi@ér tmatching capability inherent to TCAM devices and requires
TCAM is a search key and the output is the highest prioriynly minor hardware changes, less than any prior art TCAM
entry that is matched by the search key, where all the entri@sor detection schemes that we are aware of. The key idea of
are checked in parallel. Thus, a TCAM introduces new typ@se scheme is that of applying a sequence of TCAM lookups
of errors: an error in a TCAM entry may result either in afor a predetermined set of search keys, and analyzing their
entry rejecting a search key, even though it should have beegults. The number of lookups required by PEDS for checking
matched with it false misy or result in an entry matching all entries depends linearly on the entry width, rather than
a search key, even though it should not have been matchgfthe orders-of-magnitude larger number of TCAM entries.
with it (false hi). When more than one match is possible, Bor example, a specific instance of PEDS requires anly
false miss in a high-priority entry may result in matching #okups for 100-symbol entries, using a single extra symbol
lower-priority entry that should not have been matched. Wger entry, while the number of entries is usually more than
call this kind of errors arndirect false hit Thus, a false miss 128K .

may cause an indirect false hit. PEDS lookup operations do not have be to consecutive and
To better understand these types of error, consider the §ah be performed lazily during idle TCAM cycles. As an

example depicted in Figure 1, which shows a TCAM databaggample, in a TCAM that can perfort00 million searches

of W|dth 4, con§|st|ng of3 entnes,_ before and after a soff(that is, lookups) per second (MSPS) (e.qg., [5]) whicla9;

error hits the third symbol of the first entry. When a lookupaded, PEDS needs only2 milliseconds to detect all errors,

operation is applied to the error-hit TCAM with search keysing the scheme we describe in Section VI.

“1100°, there are no matches, whereas the correct OutpUtg, gpoy correction, an application can maintain a copy of

Sh‘?“'fj havg been (the index of.the first matc.hing entry).the TCAM database in DRAM. When an erroneous TCAM
This is an instance of dalse miss A conventional EC_:C entry is identified by PEDS, the application can correct it by
mechanism cannot be used to detect such an error, since.g ying the correct value from DRAM.

entries are compared with the search key in parallel (an@ non

is matched), hence the only way of finding that the output We _evaluate the C(_)St and performance of our scheme
is erroneous is to apply an ECC checkab entries Next, according to the following four performance metrics:

consider a lookup operation with search keyl11”. Here, 1) Resilience:the number of errors per TCAM entry that
the output of the TCAM il instead of2. This is an instance our scheme can detect.

of a (direct) false hit False hits are the only type of errors 2) Space:the number of check symbols per entry that are
in which an ECC check of the matched entry can identify  required.

the error. Finally, consider a lookup operation with sedwh 3) Time: the number of TCAM lookup operations required
“1101". In this case, the TCAM outputd instead ofl. This to check all entries.

is an instance of aindirect false hit since the wrong entry is  4) Hardware changes:the number (per entry) of addi-
hit (matched) due to an error that causes a miss on a higher- tional logical gates and registers (flip flops) that are
priority entry. In this case, performing an ECC check on the  required for our scheme.

matched entry will not identify the error. Note that false h'PEDS can use the extra symbols typically available in TCAM

and false miss events also occurkimary CAM, where the . . .
. . entries as check symbols for increased resilience andfor de
bits are only 0” or “1” values. . : . ) . .
) ' creased time complexity. PEDS is unique in that it allows a
~Matching a search key with the wrong entry can havgynamic selection of trade-off points between the above fou
significant adverse effect on the classification processesi criteria according to application requirements.
different entries have different actions associated whint. . . . ) .
As an example. such an error mav cause packets that should 'Iéhe rest of this paper is organized as follows: In Section I
pie, y P we provide an overview of related work. Section Il descsibe

dropped due to security reasons to be erroneously forwardﬁ]e key ideas behind PEDS and its architecture. In Sections V



Entry width: W Eﬁ;}%gfgeck)

and VI we describe two specific instances of PEDS that result
in different performance trade-offs. Then, in Section VII, | )
we show that some change in the hardware of the TCAM , o
is unavoidable if one is to implement an error detection 5 — O
e ) : ; = )
scheme with time complexity that does not grow with the : B ©
number of TCAM entries. Finally, practical considerations ; B ‘If‘ N §
and concluding remarks are given in Sections VIl and [X, ; -5 —
respectively. : 0 3‘
8
: <
[l. RELATED WORK ; B 7
State of the art TCAM devices contain additional per-entry - —
state to store the extra symbols required for error detectio Goee
Dedicated TCAM circuitry periodically reads TCAM entries it k

one by Or,]e to verify cgrrectngss. A disadvantage of thIS", lsmf:?:ig. 2. High-level PEDS architecture. For presentation $izitp, clauses
scheme is that the time to identify an error grows linearlyre shown to consist of consecutive symbols. As explainecetich 111-B,

in the number of TCAMentries (as opposed to our schemegymbols are actually interleaved across clauses.

where this time grows linearly only in theidth of TCAM

entries). This is problematic since the elapsed time in betw ) ) ) )

two checks of the same entry could be too long compared to'Ve also mention the work of Pagiamtas al. [9], which

the rate with which errors may occur. In other words, mutip/2PPlies to (binary) CAMs. They propose a design that uses
lookup operations may return erroneous values before an eff°ding guaranteeing that every two entries will differ in at
is detected and fixed, which may be unacceptable for soff@St & prescribed number of positions (that number is 4 in
applications. Moreover, contemporary TCAM devices use {t& €xample that they provide). In addition, they modify the
least’V — 1 XOR gates and one register per entry for storingiaich-line sensing scheme so that it signals a match even
error detection symbols. As we show, PEDS can make diifien the search key and the entry disagree on one position.
with just a single XOR gate and a single register-bit penygntr] Nir scheme requires addirigparity symbols per each2-
which results in smaller die size. If extra symbols are aag, C€ll CAM entry and modifying the match-line sensing scheme.
they can be used by PEDS for improved resiliency. Their scheme does not correct the error-hit symbols back to

: . .their original state and an additional mechanism is require
Prior art suggests several additional methods of copi % that

with TCAM errors. All these methods focus on reducing ) ) )
In contrast with all prior art, our technique allows fast

the error rate rather than on faster error detection/cborec 4 ' \ OV
Moreover, they require much more significant changes gstection of all erroneous entries and requires signifigant

TCAM hardware than PEDS. Roughly speaking, while pridF‘SS hardware changes to be applied TCAM hardware. Prior

art techniques are mostly chip-design solutions, PEDS iemdt algorithms use extra symbols for improving the space
of an algorithmic technique. efficiency of packet classification and intrusion detectim

Nodaet al. [6] describe a TCAM design that is based Olj?llcanons [10]-[14]. To the best of our knowledge, our work

. is the first that can use available extra symbols for TCAM
DRAM cells instead of SRAM cells. DRAM-based TCAM error detection. This allows greater robustness and/derfas

devices can be more robust, since DRAM is less susceptilglﬁ : . : ; s
. erfor detection without incurring additional hardware tcos

to soft errors than SRAM. Moreover, since SRAM memory is 9

much faster and consumes less power than DRAM memory,

it is not clear whether DRAM-based TCAM has the potential IIl. PARALLEL ERRORDETECTION SCHEME

of becoming a viable alternative to SRAM-based TCAM. A |y this section we explain the basic Parallel Error Detectio

different technique based on a similar idea was proposed §¥heme (PEDS). First, we explain, in Section IlI-A, the basi

Nodaet al. [7], which use ECC-enhanced embedded DRANLeq underlying PEDS, using a simple example. Then, the

ceIIs_ in addition .to SRAM cells. DRAM cell values are general framework is presented in Section I1I-B.

continuously copied to the corresponding SRAM cells. This

technique results, however, in a significant chip area asge _ _
Azizi and Najm [8] propose a new family of feedback?": Basic Idea Underlying PEDS

enhanced TCAM cells. Their designs exploit the fact that We start by demonstrating our scheme using a very simple

TCAM cells have an invalid state that is never used; thisxample. Note that this example is used only for demonetrati

state is made unstable, thus allowing other—legal—statesgigrposes since it employs a very large number of extra

become more stable and, by that, decreasing the likelihbodsymbols and therefore cannot be implemented in practice.

soft errors. Their simulation results indicate that thi;ma'que Suppose that for each entry of width, we addW extra

can reduce error rates by up407% at the cost of a significant gy s such that each original symbols is duplicated. het t

INCrease In area size. j-th pair of symbolsdenote the originajj-th symbol and its
duplication. For example, the entr@#10” will be coded as



“00%*1100", and “** " is the second pair of symbols. In this In Section V, we fiXI" to be the set of even integers, thus an

case, if we assume that only one error can occur in each paitry is error-free if and only if the number of search keyat th

of symbols, the entry is correct if and only if the symbols imatch it is even. This, in turn, requires adding just a modulo

each pair are equal. counter between each match-line and the ML priority encoder
We will check the correctness of the entries, by iterativelVith this hardware change, our scheme presents a trade-off

checking, for each, the correctness of thgth pair simulta- Petween its resilience, the number of extra symbols it regyi

neously for all entries. This is done by applying two searcd¥d the time it takes to check all entries. We show that as the

keys resilience increases, the time for checking all entriesetses
but more extra symbols are needed.
2(5—1 2W —2j 2(5—1 2W —2j5
(* v )) 01 (x ’) and (* v )) 10 (x )5 Section VI presents another scheme, whérds the set

. of the integer multiples oB8. This results in a faster error
for ever 1,2,..., W} . L : .
v _y] €{L2....m} ) detection scheme albeit with higher hardware complexity:
If neither of the search keys matches a given entry, then ttﬂé?nary modulas adders (rather than binary moduocoun-

entry is correct since thgth pair is eithet00 or 11. The entry ters) should be implemented at the end of each match-line.
is correct also if it is matched by both search keys, since the

j-th pair has to be . On the other hand, if only one search

key matches the entry then the entry is necessarily incoiifec V. PRELIMINARIES

only (x2U~1) 01 (»2"=27) matches the entry, thgth pair  In the sequel, we use the following basic concepts from
is either01, Ox, or *1; and if only (*2=1) 10 (x2W~2/)  the theory of error-correcting codes. For further detaitsl a
matches the entry, thgth pair is eitherl0, 1%, or 0. thorough explanations, the reader is referred to [16]-[18]

The resilience of the code B errors with the restriction  Definition 1 (Linear Code):A linear [n, k, d] codeC over a
that no two errors occurring in the same pair. The code requiffinite field ¥ is a set off U|* vectors (referred to asodeword}
W extra symbols per entry, and the time to detect all errorsa$ lengthn over ¥ that form a linear space of dimensian
2W lookups. In addition, in order to distinguish between oddver ¥, and the minimum (Hamming) distance between any
and even number of matches, it suffices to add just a maozluldwo distinct codewords it is d: every two codewords il

counter at the end of each match-line. differ in at leastd positions (and there are two codewords
Note that PEDS uses search keys that contasymbols; that differ in exactlyd positions). The minimum distancé
this is supported by TCAM devices [15]. of a linear code also equals the smallest Hamming weight

of (namely, the number of nonzero entries in) any nonzero
. codeword ofC [16, p. 28]. Acodet* for C is any one-to-one
B. PEDS architecture mapping from¥* into C and, without real loss of generality

: e
This section describes the high-level architecture of PEDY €, We can assume that the coding of a veatoe W™ is
which is illustrated in Figure 2. Each entry of siz& s Carried out by appending—k check symbols tau, thereby

partitioned into k-symbol clauses such that theth clause forming the respective image codeworddnThe valuen—Fk

contains all the symbols whose indices modédcequali. S c@lled theredundancyof C. i
This strategy—of interleaving the symbols across clauses—

addresses cases where the error events at adjacent symbdI3 the sequel, we use two finite fieldsF(2) and GF(3),
may be statistically dependent. which we denote hereafter b and F, respectively. The

B consists of two element® and 1, where addition

.
For each such clause, we compute check symbols accord lr?% AN -
. use, W pu y I multiplication are XOR (namely, addition mod@pand

to a prescribed error-detecting code over the ternary alp . . d .
bet and store them in the positions allocated for the extr D operations, respectively. The fiefdconsists of the three

symbols. In most of the examples that we present in e ementst-1, —1, and0, with addition and multiplication taken
paper, the code requires only a single check symbol prglodulo?).

clause, but generalizations to other error-detecting sate  Perhaps the most commonly used linear code isptéty
also possible, as described in Section V. To detect erraes, @Pde The parity code over a field is a linear{k+1, &, 2] code
check each of théV/k clauses (in conjunction with its checkwhich consists of¥|* vectors in¥**! whose coordinates sum
symbols) separatelybut concurrently for all entries-against to zero (in¥). For each vecton in ¥*, the coder appends
a predetermined set of search keys. Our predetermined se &ingle symbol which equals the additive inverse of the sum
search keys has the following property: an entry is erree-fr (in ¥) of the k& coordinates of1. Thus, the redundancy of the
if and only if the number of search keys that match it is i§ode isl. For the special case whelle= B, the appended bit
a predetermined séf. A hardware-based mechanism countgquals the sum modul® (namely, XOR) of the coordinates
the number of matches per entry and determines whethePfitu.

belongs to7". This mechanism is the only hardware change Definition 2 (Parity-check Matrix):L.et C be a linear
required for our proposed scheme and can be implemenfadk, d] code over some field. The parity-check matrixH

between the cell array of the TCAM and its ML priority
encoder. as depicted in Figure 2. 1This term is callecencoderin the theory of error-correcting codes; yet, we
! use the term coder to avoid confusion with the match-lineo(fiyi) encoder
of the TCAM devices.



of codeC is anr x n matrix over¥ with the property that’ %
forms its right kernel, namely:
C:{VG\IJ":HVT:O}; % %
Q
here, (-)7 denotes transposition, the produdtv’ is carried @ gl .
out over the field¥, and0 stands for the all-zero vector.ll @ s
Notice that we can associate a parity-check matrix with @
any linear code’. Its number of rows must be at least the

redundancyn—#k of C, and equality can be attained whéh
is selected to have linearly independent rows oveln fact, Fig. 3. Hardware change required for implementing the fastafien scheme
there are many parity-check matrices for any given code. described in Section V. Each stands for a XOR gate and each square box

. . . is a single-bit delay flip-flop.
For the parity code, whose redundancyi jsa parity-check 'S @ singie-it etay Tipiop
matrix is the all-one vector of length+ 1. Alternatively, the
2 x (k + 1) all-one matrix is also a parity-check matrix for V. PEDSWITH MODULO-2 COUNTERS
this code.

As another example, consider the followildgx 9 matrix
over the ternary field:

In this section, we present a scheme which locates the
erroneous entries in a TCAM by performing error detection in
parallel across all entries. Our scheme requires only a mino

o 0 0 0 +1 +1 +1 +1 +1 hardware change: addingmaodulo-2 countefthat is, a XOR
H=| 0 +1 +1 41 0 0 0 +1 -1 |]. gate and a single-bit flip flop) at the end of each match-
+1 0 +1 -1 0 +1 -1 0 0 line. This hardware change is shown in Figure 3. The simple

. . . ) ) example which was presented in Section IlI-A can be seen as
This is a parity-check matrix of a line@i=9, k=6, d=3] code 5 special case of the scheme we present here.

overF. . L . .
L _ _ Our coding scheme is highly configurable and it introduces
Definition 3 (Syndrome)Given anr x n parity-check ma- 5 yaqe.off between its error resilience, the number of khec
trix H of a linear[n, k, d] codeC over¥ and avectov € ¥, (o4 ndancy) symbols it requires, and the time it takes to
th?syndroma of vectorv is the following column vector in jgensify all the entries of the TCAM that are erroneous. The
o T operation point on the curve that relates these parameders c
s=Hv" . be decided upon after the deployment of the TCAM device.
Thus,s = 0 if and only if v € C. |
For example, with respect to the parity-check matfix A. Coding the contents of the TCAM
in (1), the syndrome ofv; = (-1,0,0,0,0,0,0,+1) is To facilitate the presentation and the analysis in the deque
(+1,—-1,-1)T # 0 and, thereforey, is not a codeword we will regard the three symbol9*, “1”, and “«” as elements
of the respective code. On the other hand, the syndromkthe ternary fieldF (see Section IV). We will use the
of vo = (+1,+1,+1,+1,0,+1,+1,+1) is (0,0,0)7 = 0, following mapping between TCAM symbols and elements of

implying thatv, is a codeword. F: Y 0
. . . *

Notice that with a linearn, k,d] code, we can always “0" ey 41

detect any pattern of less thaherrors in a vectow. Under “qn 1

this assumption on the number of errors, the syndrome of

will be zero if and only if no errors have occurred (see, fddnder this mapping, each word of a given lengthover

example, [16, p. 14]). We summarize this fact in the follagvin{“0”,“1",“*”} will be is seen as a row vector ifi’. When

lemma: no confusion arises, we will interchangeably use both symbo
Lemma 1:Lethy, ho, ..., h, be the rows of amxn parity- S€S—"0",“1",""} and {+1, -1,0}—to denote the ele-

check matrix of a lineafn, k, d] codeC over ¥, and suppose Ment set off.

thatv € " is the result of less thad error occurring in a  Suppose that the designed raw width of the TCAMIIS

codeword ofC. The following two conditions are equivalent:namely, each TCAM entry is to be able to std#é symbols.

We refer to these symbols as thié information symbolsTo

allow for error detection within a TCAM entry, each entry

will be extended intolV’ (> W) symbols, in a manner that

_ o . is described next.

It is also worth mentioning that any two distinct vectors We fix a parameted which, for the sake of simplicity,

gf n';?cr)nmrg'g_g t;’]\(g'g.zt :t fr?\?jsatﬁu;wtgl/ 2 rg]uesrtt ha:)vr? d'ﬁf{(':?ftt is assum_ed to divid@’V , and sub—divid_e théV information

ynaro - IS ur property whi r%‘?/mbols in an entry into non-overlapping clauses of lerigth

decoding of finear codes is based [16, p. 12]. We also fix some lineafn, k, d] codeC over F: since the
2h; - vT is the scalar product di; andvZ computed overb. codeC has minimum distancé, we can detect any pattern

() v is error-free.
(i) h;-vT =0 foreveryi=1,2,...,r2 |



of less thand errors that occur in codewords 6f including Proof: The proof is by induction omw, where the induc-

changes to and from+™ (the latter being represented by theion base @ = 1) is easy to verify. As for the induction step,

element0 of ). suppose without real loss of generality that the last coatei
Now, in every TCAM entry, we code eadhsymbol clause N b is nonzero, and writh = (h’[|+1), where the Hamming

into an n-symbol block such that each block is a codewordveight ofh” is w—1 (> 0). We have

of C. We then concatenate the resultii¢g/k blocks to_form S(h:0) = U {(u||:|:b) L ue S —b)}

an entry of the TCAM of lengtHV’ = nW/k. The simple

. . . . . be{+1,—1}
example which was presented in Section IlI-A is a special L . . !
case obtained whet — 1, n = 2, and C is the code zmr/]her(fe the sign is determined by the last coordinatéh)n
{(0 0), (+1 +1), (=1 —1)} (clearly, this code has minimum ' €"€'0re:
distanced = 2). |S(h;0)] = |[S(h';+1)|+|S(h';—1)]
- 9. é (2w—1 _ (_1)w—1)
B. Analysis 9
- = (2w71 4 (_1)w)
We next derive several results which will lead to the 3 ’

decoding strategy of locating the erroneous entries in thdere the second equality follows from the induction hypoth
TCAM, assuming that these entries are coded as we have gsis.

described at the end of Section V-A. We start by introducing As for S(h;+1), by symmetry we havgS(h; +1)| =
several terms which, ultimately, will be used to define thgs(h; —1)| and, so,

set of search keys with which we will perform our decoding,

namely, locating the erroneous entries in the TCAM. S(h; 0)] + 2[S(h; £1)[ = Z [S(h;b)| = 2% .

For a row vectoru = (ujus ... u,) over F, denote by ber
J(u) the support ofu: J(u) = {j : u; # 0}. Namely,
J(u) contains the indexes of the coordinates which are not |S(h; £1)| = 21 — 1\8(h;0)| - 1(2“’ — (=",
“x” in u. Thus, two row vectorsa = (uyus ... u,) and 2 3
v = (v1vg ... v,) in F™ are said tomatchif they are equal as claimed. |

on the intersection of their supports, namely,

Hence,

We use Lemma 2 to prove the following theorem.

Theorem 3:Let h andv be row vectors irf"™ whereh is
nonzero. The following two conditions are equivalent:

u; =v; forevery je J(u)nJ(v).

Given a row vectoh in F” and an element € F, denote (i) h-v? =0.
by S(h;b) the set (i) The number of vectors irC(h) that matchv is even.

S(h;b) ={ueF" : J(u)=J(h) and h-u” =b}. Proof: Let w be the Hamming weight of,, and write

. - b=h-vT (¢ F). By possibly permuting (simultaneously)

Nam;ly,S(h; b?} consists OL_a” vectorhs_ 'ﬁ tha’r[wr;’?\‘/e no.nZ(Iero the coordinates oh andv, we can assume that the nonzero

coordinates (that is, coor Inates whic are ) ‘precisely coordinates oy occupy its firstw positions. Write

whereh has, and their scalar product with(in ) equalsb. o -

We associate with every vectdr € F" the following set (hf+1) = (W[[7) and (v]|0) = (v|Iv")

L(h): whereh’ (respectivelyyv’) denotes thev-prefix of h (respec-
L(h) =8(h;+1)US(h;-1) . (2) tively, v); notice thatv’ € S(h’;b). Now, the vectors inC(h)

: : i that matchv are then-prefixes of the vectors i§((h|/+1);0)

Equwalently,/: () consists of all the:-prefixes of_the VCIOrS 4ot match(v||0). The latter vectors, in turn, take the form

in S((h||4+1);0), where(-||-) denotes concatenation (note tha

. L v'||y), wherey ranges over all the vectors i§(h”; —b).

thesen-prefixes are all distinct). 'El'hg};)esult nowyfollov?/s from Lemma 2. ( )
The following lemma determines the size®fh; b) and, in

particular, the parity of the size (whether it is even or odd) Combining Theorem 3 with Lemma 1 leads to the following

It is the parity of the sizes of the set$(h;b) which will theorem, which is the main result of this section.

play a primary role in the decoding process to be presented inrheorem 4:Let the k-symbol clauses in the TCAM be

Section V-C. (Recall that a Hamming weight of & vector 0V§lygeq intan-symbol blocks such that each block is a codeword
F is the number of nonzero coordinates in that vector.)

of a linear[n, k, d] codeC overF, and lethy, hs,... h, be
Lemma 2:Let h be a nonzero row vector i with the rows of a parity-check matrix af. Suppose that each
Hamming weightw (> 0). Then: block is subject to less thah errors. Then the following two
2 conditions are equivalent for every blogkin the TCAM:

ol 2 w1 L qyw L
(@) [S(h; 0)| = 3 (2 +(=1) ) (which is even). (i) v is error-free.

(b) |S(h;+1)| = 1(2“’ — (=1)*) (which is odd). (i) Foreveryi=1,2,...,r, the number of vectors i (h;)
3 that matchv is even.



Algorithm 1 Algorithm for locating the erroneous entries  (where “+” and “—” stand for +1 and —1, respectively).

1: for j < 1to W/k do Namely, the parity-check matrix consists of all nonzero- col
2. fori«1tordo umn vectors inf* whose first nonzero coordinate +sl.
3: Reset all modulo-2 counters . .
4: for all a € £(h;) do By removing the four columns that do not contain any zero
5: Apply search keys s« ... xx axxx .. . xx coordinates, we get the matrix
X n(j—1) X (W'—nj)
> whereW’ = nW/k 0.0 0 0 + + + + +

6: Apply a clock pulse to all modulo-2 counters H = O+ + + 0 0 0 + - )
7: end for + 0 + — 0 + — 0 O
8: Flag as erroneous all TCAM entries whose match-lines, . , . . . . .

feed “1” to the priority encoder Wwhich is the same as (1) and is a par_|ty-check matrix of a finea
o: end for [n=9, k=6,d=3] code overF. Denoting byh,, hy, and hs
10: end for the rows of H, eachh; has Hamming weighb and, so, by

Lemma 2,
[£(h;)| =22

C. Decoding: locating the erroneous entries i i
Hence, the redundancy i& over k=6 information symbols,

Theorem 4 serves as the basis for our strategy in locatiftg number of detectable errors (per block of lengjtis 2,
the erroneous entries in a TCAM that was coded accordingdad the number of search keys66.
the method described in Section V-A, under the assumption

that each block in each entry is subject to less ttiarrors. Example 2: Scheme using the parity code dietetC be
Specifically, letC be the[n,k,d] code used to code thethe [k + 1, k, 2] parity code oveiF. For this code, a parity-

blocks in each entry of the TCAM, and I, hy, ..., h, be check matrix is given by one row which consists of the all-one

the rows of a parity-check matrix of. Suppose first thd” =  vector1. The redundancy i$ over k information symbols, the

k, namely, that the information symbols in each TCAM entryjumber of detectable errors (per block of length1) is 1,

form one clause. To identify which entries (blocks) contaiand |£(1)| ~ 2¥2/3. Specifically, fork = 3,

errors, we apply as search keys the elements of the following

r sets: £(1) = {0000,1111,0111,1000,1011,

L(hy),L(hs), ..., L(h,) 0100,1101,0010,1110,0001},

where £(-) is defined by (2). Assuming that each block igvhere the symbol notatior0® and “1” is used instead of-1
subject to less thad errors, it follows from Theorem 4 thatand —1. |
an erroneous block will be identified once we see at its match-

line an odd number of matches for at least one such set. Th&yhen the minimum distancé is fixed, (e.g..d = 2 as in
generalization td: which is a proper divisor otV is rather Example 2), the parametdr defines a trade-off between the
straightforward. following metrics:

More concretely, the decoding (i.e., locating the erroseou 1y Regjlience: Since the number of detectable errors per
entries) is carried out as follows. We first introduce the block is fixed, a poorer (i.e., higher) error rate requires
hardware change shown in Figure 3, where we insert a using a smallet.
modulo-2 counter at the end of each match-line (but befare th 2) Space: The number of check symbols per entry is
match-line encoder). The decoding itself is performed gisin proportional to the numbeiv’/k of blocks (clauses) per
Algorithm 1. entry and, therefore, it reduces Asncreases.

In order to reduce the number of search keys applied in3) Time: The number of search keys that are applied during
Algorithm 1, we should aim at finding parity-check matrices  the decoding increases (exponentially) with
that have low density, namely, the Hamming weight of each
row is small. Given any lineafn, k, d] codeC overF, it is
always possible to find atn—k) x n parity-check matrixd
of C in which every row has Hamming weight at mdst1,

Figure 4 demonstrates the trade-off between the last two
metrics, assuming that the parity code is used (ie= 2).
Since contemporary TCAMs are usually configured so that
thereby leading to an upper bound of approximately-&) - 20-35% of the cells in eaph entry can be allocated as check

k2 symbols, we get that settingto 3, 4, or 5 (corresponding to
2%+2/3 on the number of search keys. . ' ;

] 34, 25 and20 extra symbols, respectively) is the most practical
The next two examples present a couple of possible choigggice.

(among others) for the cod2a

Example 1: Scheme using a Hamming code dveiThe
[13, 10, 3] Hamming code oveF has a parity-check matrix

00 0 0 + + + + + + + + +
+ + 0 0 0 + + + — — -
0 -~ 0 4+ - 0 + — 0 + -

D. Pushing the modulo-2 counters out

In this section, we consider the scenario where, in addition
to a prior knowledge (or assumption) on the profile of errors
within each entry we can also assume an upper bound on

_|_
+ . S .
the number of erroneous entries within each portion (of a

0
+



Lookup Time-Extra Symbols Tradeoff distance ofC is 2t+1, all vectors inB* of Hamming weight

9 2600 T t or less must have distinct syndromes. Furthermore, there
2 20001 are families of codes, such as BCH codes (and Hamming
S 1500k codes as a special case), for which the inverse mapping
;E: 1000k from syndromes to vectors of Hamming weighit¢ can be
£ computed efficiently [16, Chapters 5-6], [18, Chapter 7].
2 s500f We conclude that we can recover (in fact, efficiently) the

! snapshot vectoy of the modulo-2 counters, from its syndrome

0 | | | | | | |
10 20 30 40 50 60 70 80 90 1
Extra Symbols

s = Hy. On the other hand, by linearity, we get from (3) that

s can also be written as
Fig. 4. Tradeoff between the number of search keys requirddrennumber -
of check symbols when using the parity code, #6f = 100 information S = Z Hy., .

symbols. acL(h;)

Namely,s equals the bitwise XOR of the syndromes (i.e., the

prescribed size) of the TCAM. Under such circumstances, Washed values) of the match-line snapshyatswherea ranges
can add amexternalcircuit which is fed by the match-lines andover all the search keys ifi(h;).

locates the erroneous entries, thereby eliminating thel tee  Thus, instead of inserting a modulo-2 counter at each match-
insert the modulo-2 counters before the priority encoder. line in the TCAM, we can keep ong-bit registers, which
fact, the circuit we describe here can sometimes serve alsdsareset at the beginning of each iteration of the inner laop i
the priority encoder itself. Algorithm 1, and then, after each application of a search key

Hereafter in this section, we assume that the TCAM consigts= £(hi) to the TCAM, the registes is updated, using the
of M entries, and at most of them can be in error; the hash value of the match-line snapslyat, into
model of errors within each entry remains the same as in
Sections V-A — V-C. (In practice, the TCAM can have many
more entries thad/, in which case we can divide the TCAM (with the sum standing for bitwise XOR). After the last
into disjoint portions, each consisting af/ entries, and iteration of the inner loop, we have #nthe syndrome of and,
then implement the scheme presented here for each portidhapplying a standard decoding algorithm to s, we can
separately.) recovery from s; namely, we identify the erroneous TCAM

In order to exhibit our technique, we refer to the inner looft1i€s- The hash values are computed during this process

of the algorithm in Algorithm 1, for some fixed values of the!SiNg @ gate array that multiplies by the (fixqd) A/ matrix
iterators;j and i of the outer loops. Recall tha@ denotes the 1 (typically, approximately half of the values iff will be
binary fieldGF(2). For everya € L(h;), lety, be the column Z€ro).
vector inB™ which is a snapshot of the match-lines while the For binary BCH codes, the value pfcan be bounded from
search keya is applied to the TCAM; in other words, thith above byt [log,(M+1)] (i.e., it is logarithmic inM). An in-
coordinate iny, is 1 if and only if the value at théth match- teresting special case is that of binary Hamming codes, twhic
line (before entering the modulo-2 counter) K" correspond to BCH codes with= 1 (i.e., minimum distance
3): here, the columns off range over the firsi\/ nonzero
column vectors iB” (according to the standard lexicographic
y = Z Va , (3) ordering). In this case, the syndromgif nonzero, points at
acL(h;) the (unique) coordinate gf which equalsl. An example for
t=1and M = 7 is shown in Figure 5.

S(—S—l—f{ya

Define now the following column vectgr € B :

where the sum is taken ovéd (namely, it stands for a
bitwise XOR). Clearly,y is a snapshot of the output of the

modulo-2 counters after the last iteration of the inner laop VI. PEDSWITH MODULO-3 COUNTERS
Algorithm 1; and, since we assume that no more thantries
are in error, it follows that the Hamming weight pfis at most
t.

One obvious drawback of the scheme that was presented in
Section V is that the number of search keys that are applied in
Algorithm 1 grows exponentially witlk. This, in turn, limits

Next, we define a “hash function” frof"’ to B for some the values off: that can be taken in practical realizations of
p < M (and p will typically be much smaller tha/), with  tne scheme, thereby posing restrictions on the error model
the property that this function is one-to-one as long as tBe pyithin each entry: we need to prescribe an upper bound on
image has Hamming weight at mastTo define this function, the number of errorsiithin eachn-symbol blockas opposed
we use again linear codes. For the given parametemndt, 1o requiring an upper bound on the overall number of errors
we select a lineafM, K, 2t+1] codeC over B (the size ofC  \yithin a whole W’-symbol entry.
is 2K), and we letH be ap x M parity-check matrix ofC;

. . In this section, we present a parallel detection scheme in
recall that such a matrix exists fgrtaken as the redundancy . L ! L .
5 : which this impediment is eliminated. In fact, the sub-dws
M—K of C. The hash function maps each column vector L .
. M . - . - of entries into blocks will no longer be necessary, as the
e in B into its syndromeHe. Now, since the minimum

number of search keys will depend mildly on the raw width



MSB LSB

] namely, if h,, = +1, then +e,, is inserted once intc’(h)
[ 9[5 and Fe,, is inserted twice. Notice that the size 6f(h) is

SPREN . . . L !

three times the Hamming weight &f (which is three times
001 the number of proper bits—8" and “1"—in h).
010 The following theorem serves as a counterpart of Theorem 3
o1 for the decoding procedure that we present in this section.
100 . Theorem 5:Let h andv be row vectors irf". The follow-
. ing two conditions are equivalent:

(i) h-vl =o0.
110
" (i) The number of vectors i’ (h) that matchv is divisible
by 3.

Proof: For m = 1,2,...,n, denote byh,, andwv,, the

Fig. 5. The external circuit used to implement PEDS for sevéniemnand a ,,th coordinate inh andv, respectively. In what follows, we
jgg;?fﬁgﬂ{bg acky stands for a XOR gate and each square box is a single-if, - cterize the contribution of each sub-multigéf (/)

in the partition (4) of£'(h), to the number of matches in

Condition (i), for everym such thath,,, #~ 0. It can be readily
W of the TCAM and on the maximum number of errors thaterified that the contribution df,,(%,,) depends only on the
are expected in each entry; as such, the scheme we presahiev,, (and not on other coordinates ¥), in the following
here will be faster than the one described in Section V. Foranner:
this improvement, we will pay a (small) price though: now,
we will insert modulo-3 counters at each match-line, indtea
of the_modulo-.2 counters used garlier. A modulo-3 counter is | if v,, # 0 andv,, — h,, then the contribution ig:
a device that is cgpable of sto_rlng an elemenﬁFpand, at « if vy, # 0 andw,, % h,, then the contribution ig.
each clock pulse, it gets at the input a “nonnegative” value o
I, which is either0 or +1: the new contents of the counter idn €ither case, the contribution is congruent modulo 3 to the
the sum modulo 3 of the input and the current contents. ~ Producth,, -v, in F. This product, in turn, is the contribtgption

A rather straightforward implementation of a modulo- fthemth coordinates irh andv to the scalar produdt-v-

counter consists of a two-bit register andeanary semi-adder hereby leading to the desired resuit.
which adds two elements &f, one of which is “nonnegative.”

Such a semi-adder can be realized using eight NAND gates. From Theorem 5 and Lemma 1 we get the following

To build upon the notation that was used in Section V, W%ounterpart of Theorem 4.

will hereafter assume in this section that W andn = W Theorem 6:Let the W information symbols be coded into

(namely, that a whole TCAM entry consists of one block). A3 W’-s/ymbol TCAM entry that forms a codeword of a linear
we did in that section, we fix a linedn, k, d] codeC overF, [n=W' k=W, d] codeC over[F, and leth,, hy, ..., h, be the
and leth;, hy, ..., h, be the rows of an- x n parity-check "OWs of a parity-check matrix of. Suppose that the TCAM

matrix of C. We will use the decoding algorithm depicted irBNtry is subject to less thaherrors. Then the following two

o if v, = 0 (nhamelyw,, is “*”) then the contribution is
|u7n(hm)| = 31

Algorithm 1, with the following changes: conditions are equivalent for the contentf the entry:
« The counters are replaced by modulo-3 counters. (i) v is error-free.
o The setsC(h;) will be replaced by multisets (i.e., sets (ii) Foreveryi =1,2,...,r, the number of vectors ifi’ (h;)
with repetitions)£’(h;) to be defined below. that matchv is divisible by 3.

Notice that the choicek = W makes the outer loop in If we use modulo-3 counters and take the search keys from
Algorithm 1 redundant. the sets’(h;), then Algorithm 1 will locate all TCAM entries
Form = 1,2,...,n, lete,, denote the unit vector iff” Provided that each contains less thaerrors. The total num-

that has+1 in positionm and is zero elsewhere (equivalentlyPer of sear/ch keys that are now appliedys_, [£'(h;)| <
e, is filled with “*”, except for positionn, where it has 0”).  3rn = 3rW'. For example, wheg is taken as a ternary BCH

Respectively, we define the multiséts, (+1) andif,, (—1) by ~code, then- is at most[2(d—1)/3] - [logs(W'+1)] (see [16,
p. 174, Problem 5.26]); so, the overall number of search keys

U (+1) = {em, —em, —en} can be bounded from above by approximataiyV’ log, W'.
and We remark that the duplication of elements in the multisets
Un(—1) ={—em,em,en} . U (£1)—and, hence, inL'(h)—can be avoided, thereby

reducing the number of search keys to at m@st. This is
achieved by using a modulo-3 counter that can also count
backwards: the adder which is part of such a counter can
L'(h) = U Upy (B (4) be implemented using 15 NAND gates. Finally, we mention
- that the technique that was presented in Section V-D for

Now, given a vectoh = (hy hy ... h,) € F", the multiset
L'(h) is defined as the union
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eliminating the modulo-2 counters, applies also here (usimext show that this event will not be detected. laebe an
a parity-check matrix of some code ovVE). element of£, and distinguish between the following two cases
regarding the output of the priority encoder wheis applied

VII. THE NECESSITY OFADDITIONAL HARDWARE For [0 the error-free (coded) TCAM.

ERRORDETECTION 1) The priority encoder returns an indgx ¢ (namely the
returned index corresponds to an entry with a priority
that is higher than). Since all entries with indey or
less are not affected by the error, the same inglexll
be returned forw also in the erroneous TCAM.

The priority encoder returns an indgx> . This, in
turn, implies thata does not matcl and, thus, it does

Without any hardware change or additional functionality,
and assuming that a priority encoder is used, the TCAM
basically supports only theookup operation, which gets a
search key as an input and returns the highest index of ar‘b)
entry (if any) that is matched by this search key.

More formally, denote byl/ the number of entries, 68/ not matchv’. Since all entries with index larger than
be the number of symbol per entry before coding (nantely, are not affected by the error, the indgwill be returned
symbol}, and letiV’ be the number of symbol after coding for a also in the erroneous TCAM.

(namely,coded symbo)sWe assume that asutput-preserving

coding schemés used; such a scheme comprises two coding | 'US: In €ither case, the output of the priority encoder
will be identical to the output obtained for an error-free

M M
. . . . w w’ . ;
functions: a functionErcam (F ) - (F for - coded TCAM, which means that the erroneous TCAM will
coding the raw database into the TCAM entries, and a functigg indistinguishable from the error-free one. |

Exevs : TV — FY' for coding each search key before it is

applied to the coded TCAM. These two functions satis]&y the Theorem 7 implies that further functionality must be added

property that for every raw TCAM databade < (FW to the TCAM in any error detection scheme that uses a small
number of lookups. This usually implies that a hardware

ihange in the device is required. Indeed, PEDS, which uses

a number of lookups that is typically orders of magnitude

output of applyin u) to & D).
P PPIYINgEiceys () TCAM_( _) . smaller thanmin{M, 2"V ~1}, requires adding counters at the
The next theorem presents a limitation on any OUtPULL 4 f each match-line

preserving error detection scheme (for detecting even one , . .
single error in the whole TCAM), if no additional functioitsl Next we discuss the necessity of separating the error detec-
is added to the TCAM. tion process and the regular operation of the TCAM device.

. . . Specifically, we prove the non-existence afi-access error
Theprem 75” the TQAM is equipped only with a0oKUP correcting schemewhich, even in the presence of a prescribed
operauqn (W'th. a priority encoder) and uses an (?Utp_ \umber of errors, should enable the device to get the same
preserving coding scheme, then the number of applicationg t at the priority encoder) as if no error has occurféds

O.f LIOOKUP reqtrlllre_?c;z'\/?garanltee guca;ss%t?etectmn Ofilf?1possibility result is a direct consequence of the follogyi
single error in the is at leashin{ M, 2 }. simple proposition:

. / : w-—1 i
Proof: Let M’ = min{}M,2"""}. Consider a raw Proposition 8: Given any contents of the TCAM, among all
contents of the TCAM where for every entry indéX €  goqrch keys that match at least one TCAM entry, there is one

{0,1,...,M'~1} there are at least two search keys whicly,j o1y one search key—the at word—for which the
when applied to the TCAM, produce the indeat the output output of the priority encoder remains the same even when

- " W1

of the priority encoder. Indeed, the condition tb}zﬂ < 2 ' any one of the symbols in the TCAM is changed.

allows us to assume such a contents, say, by filling entrigh ) ) )
Proof: Obviously, when the all«” word is applied as

the (W —1)-bit binary representation of, followed by “". L X
,;g search key, the output of the priority encoder will always

Since the coding scheme is output-preserving, it implies t X C o
each coded entry must be matched by at least two distif the highest-priority index, regardless of the contehtse

(coded) search keys and therefore must contain at least
S On the other hand, lai be a search key, other than the all-

Suppose that there is an error detection scheme that operate word, _WhiCh matches at least one entry ?n an error-_free
by applying a subsef C FW' of (coded) search keys to(and possible coded) TCAM, gn(_j letbe the index thg_t is
the coded TCAM, and assume (by contradiction) theit < produced at the output of the priority encoder upon apptioat

M’—1. Consider the sequence of indices that is generated.ctjgtut:lo tfhatt TCAtM' W|th01:1t_ Iﬁgs of tg(i Teragty],c atshsumti t?at
the output of the priority encoder when the search keys in 't 1S e Tirst position |n,1’1 which 1S not * ~and, turther, tha
are applied to an error-free coded TCAM. Singé < M'—1 _thl_s position contains®”. The first position in the entry that
there must be at least one index, sayhich does ot appear's indexed by: must therefore contain0” too. Yet an error

in that sequence. Denote kythe contents of the entry with event which char)ggs thad™ into 1 will result mna different
index i in the coded TCAM output at the priority encoder, since thenwill no longer

_ _ _match the entry at indek |
Now consider the event where one ™ in that entry is
changed into (say)0”, thereby producing a word/’. We

and every search kew € F", the output of applyingu to
D (that is, the highest priority entry index) is the same as t

Proposition 8 implies that, regardless of which mapping
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is used to code data into the TCAM, for every search keg.g. rule compaction or range—rule representation) amd no
u # “x*. . . xx" that matches at least one of the entries of theonventional usage of the device (e.g., for flow classificati
TCAM, there is always an error event where one symbol in tlee deep packet inspection).

TCAM is changed (at the highest-priority entry that is ma&@h  ynlike prior art TCAM error detection schemes, our scheme
by u) and, as a result, the priority encoder produces th@es not change the core of TCAM, namely the structure of
wrong output. This, in turn, implies that, unless some hamw TCAM cells or the behavior of the TCAM lookup operation.
change is made, no on-access error correcting scheme, exis§thermore, the hardware changes required for PEDS is in
even if it is required to handle only a single error in the enti {he peripheral circuitryof the chip [19]. It can be viewed as a
TCAM. (Recall that the on-access error correcting scherae thinange confined to the TCAM encoder. For real-life TCAMs
is proposed in [9] does also require a modification of the Mipat are equipped with priority encoders, PEDS only reguire

sensing scheme.)

the addition of a single flip flop and a single feedback XOR

gate (totaling to 8 transistors) per match-line.

VIIl. PRACTICAL CONSIDERATIONS

AcknowledgmentsThe authors are deeply indebted to

This section discusses some practical issues concerning @isco Systems for the grant that supports this research, and
implementation of PEDS in contemporary TCAM devices. Would like to thank Yehuda Afek, David Belt, Michael Ben-

PEDS uses the regular TCAM lookup mechanism for err
detection, hence cycles used by PEDS cannot be used
application lookups. Since PEDS lookup operations do not

have to be consecutive, however, PEDS can use idle cycles and

still check all entries very quickly. As an example, in a TCAM 1]
that can performi00 million lookups per second (e.g., [5])
which is 99% loaded, PEDS needs oniy2 milliseconds to
detect all errors, using the scheme we describe in Section \p)

Once PEDS identifies erroneous entries, the TCAM device
should output their indexes. The TCAM’s ML priority encoder [3]
can be used to accomplish this efficiently. Once errors are
detected, the encoder can be fed with the values of the pé‘l‘]
entry flip flops used by PEDS to locate erroneous entrieg)
and output their indexes one by one. After the index of an
erroneous entry is being output, the value of the flip flop at th 6
entry is set to0. This process is repeated until all erroneous
entry indexes are reported. The cost of implementing this
scheme in hardware is an additional multiplexer per entry
which is placed before the priority encoder. The multiptexe
allows to select which value is fed to the priority encoderi’]
either the match-line value (in regular operation) or theiea

of the PEDS flip flop (when errors are reported). 8]

[0
IX. DISCUSSION
In this paper, we introducBEDS a parallel error detection [10]
scheme for TCAM devices. PEDS adds extra symbols per
entry at positions which are usually available in currepty
applications (e.g., in IPv4 classification TCAM configuoat),
and uses the parallel capabilities of the TCAM device in ordé-?]
to detectall erroneous entries.

PEDS is a highly-configurable scheme, which allows tH&3!
selection of different trade-off points between resilienthe 14
number of check symbols required, the number of lookup
operations required to detect all erroneous entries, and Pl1
extent of required hardware changes. All properties exc p?]
for the last can be configuredfter the deploymenof the
TCAM device according to the specific needs of the applit6!
cation. Moreover, PEDS does not depend on the particula
information contents that is coded into the TCAM entriesisth
it can be combined with any TCAM optimization algorithmg?8l

n, Shimon Listman and Eyal Oren of Cisco, and Martin
fg.pry of Netlogic Microsystems, for helpful discussions.
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