Cisco Routers (2600/11)

1.  Overview

1.1 High-End Routers

There are basically four series of routers in the Cisco high-end product line: 7000 series, 7200 series, 7500 series and recently released 12000 series routers. Those are more complex, multiple interface routers, which include large variety of features and activities, providing high flexibility and powerful decisions. They are out of scope of that document, thus they will not be discussed here.

1.2 Remote Access Routers

There are many series of routers in the Cisco access product line: AS5800/300/200 series, 6000 , 4000, 3800, 3600 ,2600 ,2500 and 1000 series. Cisco access servers are popular because they support multiple service on one box. They also support multilink PPP – the ability to bond two dial-in calls between the same two devices into one pipe. Another nice feature of the Cisco access servers is their ability to support multilink PPP across devices. This means that even if the same access server does not answer two calls from the same remote user, the two calls can still be bonded.

1.3 Internetworking Operating System (IOS)

Most of Cisco routers (including 2600/11) run a version of the Cisco Internetworking Operating System. The current mainstream version of the IOS is release 11. Its intended audience classifies each release of the Cisco IOS. There are currently three active sub – versions of the 11.0 IOS strain: 11.1, 11.2 and 11.3. These three sub – versions are used on the different Cisco products and offer different feature sets. Cisco has combined the features and hardware support of all three of the IOS sub – versions into their release 12.0 of the IOS.

The Cisco IOS also includes all the specific hardware drivers that may be needed for certain interface line cards. You should review the documentation included with 2600/11’s router to be sure that IOS you plan to run on it is sufficient to support the hardware you plan to install in it.

The Cisco IOS is also offered with different feature support. Some different versions of IOS, that support different features or hardware, are available for download. 

2.

Router Configuration

1.3.1 Cisco routers come with no default configuration. Before using a Cisco router on a network, you must program it with the configuration to accomplish your predefined tasks. The following section will show you how to do this.

2.1 
Initial Router Setup

2.1.1 Startup script

As a Cisco router is first powered on and the bootstrap ROM has loaded the basic IOS image into RAM, the nonvolatile RAM (NVRAM) is checked for a preexisting configuration. If no configuration file is found, the bootstrap program executes the setup script from ROM. This setup script asks a series of questions that are used to generate in initial router configuration. Each question asked has a default answer associated with it. The default choice is displayed in brackets at the end of the prompt.

After you’ve answered all the questions, the setup program generates the configuration file that matches the answers you provided. You are then asked whether this configuration should be used to program the router. The answer is required (no default). Once the configuration has been loaded, the router displays the user EXEC mode prompt test – r1>.

1) Some of the features of the IOS has to be configured manually either through the privileged EXEC mode command – line interface or from a prebuilt configuration file on a TFTP server or flash card (not available in 2600/11).

2.1.2 Manual configuration

Manual configuration of a Cisco router encompasses building the router configuration piece by piece. This means that all options you want to enable need to be programmed without the use of an interactive setup program.

This section outlines the Cisco IOS command modes. The following is a compete list of the command modes available in the Cisco IOS:

User EXEC mode

User privileged EXEC mode (enable mode)

Global configuration mode

Interface configuration mode 

Controller configuration mode

Hub configuration mode

Map-list configuration mode

Map-class configuration mode

Line configuration mode

Router configuration mode 

IPX-router configuration mode

Route-map configuration mode 

Key chain configuration mode 

Key chain key configuration mode 

ROM monitor mode 

APPN command mode 

LANE database configuration mode 

IBM channel attach command mode 

Access to the interactive command mode on a Cisco router can be achieved via a number of different means. The most often used method is via the console port. The console port is a serial connection on the chassis of the router. Any VT100 or PC with a serial port and communications software can be used to connect to the console port.

Another way to reach a Cisco router is via telnet from a remote host once the router is placed into a network and the appropriate configuration for the network interfaces and VTY lines is made on the router (for VTxxx terminal).

The basic prompt given when you first connect to a Cisco router is the user EXEC prompt. It consists of the router name followed by a greater – then symbol (>). If the router name hasn’t been configured, the prompt is router>.

In basic user EXEC mode, a set of the Cisco IOS commands is available for execution. To gain access to the full set of IOS commands, you must enter user privileged EXEC mode. The enable command is used to change from user to privileged EXEC mode.

If there is enable or secrete password configured on the router the user is prompted for the password before the privileged EXEC mode prompt is returned. The commands available in basic user EXEC mode don’t let you alter the system parameters. They are accessed via privileged EXEC mode.

The router prompt changes once you have entered privileged EXEC mode. The prompt becomes the routers hostname followed by the pound symbol (#) or router#, if no hostname is configured. To return to user EXEC mode, use the disable or exit command.

1.4 Access to other configuration modes is possible from privileged EXEC mode.

Local Area Networking

A local area network is any combination of networking segments that doesn’t require the use of connections provided by a telecommunications company. A number of different types of protocols can be used to connect multiple computers, we are interested in Ethernet.

The Ethernet protocol was developed at the Xerox PARC laboratory in 1972. The Ethernet specification, as adopted by IEEE, covers only the first one – and – a – half layers of the OSI model (physical and MAC portion of data layers). Although the Ethernet specification define only the lowest portion of  the model, it can have multiple protocol modules riding above it.

Cisco offers a number of Ethernet – based interfaces. Some of the different flavors of Ethernet that Cisco offers are half – duplex Ethernet, full – duplex Ethernet, half and full – duplex FastEthernet. 

As a general rule, if your network interface cards support full – duplex operation, use it. Basic end – user stations should use regular Ethernet interfaces, while servers should use FastEthernet. Most mid – to – high – end servers come standard with auto – sensing 10/100Mbps Ethernet interfaces.

The first task in configuring an Ethernet interface is to specify which encapsulation type is required. The following command is used to configure the encapsulation type on an Ethernet interface: 
encapsulation type
The type can be: ARPA, SAP or SNAP. Specifying ARPA (default) signifies that you want to use the standard Ethernet version 2.0 encapsulation; SAP – IEEE 802.3 encapsulation; SNAP – IEEE 802.2 encapsulation. Mostly you will use ARPA encapsulation. SAP or SNAP ones would be in a native Novell NetWare IPX network.

To specify half (default) or full – duplex interface nothing should be done for the first type, to switch to the second issue the following command in interface configuration mode:   full-duplex

To change back to half – duplex use:   no full-duplex
The next step is to enable the network layer protocols that you want to run on the Ethernet segment that this particular interface is attached to. You might also want to run IP on the same interface. For doing that you should assign an IP address to the interface. The following interface configuration command is used to specify an IP address:

ip address <address> <subnet mask>

The following example assigns the IP address 192.168.200.1 with a subnet mask of eight bits to interface Ethernet 1/0:

test-r1#conf t

test-r1(config)#interface ethernet1/0

test-r1(config-if)#ip address 192.168.200.1 255.255.255.0

test-r1(config-if)#exit

test-r1(config)#exit

test-r1#

(test-r1 is working router’s hostname)

Finally, to put the interface into an operational mode, execute the following command in interface configuration mode:

no shutdown
Putting an interface into an operational mode without a network layer protocol defined is not useful except in a testing environment. No routable network traffic will be passed on the interface.

2.2 Configuring Dynamic Routing Protocols

2.3.1 Distance Vector: RIP

The Routing Information Protocol (RIP) is an old distance vector routing protocol. It uses broadcast UDP packets to pass routing information.

The command to enable the RIP routing process on a Cisco router is:  router rip
Next, enter network statements for each interface that will be included in the RIP routing system:

network <network address>

network address is the network number for the IP address of the interface to be included in the RIP routing system.

Because RIP relies on UDP broadcasts to exchange routing updates, specific neighbor addresses must be defined when RIP is run on a nonbroadcast multi-access (NBMA) network:

2.2.2 neighbor  <ip address>

2.2.3 Link State: OSPF

The Open Shortest Path First (OSPF) routing protocol was developed specifically with IP networks in mind. Because OSPF is based on link states (the availability of link connecting routers) rather than hop count, there is no count to infinity problem. OSPF transmits no packets unless a link state change has occurred or 30 minutes has gone since the last link state advertisement (LSA). OSPF supports CIDR, route summarization, and redistribution from and to other routing processes. It also provides the ability to segregate portions of the network into areas. The Cisco IOS supports multiple OSPF processes on a single router. The command to enable an OSPF routing process on a Cisco router is:

router ospf <process id>

OSPF supports the segmenting of networks into areas. Each area can act as an autonomous system within the larger OSPF network. The following example places the interface Serial0/0 into the backbone area, interface Ethernet0/0 into area 10, and interface Ethernet0/1 into area 20:

interface Serial0/0

description WAN link to Corporate 

ip address 192.168.10.1 255.255.255.252

!

interface Ethernet0/0

description Marketing LAN Segment 

ip address 192.168.20.1 255.255.255.0

! interface Ethernet0/1

description R&D LAN Segment 

ip address 192.168.21.1 255.255.255.252

!

router ospf 1000

network 192.168.10.0 0.0.0.3 area 0

network 192.168.20.0 0.0.0.255 area 10

network 192.168.21.0 0.0.0.255 area 20

A group of routers can be defined as an area without a physical connection to the backbone area. In this case, a virtual link must be created from an Area Border Routers (ABR) in the area to an ABR in the backbone area, as following:

area area-id virtual-link router-id

area-id is the area number that will be used for transit between the two ABRs. router-id is the ID of the ABR that the virtual link terminates on.

An area that has only one ABR can be defined as a stub area. In other words, any area that has only one link to the backbone area can be configured as a stub area, as following:

area <area id> stub
OSPF allows the summarization of network advertisements between areas. If there are a number of contiguous networks within an area, the following command can be used in the OSPF process configuration on the ABRs for that area to enable the advertisement of only one network rather than all of its smaller components:

area area-if range address mask

area-id is the area number that contains the networks to be summarized, address is the IP network of the summarized route, mask is the IP netmask of the summery adcerisement.

External routers being distributed into OSPF can also be summarized, as following:

summary-address address mask

2.2.4 Hybrid: EIGRP

The Enhanced Interior Gateway Routing Protocol (EIGRP) was developed by Cisco, it is called a hybrid protocol because it uses metrics from both distance vector protocols and link state protocols. The command to define an EIGRP routing  process on a Cisco router is router eigrp <autonomous system number>.

Once the process has been defined, network statements need to be added for the ports on the router that will send and receive EIGRP updates, by following command:

network <IP network number>

EIGRP allows the use of multiple unequal cost paths to reach a destination network. This type of load balancing makes for better use of available bandwidth. An alternative route to a destination network will be used only if its metrics are within a predefined variance.

Variance is used as a multiplier to the best local route. If the alternative route to a destination network is equal to or lower than the metric of the local best path times the variance, it is a viable path to the network. To configure the variance multiplier, use the following command in EIGRP process somfiguration:

variance <multiplier>

2.2.5 External Routing: BGP

The Border Gateway Protocol (BGP) was developed to provide a way to exchange network reachability information between autonomous systems (AS).BGP allows many different features, most important between them is route summarization or aggregation.

To add a Cisco router to a BGP autonomous system, you must enable the BGP routing protocol on the router by defining a process ID for BGP on the router. The process ID is the ASN for your particular company. The Internet Assigned Numbers Authority (IANA) assigns ASNs. The following command enables the BGP routing protocol for S 65400: router bgp 65400

The main purpose of using BGP is to exchange network reachability information with other Ass. In order for your AS to announce the reachability of your networks t your peer Ass, the networks must be configured in your BGP process. The following command defines a network for announcement via BGP:

network 192.168.0.0 255.255.0.0

In order for this network to be announced via BGP, there must be an underlying path for it in the routing table. Your IGP (Interior Gateway Protocol) or a static route can provide this underlying path. Usually, a static route to the Cisco Null0 interface is used as an anchor route through the following command:

ip route 192.168.0.0 255.255.0.0 Null0

This is done to reduce the occurrence of route flapping due to IGP instability. BGP has a dampening feature that ignores a network if it is flapped (announced and then withdrawn) a predetermined number of times.

To define another router as a BGP peer, you must specify the directly connected interface IP address as a neighbor using the following command:

neighbor 192.168.100.5 remote-as 65500

If the IP address of the neighbor is not a directly connected network, Cisco provides a feature called ebgp-multihop that allows the neighbor address to be any IP address as long as there is a path to it in the routing table. Here is the format of this command:

neighbor 192.168.100.5 ebgp-multihop 255

2.3 The last number is the maximum hop count to reach the specified neighbor. It can be between 1 and 255.

2.4 Router as a Firewall

By using a combination of extended access list filtering options, a Cisco router can be configured to act as a firewall to a secure network. In the following configuration example the access list assigned to the Ethernet port that connects the internal LAN segments allows TCP sessions that were established by hosts on the internal LAN. Internet mail protocol (SMTP) is allowed from any host but only to a single host, 192.168.10.10, the company’s mail server. All other traffic trying to go out the Ethernet interface is dropped.

interface Ethernet0


description Internal LAN segment


ip address 192.168.10.1 255.255.255.0


ip access-group 100 out

!

access-list 100 permit tcp any any established

access-list 100 permit tcp any host 192.168.10.10 eq smtp

3 access-list 100 deny any any

4 SNMP

Collecting data from your routers is the key to understanding the growth patterns of your network. The most common method used to collect data from a router is to use Simple Network Management Protocol (SNMP). A number of applications use SNMP to access the Management Information Base (MIB), for an SNMP – enabled device. The MIB contains a great deal of information about the device itself and each of the individual interfaces on the device.

Each router in your network will need to be configured to allow SNMP before it will respond to SNMP queries. The Cisco IOS supports SNMP versions 1 and 2. The version you need to enable depends on the management software that you will be using. All management software available supports SNMP 1, but not all software supports SNMP 2. For the purpose of collecting data, SNMP is sufficient. The command syntax to enable SNMPv1 access for a Cisco router is:

snmp-server community <community string> {RO|RW} [access-list]

community string is an ASCII string that will be used as a sort of password for clients trying to retrieve SNMP data from the router. The community string is case-sensitive. The RO and RW options specify whether the community string entered allows read-only or read-write access to the MIB table. The optional argument access-list is a basic IP address-list that can be used to restrict the IP hosts that can retrieve SNMP data. The following example is a sample configuration that defines a read – only community string, defines aread – write community string, and limits access to one trusted host:

snmp-sever community public RO 5

snmp-server community private RW 5

!

access-list 5 permit 192.168.10.10

It is possible to configure multiple community strings for the same variable type. This is useful when you’re changing community strings. 

To configure multiple community strings on the same router, simply enter multiple snmp – server community commands into the router in global configuration mode. Here are the commands to have three read – only community strings on the same router:

snmp-server community public RO

snmp-server community PuBlIc RO

snmp-server community pUbliC RO

