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Abstract

Private Information Retrieval (PIR) protocols allow a client to retrieve a data item from a database
while hiding the identity of the item being retrieved. In information-theoretic k-server PIR protocols the
database is replicated among k servers, and each server learns absolutely nothing about the item the client
retrieves. In computational PIR protocols the database is stored on one server, and a computationally-
bounded server learns nothing about the item the client retrieves. The important challenge in this area
is to design protocols in which the communication complexity of retrieving one out of n bits of data is
sub-linear. This primer discusses the PIR problem, surveys the known results on PIR, describes the basic
construction of information-theoretic and computational PIR protocols, and presents applications of PIR
protocols. The primer is intended for readers that do not necessary have background in cryptography.
In particular, we supply the background from cryptography, combinatorics, and number theory that is
needed to understand the results.



1 Introduction

The complex pattern of activities of a user in the Internet can disclose a lot of information on the user. Thus,
it is crucial to supply tools to protect the privacy of the user. A Private Information Retrieval (PIR) is an
important protocol towards this goal. It enables a client to retrieve a data item of its choice from a database
while preventing the server storing the database from gaining information about the identity of the chosen
item. This problem was introduced by Chor, Goldreich, Kushilevitz, and Sudan [20] and has since attracted
a considerable amount of attention. Before we continue, we mention a few scenarios which demonstrate
why we would want to apply a PIR protocol. First, consider a rich investor that is interested in the price of a
stock in the stock market, however the investor does not want to reveal which stock is of interest since this
information can affect the price of the stock. Second, consider a company that wants to know what patents
are related to a specific subject without disclosing this subject to its competitors. The last scenario, which is
currently far from being realized, is to allow clients to access the web without exposing the cites they visit.

In formalizing the PIR problem, it is convenient to model the database by an n-bit string £ where the
client, holding some retrieval index i, wishes to learn the ith data bit x;. A trivial solution to the PIR problem
is to send the entire database x to the client. However, while being perfectly private, the communication
in this solution for large databases is unreasonable. Indeed, the most significant goal in designing PIR
protocols is to minimize their communication complexity. Unfortunately, if the server is not allowed to gain
any information about the identity of the retrieved bit, then the linear communication complexity of the
trivial solution is optimal [20]. There are two ways to get around this problem. The first way, suggested
by Chor et al. [20], is that the client access k replicated copies of the database stored at different servers,
requiring that each individual server gets absolutely no information about ¢. PIR in this setting is called
information-theoretic PIR. The second way is to relax the privacy requirement and consider computational
privacy, that is, it is assumed that the running time of the server is polynomial and it is required that such
server cannot learn information. PIR in this setting is called computational PIR.

We start by mentioning a few, somewhat simplistic, solutions and explaining why they do not work.

e The client can try to “hide” the index it wants in a bigger set of indices, that is, the client picks a
moderately small set of indices containing the index it wants, sends this set to the server, and the
server sends the contents of the database in the locations in the set. The problem with this solution
is that it leaks a lot of information. For example, the server knows that the client is not interested
in locations outside the set. Another example is when the server has some information on the index
the client wants (e.g., the server knows that the index that the client wants is either 1 or 2; in this
case when 1 is not in the set sent by the client, the server knows that the client’s index is 2). Such
information can be learned, for example, from related queries of the client to the server (i.e., learning
the profile of the client).

e The client can use an anonymous communication protocol, that is, the client can try to hide its identity
from the server. However, this does not solve the PIR problem, as the information that someone is
interested in a specific index can be valuable (e.g., this is the location of a “treasure”, we want to know
this location and we do not care who found it).

e Cryptography offers general protocols for computing functions privately (e.g., [S7,32]). These pro-
tocols solve the PIR problem, however the communication in these protocols is at least linear in the
size of the database, thus defeating the PIR goal of designing communication efficient protocols.

To conclude, solving the PIR problem is non-trivial, and requires designing new protocols.



1.1 The Models of Private Information Retrieval

Information-Theoretic PIR. Information-theoretic PIR protocols guarantee perfect privacy — even an
unbounded server learns no information. However, they require replication of the data among several non-
communicating servers. Information-theoretic PIR protocols were introduced and constructed by Chor et
al. [20]. In particular, they construct the best known 2-server protocol with communication complexity
O(nl/ 3) (where n is the database length). More efficient constructions of k-server protocols for k& > 2
appear in [2, 38, 16, 56, 8, 59, 40]. The best known 3-server PIR protocol is constructed in a lovely work
of Yekhanin [59]; assuming that there are infinitely many Mersenne primes, he constructs a 3-server PIR
protocol with communication complexity n®(}/1°g187) for infinitely many values of n. Specifically, his
protocol implies, without any assumptions, a 3-server PIR protocol with communication complexity n¢ for
some € < 1077, To date, Yekhanin’s protocol is the best k-server PIR protocol for every constant k.

One application of information-theoretic PIR is for constructing locally decodable error-correcting
codes. A locally decodable code encodes a database x into a longer string y, such that, even if a large
portion of y is corrupted, each bit of x can still be decoded with high probability by probing few bits of .
For example, one would want to encode an entire library such that each page can be read by accessing few
bits of the encoding. Note that encoding each page independently does one achieve the goal since even if a
small portion of the encoded message is destroyed then the page can be lost. In Section |3.4.1 we discuss the
construction of locally decodable codes from PIR protocols as shown by [39]. More details on locally decod-
able codes can be found in the survey [54,31]. Another interesting application of information-theoretic PIR,
which demonstrates its universality, is for constructing information-theoretic multi-party private protocols
for every function. Ishai and Kushilevitz [35] show that, for a constant k, there is an efficient information-
theoretic PIR protocol if and only if every function has an efficient k-party information-theoretic private
protocol.

Computational PIR. In computational PIR protocols a polynomial-time server cannot learn informa-
tion on the index the client retrieves. In other words, unless the server runs in an unreasonable time, the
privacy of the index is guaranteed. The first computational PIR protocol was a multi-server PIR proto-
col of [18] (assuming that one-way functions exist). Following this work, Kushilevitz and Ostrovsky [43]
showed that there is a 1-server computational PIR protocol with sub-linear communication (assuming that
the quadratic residuosity problem is hard). Subsequently, more efficient computational protocols, based on
various hardness assumptions, were constructed [43, 52, 45, |14} [16, 144, 28]. The best 1-server PIR proto-
col was constructed by Lipmaa [44]; it is based on the so-called composite residuosity assumption and has
communication complexity O(log2 n) (ignoring the security parameter). It is important to note that 1-server
computational PIR protocols with sublinear communication require some hardness assumptions [7, 23} 36].

Computational PIR protocols are used for constructing efficient protocols for more complex crypto-
graphic tasks. They can be used to construct several cryptographic primitives, e.g., unconditionally hiding
commitment [7], oblivious transfer protocols [23,'47]], and collision-resistant hash functions [36]]. Further-
more, PIR protocols can be used to construct efficient zero-knowledge arguments for a certain class of
languages [53]]. In Section 4.4, we another application of computational PIR suggested by [49]]: using PIR
protocols for filtering of encrypted data. That is, we want to construct a public encryption scheme where the
encryption contains only information relevant to the client that generates the public key. The twist is that the
server performing the encryption should not know the criteria for choosing the relevant information, never-
theless, the length of the encryption should be shorter than the encrypted database. See [49, [12] for more
relevant reference on this subject. Other applications of PIR protocols for complexity theory are discussed
in the survey [48].



Symmetric PIR. In the above discussion of the PIR problem, we only protect the privacy of the client.
While each server is not allowed to learn information about the bit that the client is interested in, the client
can learn many bits of the database. This might be problematic in many scenarios. For example, if the
server wants to charge the client for each bit it retrieves, then the client gets extra information for free. Gert-
ner, Ishai, Kushilevitz, and Malkin [30] defined symmetric private information retrieval, abbreviated SPIR,
where the server does not learn any information and the client only learns the bit that it wants. Such pro-
tocols were actually considered before the introduction of PIR protocols and were called oblivious transfer,
abbreviated OT, or all-or-nothing disclosure of secrets [50, 25, /13]. The name oblivious transfer, coined by
Rabin [50], illustrates the nature of the protocol where the server transfers information to the client, while
being oblivious to which information it transfers. However, prior to the PIR literature, the communica-
tion complexity of OT protocols was not optimized. In other words, SPIR protocols can be thought of as
oblivious transfer protocols with sub-linear communication.

Communication efficient SPIR protocols were first studied, mainly in the information-theoretic, by Gert-
ner et al. [30]. Communication efficient computational SPIR protocols were designed in [43, 52, 47, [16].
Specifically, Naor and Pinkas [47] designed an efficient transformation from PIR protocols to SPIR proto-
cols. The best computational SPIR protocols, which are either designed explicitly [44] or constructed by
using the above mentioned transformation from a PIR protocol (e.g., [28]), have the same communication
complexity as PIR protocols, namely, O(log? n). SPIR protocols are used as a building block for obtaining
sublinear-communication protocols for more general problems of secure computation (e.g., [26} 46, 15]).

1.2 Shortcomings of Current PIR Protocols

The Honest-but-Curious Model. Most of the PIR literature considers the so called “honest-but-curious”
model. That is, it is assumed that the client and the server are honest, that is they follow their predefined
protocol. However, after the execution of the protocol they try to infer as much information as they could
from the transcript of the protocol. This model should be contrasted with the more realistic “malicious”
model, where parties can deviate from the protocol to learn more information or to prevent the correct
execution of the protocol. There are transformations from protocols secure against honest-but-curious parties
to protocols secure against malicious parties [32]. However, in general, these transformations increase the
communication complexity, thus, they cannot be used to design communication efficient PIR protocols
secure against malicious parties. There are some papers that explicitly design PIR protocols secure against
malicious parties (e.g., [52, 47, 16]). However, more research should be conducted in designing PIR and
SPIR protocols secure against malicious parties. To conclude, the protocols described in this primer can
only be used when it is safe to assume that the parties are indeed honest-but-curious.

Computation in PIR Protocols. One of the problems in implementing PIR protocols is the computation
by the server/servers. In the information-theoretic protocols, the total computation of the servers is linear
in n — the size of the database. In the computational PIR protocols, the situation is even worse — the
computation of the server is O(n) exponentiations in Z; (or equivalent operations), where the cost of each
exponentiation is, roughly, O((log p)?) (where, for example, log p =~ 1024). It is easy to see that in single-
server PIR protocols, the computation of the server is at least n as if the server does not read some bit of the
database while answering a query, then it can deduce that this bit is not the one that the client wants. In [9],
it was shown that this is true also for multi-server PIR protocols (information-theoretic and computational)
— the expected total computation of the servers has to be at least n. As the size of the database can be large,
this poses a major problem in implementing PIR protocols in practice. Indeed, it is claimed by Sion and



Carbunar [51] that in current computational PIR protocols the computation is more expensive than sending
the entire database.

Fortunately, there are two possible solutions to overcome this problem. The first solution, suggested
in [9], is to allow preprocessing by the servers. That is, before getting queries, each server performs some
computation and stores outputs of the computation in its memory. Thereafter, given any query of the client,
the server can compute a short answer using sub-linear computation. For example, a k-server protocol
with O(nl/ k+€) communication and work and n9W) storage is presented in [9] for every constant € > 0.
The second solution, suggested in [9, 37]], is amortization. That is, a single query might require linear
computation, however, if there are many queries, then the expected computation of the server per query is
sub-linear. For example, in [37] a single-server computational PIR protocol is presented, where n’ queries
can be answered using n%(1T°(1)) communication and n!*°(1) computation for every constant § > 0.

1.3 Aim and Organization

In this primer we discuss the PIR problem, survey the known results on PIR, describe the basic construction
of information-theoretic and computational PIR protocols, and mention applications of PIR protocols. We
discuss the best known protocols without describing them. For more details, the interested reader is referred
to more advanced surveys on PIR [27,1, 48] and the relevant papers. The primer is intended for readers that
do not necessary have background in cryptography. In particular, we supply the results from cryptography,
combinatorics, and number theory that are needed to understand the protocols we describe.

Organization. In Section 2/ we define information-theoretic and computational PIR protocols and discuss
the pros and cons of the two types of protocols. In Section 3/ we describe constructions of information-
theoretic PIR protocols. Thereafter in Section 4 we present constructions of computational PIR protocols.
Finally, in Section 5/ we define and show constructions of symmetric PIR protocols.

2 Information-Theoretic vs. Computational PIR

In this section we will define two types of privacy for PIR protocols, information-theoretic and computa-
tional and shortly discuss their cons and pros.

We will consider a k-server PIR protocol, where £ > 1 is an integer. In the computational case usually
k = 1 and in the information-theoretic case usually k is a constant greater than 1. PIR protocols involve
k servers S1, . . ., Sk, each server holds the same n-bit string = (the database), and a client C which wants
to retrieve some bit x; without revealing ¢. In this primer, we only consider one-round PIR protocols. This
is justified as the most efficient known protocols use a single round of communication. In a one-round
protocol, a client first generates a tuple of k£ queries based on the index it wants to retrieve. To protect
the privacy of the client, this tuple of queries is a randomized function of the index. The client sends the
queries to the servers, where the server S; receives the jth query in the tuple. Each server computes an
answer, which is a deterministic function of the query and the database, and sends the answer to the client.
Finally, the client, after receiving the k answers, computes z;. The formal definition of a PIR protocol and its
correctness appear in Definition 2.1. The privacy requirements of information-theoretic and computational
PIR protocols appear in Definition 2.2/ and Definition 2.4/ respectively.

Definition 2.1 (PIR) A PIR protocol P = (Q, A,C) is composed of three algorithms: a query algorithm
Q, an answer algorithm A, and a reconstruction algorithm C. At the beginning of the protocol, the client



has an input 1, it picks a random string r with uniformly distribution and it computes a tuple of k queries
(q1,-..,qr) = Q(1™,i,1), where n is the length of the database. The client then sends the query q; to
Server S; for every j € {1,...,k}. Server Sj, where 1 < j < k, responds with an answer a; = A(j,q, x).
Finally, the client computes the bit x; by applying the reconstruction algorithm C(1",i,r,a1,...,a). We
require the following correctness requirement:

Correctness. The client always outputs the correct value of x;. Formally, for every database length n,
every database © € {0,1}", every index i € {1,...,n}, and every random string r, if (q1,...,qx) =
Q(1™,i,7) and aj = A(j,q,x) forj =1,...,k, then

C(ln,’i,’l“, at,y ... ,ak) = Tj.

The communication complexity of a PIR protocol P is the total number of bits communicated between the
client C and the k servers maximized over all choices of x € {0,1}", i € {1,...,n}, and random inputs.
The query length of P is the maximal number of bits sent from C to any single server, and the answer length
is the maximal number of answer bits sent by any server.

When discussing computational protocols, we want to require that all algorithms run in polynomial time
in the database length n. However, the query length and the answer length might be much shorter than
n (e.g., polylogarithmic in n). Thus, in the definition of PIR, the input of the query algorithm Q and the
reconstruction algorithm C contains the length of the database n (in an unary encoding). The input of the
answer algorithm .4 contains this parameter explicitly as x is an input of .A.

Definition 2.2 (Information-Theoretic PIR) An information-theoretic k-server PIR protocol P = (Q, A, C)
is a PIR protocol (as defined in Definition 2.1) satisfying the following privacy requirements:

Client’s Perfect Privacy. Each server learns no information about i. Formally, for every n, every two
indices i1,i2 € {1,...,n}, every j € [k|, and every query q, the sever S; cannot know if the query
was generated with index i1 or with index 12, formally,

Pr[Qj(1n7rvil) = Q] = Pr[Qj(1n7T7 i2) = Q],

where Q; denotes the jth query in the k-tuple Q outputs and the probability is taken over the uniform
distribution over the random string r of Q.

In Definition 2.2/ we require that each server by its own cannot learn information about the secret index.
That is, we assume that the servers do not collude and do not communicate between them self. This require-
ment is called 1-privacy. In this work, we do not consider the more general case of ¢-private PIR, where the
client’s privacy holds against collusions of up to ¢ servers. Again, 1-private protocols are the more common
protocols in the PIR literature. See more details on ¢-private PIR protocols in Section 3.3.1.

We next define computational PIR protocols in which the privacy requirement is relaxed compared to
information-theoretic PIR protocols. In a computational PIR protocol a polynomial-time server cannot learn
information on the index the client retrieves. In other words, unless the server runs in an unreasonable time,
the privacy of the index is guaranteed. The formal definition of computational privacy requires some no-
tation and definitions that are standard in cryptography; the primer can be understood without understand-
ing the formal definition. A distribution ensemble {X™}>°  is an infinite sequence of random variables
X' X2, .... We consider such ensemble since we want to speak about asymptotic behavior.



Definition 2.3 (Indistinguishable Distributions) Two distribution ensembles {Z"}5° | and {Y"}2, are
indistinguishable if every probabilistic polynomial-time algorithm M cannot distinguish if it gets an input
generated according to Z™ or according to Y™, that is, for every integer ¢ > 1 and for every sufficiently
large n

1
P 1™ =1- P 1™ =1]| < —.
b Mz 17) =1 i My, 1") =1 < =
Definition 2.4 (Computational PIR) A computational 1-server PIR protocol P = (Q, A, C) is a PIR pro-
tocol (as defined in Definition 2.1), where Q, A, and C are polynomial time algorithms and the following

privacy requirements is satisfied:

Client’s Computational Privacy. A polynomial-time server has no information about the bit that the client
tries to retrieve: For every two sequences of indices {in}22 1 and {jn}72 1, where 1 < iy, jn, < n, the
distribution ensembles {Q(1",i,, )} and {Q(1", jn, 1)} are indistinguishable in polynomial-time,
where in the random variables Q(1",i,,1) and Q(1", j,,r) the length n and the indices i, and jy,
are fixed and r is chosen at random.

2.1 Comparison of the Two Types of PIR Protocols

Computational PIR protocols are preferable to information-theoretic ones for obvious reasons. First, the
database can be kept on one server and there is no need for replication. Thus, there is no risk that servers
will collude and learn information on the retrieved index. Furthermore, the best known single-server compu-
tational protocols obtain better asymptotic communication complexity than information-theoretic protocols
with a constant number of servers. As a result, computational PIR protocols are used as a building box
in several cryptographic protocols, whereas information-theoretic PIR protocols cannot be used in these
protocols.

However, for typical real-life parameters the known single-server protocols are less efficient than known
multi-server (even 2-server) protocols due to their high computational overhead. That is, in information-
theoretic protocols the computation of the server is typically O(n), while in the known computational
protocols the server executes O(n) “public key operations” operations (e.g., modular exponentiations);
these operations are much more expensive. Furthermore, single-server protocols have some inherent limi-
tations which can only be avoided in a multi-server setting. For instance, it is impossible for a (sublinear-
communication) single-server PIR protocol to have very short queries (say, O(logn) bits long) sent from
the client to the server, or very short answers (say, one bit long) sent in return. These two extreme types
of protocols, which can be realized in the information-theoretic setting, have various applications [22, 9].
Finally, the close relation between information-theoretic PIR and locally decodable codes [39], which does
not hold for computational protocols, further motivates the study of information-theoretic PIR.

3 Information-Theoretic Private Information Retrieval

Information-theoretic PIR protocols offer perfect privacy, however, they require replication of the data
among several servers. In this section, we present several information-theoretic PIR protocols. In Sec-
tion 3.1/ we describe a 2-server protocol with communication complexity O(y/n ) and in Section 3.2/ we
present a 2-server protocol with communication complexity O(</n ). In Section 3.3/ we discuss the history
of information-theoretic PIR and some extensions of the PIR problem. Finally, in Section 3.4/ we describe
two applications of information-theoretic PIR: how to construct, using PIR protocols, locally decodable
codes and multi-party private protocols for any function.



Servers’ Input: a database x € {0, 1}".
Client’s Input: anindex: € {1,...,n}.

1. The client selects a random set Q' C {1,...,n} with uniform distribution and computes
2= Q! A {i}. The client sends @’ to S; for j € {1,2}.

2. Server Sj (where j € {1,2}) computes

i def
@ = P

LeQi

and sends a’ to the client.

3. The client outputs a' & a?.

Protocol 1: A two server protocol with O(n)-bit query and 1-bit answer per server.

3.1 A 2-Server Protocol with Complexity /n

As mentioned in the introduction, in the naive PIR protocol the server sends the entire database to the
client. This is a 1-server protocol whose communication complexity is n. Specifically, the client sends no
communication and the server sends n bits to the client. In this section we describe a 2-server protocol with
communication complexity O(/n ). This protocol is inferior to the 2-server protocol that will be presented
in Section 3.2/ whose communication is O(+/n ). The purpose of describing this inferior protocol is two-
fold. First, we want to describe a simple protocol that demonstrates the definitions and shows that saving
in communication is possible. Second, this protocol contains ideas that will be used in the computational
protocol described in Section 4.

We will describe the protocol with communication O(y/n) in two stages. In the first stage we will
describe a protocol in which the client sends n bits to each server and each server sends one bit back to
the client. The total communication of this protocol is 2n + 2 which is worse than in the naive protocol.
However, we will show, in the second stage, how to balance the communication, that is, we will decrease the
communication from the client to each server to \/n while increasing the communication from each server
to the client to /n.

Notation. The protocols we describe use the properties of the exclusive-or operator as summarized next:
Given two bits a and b,a @b =0ifa =band a ® b = 1 if a # b. In particular, a @ a = 0; we thus say that
the exclusive-or operation has the “canceling” property.

For a set () and an index ¢ define

LW QU g
QA{Z}_{Q\{Z‘} icQ.

First Stage. In Protocol I we describe the first stage. In this protocol the client sends a random subset Q'
of indices to the first server. That is, the server chooses each of the 2" subsets of {1, ..., n} with probability
1/2™. The client sends the same random subset to the second server with one difference: the desired index



Servers’ Input: a database x € {0, 1}".
Client’s Input: anindex: € {1,...,n}.
1. Letm = [\/n], i1 = [i/m],and i2 = ((: — 1) mod m) + 1.

2. The client selects arandom set Q' C {1,...,m} with uniform distribution and computes
Q% = Q' A {iz}. The client sends Q7 to S; for j € {1,2}.

3. Sg:rver S; 'computes forevery 1 < t < m aht £ DreqiZte- The server sends
a’l, ... a?! to the client.

4. The client outputs a1 @ a®2.

Protocol 2: A two server protocol with total communication O(y/n ).

i is in the subset Q2 sent to the second server if and only if it is not in Q'. Each server responds with the
exclusive-or of the bits of the database whose indices are in the set it receives. The client computes the
exclusive-or of the two bits that it gets and this is its output. We next explain why this protocol is correct,
that is, why the exclusive-or of the two bits is z;. Informally, this is true by the “canceling” property of the
exclusive-or operator, that is, for every index ¢ that is in both Q' and Q? the bit =, appears in both answers
a' and a?, thus, it is canceled. The only index that appears in exactly one of the sets Q' and Q? is i, thus,
the bit z; is not canceled and is the output. Formally,

at®a® = @mg D @i’g = @ Ty Dxy | Dy = x5

et 1eQ? LeQnQ?

We argue that this protocol is private. As the set Q' is a random set chosen independently of i, Server
S1 gets no information on 4. As for So, the set Q? is also a random set independent of i as explain below.
As the probability that i € Q! is 1/2, the probability that i € Q? is 1/21' Clearly, for every ¢ # i the
probability that £ € Q? is 1/2. Furthermore, all these probabilities are independent. Thus, also Server Sy
gets a random subset of indices independent of ¢ and, thus, gets no information on .

We next consider the communication complexity of the protocol. The client represents each set Q7 by
an n-bit binary string whose ¢th bit is 1 if £ € Q7 and 0 otherwise. Thus, the query length per server is n.
The answer of each server is one bit. Thus, the total communication is 2n + 2.

Second Stage. In Protocol [1! the communication is not balanced: while the query length is big, each
answer is one bit. We use a general balancing technique of [20] to balance the communication. We view the
database as a two-dimensional array. Le., letting m = [y/n ], the database is viewed as (z;, i,)1<i1 io<m-
We assume that the client wants the index 7 = (i1, i2) in the database, where

e iy = [i/m], and

e ip = ((i —1) mod m) + 1.

! This is equivalent to flipping a coin at random and then, without looking at the output, negating the output. The negated output
is still distributed uniformly.



That is, 41, i are the unique indices in {1,..., m} such that i = (i; — 1)m + i2. Now, the client prepares
a query as in Protocol |1, where its index is 72 and the database length is m. The server considers each row
of the array as a database and answers as in Protocol [1. That is, its answer is an m-bit string whose ¢th bit
is the answer of the server with the ¢th row of x as the database. The client takes the two bits containing
the answers for the ¢1th row of x and computes the exclusive-or of them. This value is the desired bit z;, ;,.
The formal description appears in Protocol 2. Its correctness and privacy follow from those of Protocol [1.
We next analyze its communication complexity. The client sends a subset of {1, ..., m}, represented by an
m-bit string, to each server. Each server sends one bit per row of x, and, as there are m rows in z, each
server sends an m-bit string to the client. All together, the communication complexity is 4m = O(y/n).
Note that in this protocol the client learns many bits of the database; this does not contradict any requirement
of PIR.

3.2 PIR Protocols based on Multivariate Polynomials

In this section we present a 2-server PIR protocol with communication O(n'/3)2 The results of this section
are more technical than the other results described in this survey; the rest of the paper can be understood
without reading this subsection.

The protocol we present uses multivariate polynomials over 5 — the finite field with two elements. The
elements of Fy are {0, 1}, addition is exclusive-or, and multiplication is the usual multiplication of 0 and 1.
We recall some elementary facts about polynomials over Fy. First, for a variable Z and an integer ¢ > 0,
Z2¢ = Z (since 0° = 0 and 1¢ = 1). The degree of a monomial over [ is, thus, the number of variables
in the monomial. The degree of a polynomial is the maximum of the degrees of the monomials in the
polynomial. E.g., the degree of the polynomial Z1 Zy + Z1ZsZ7 is 3. The term degree-d polynomial refers
to a multivariate polynomial whose degree is at most d. In this section, variables in multivariate polynomials
are denoted with capital letters, e.g., Zj; assignments to these variables are denoted with small letters, e.g.,
Zh-

We represent the n-bit database = by a multivariate polynomial P,(Z1, ..., Z,,) over Fa. To represent
the database by a polynomial, we will represent each index ¢ € {1, ...,n} by anm-bitstring E (i) € {0,1}"™
(where m and F will be specified later). The polynomial P, represent x in the following sense:

Vie{l,...,n}, P.(E(i))=z. €))

We consider P, as a representation of x since x can be reconstructed from P,. We do not care about the
value P,(z) for assignments z which are not of the form FE(i), for some i. The degree d of this polynomial
will be a constant and the number of variables is

m = dn'/?. 2)

Example 3.1 Let n = 4. We represent a database x = (1, x2,x3) by a polynomial of degree d = 2 with
m = 3 variables. We take E(1) = (1,1,0), E(2) = (1,0, 1), and E(3) = (1,1,0). The polynomial P, we
construct is

Px(Zl, Zs, Z3) =112 + 2124143 + 2122 73.
Note that the degree of P, is indeed d = 2 as every monomial contains two variables. To see that this
polynomials represents x as in (1)) consider, for example,

Px(E(Q)):Px(l,O,l):.’L'l10+£L'211+.’L‘301:x2

2 This protocol can be generalized to a k-server PIR protocol with communication complexity O(nl/ (2k _1)).



We next describe the general construction of E and P,. Let E(1),..., E(n) be n arbitrary distinct
binary strings of length m with exactly d ones. Such vectors exist since, by the choice of m in (2), there are
enough distinct m-bit strings with exactly d ones, that s, (") > (m/d)? = (dn'/?/d)? = n. Define

Px(Zl,...,Zm)d:ﬁil'i H Zz,

i=1 £ B(i)=1

where F(i)y is the ¢th bit of E(4). In the above 1, ..., z, are fixed and Z1, ..., Z,, are variables. Since
each E/(7) has d ones, the degree of P, is d. Recall that for ¢ # j, E(i) and E(j) are two strings with exactly
d ones. Thus, there exits at least one index ¢ such that (F(j)), = 1 while (E(i)), = 0. This implies that
each assignment E/(7) to the variables 71, .. ., Z,, satisfies exactly one monomial in P, whose coefficient is
x;; therefore, P, (E(i)) = x;. For an example of this construction, consider the polynomial in Example[3.1.

Note that P, is determined by x and is, thus, known to all servers. That is, the coefficients 1, ..., z,
are fixed and known by the servers and the strings F(1), E(2),..., F(n) are known to all servers (as they
are part of the specification of the protocol). The client C, on the other hand, does not know x. It has an
index 4, pointing to the bit from z it is interested in, and it can compute F(i). Hence, the PIR problem is
reduced to the problem of evaluating P, (E(7)) while keeping E(7) secret from each server. To this end, C
chooses at random an m-bit string ¢; and computes

Yo = E@i) @1, 3)

where @ is a bitwise exclusive-or of the strings. The client sends g/; to Server S;. Since each /; is uniformly
and independently distributed, a single server can learn no information about ¢ (this is similar to the fact
that each server learns no information in the 2-server protocols presented in Section [3.1). The client’s goal
is to evaluate P, (71 @ ¥2) = Pp(E(i)) = ;. For j € {1,2}, the string ¢; consists of m bits denoted
by y;1,.-.,Yjm- Equivalently, we can think of each variable Z, of P, as the sum of 2 variables: Z;, =
Y1,n + Y2 . The value P, (E(i)) is obtained by assigning the value y; 5, to each variable Y ;. Let @, be the
polynomial obtained by viewing P, as a polynomial in the variables {Y;, : j € {1,2},h € {1,...,m}}.
That is,

def

Qu(Yi1. . Yim,Yo1....Yom) = Pu(Yin+Y21,Y12+ Y20, Y1+ Yom). “)
This is a degree-d polynomial in 2m variables.

Example 3.2 Consider the polynomial from Example 3.1lwith v = (1,1,0), that is, Py 1,0)(Z1, Z2, Z3) =
Z1Zy + Zy Z3. We construct the polynomial Q1 1 ) as follows.

Q(l,l,o) (}/1,17 }/2717 Yl,27 Y2727 }/1,37 Y'2,3)
Yin+Yo1)(Yio+Yoo)+ (Yin+ Y1) (Yis+ Yo3)
= Y1Yio+Yi1Yo o+ Yo 1Yio+ Yo Yoo +Y11Y13+Y11Yo3+ Yo 1Y 3+ Yo 1Ys3.

That is, after opening the parenthesis, the polynomial Q)11 o) contains 8 monomials. Its degree is 2 as the
degree of P(11,0).

Suppose, for the moment, that d = 1. In this case, (), is a polynomial of degree 1 that can written as
a sum of two polynomials, one polynomial () 1 in the variables Y7 1,...,Y7 ,, and the other polynomial
Q2 in the variables Y5 1, ..., Y5 ,. Using these polynomials, we construct a PIR protocol as described in
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Servers’ Input: a database x € {0, 1}".

Client’s Input: anindex: € {1,...,n}.
1. Letd =1and m = n.
2. C picks points 47, i as in (3), and sends 4 to server S; and i to server So.
3. Each server answers C with the sum (in ) of all monomials assigned to it.

4. C sums these answers and outputs it.

Protocol 3: A two server protocol with total communication O(n).

Protocol 3. By the above discussion, the sum that the client outputs is equal to x;, thus, Protocol 3/is correct.
The query length of this protocol is 2m + 2 = O(n) bits while each answer is 1-bit long. Thus, we can use
the balancing technique and get a protocol with communication complexity O(y/n ).

We achieve a better communication complexity by taking the degree of P, (and () to be 3. Consider
a monomial M of the polynomial (),; the monomial M depends on at most 3 variables. Since the value
of each variable is known to one of the servers (that is, Server S; knows the value y; ; of the variable Y} /),
there exists a server that is missing the value at most one of the variables of M; we assign the monomial
M to this server. For example, for a monomial Y5 1Y7 2Y5 3, Server Sy knows the values of Y5 1 and Y33
and does not know the value of Y7 5. Each server S; can therefore substitute the values for all but (at most)
one of the variables of each monomial M assigned to it. After substituting these values, the sum of the
monomials assigned to S; (respectively Sp) can be expressed as a degree-1 polynomial Py (Y2 1,..., Y2 )
(respectively Po(Y11,...,Y1m)). Note, however, that if the client could learn all polynomials P; and P,
then, by substituting the correct values y; j, for all their variables and summing up the values of the k
polynomials, it will get

Pi(y2,1,-- - Y2m) + Po(y11, - y1m) = Qaz(71,%2)

The PIR protocol starts as before, but this time each server §; sends the m + 1 coefficients (a single bit
each) of the degree-1 polynomial P;. Each query of the server is an m-bit string. The formal description
of the polynomial appears in Protocol 4. As the degree of P; (and F») is 1 and there are m variables, the
polynomial P; has m + 1 coefficients, each coefficient is either 0 or 1. The communication complexity of
this protocol is, therefore, O(m) = O(n'/3) bits. To summarize, we have shown how to obtain a 2-server
PIR protocol with the best known communication complexity, namely, O(/n ).

3.3 Historical Notes and Extensions

Information-theoretic PIR protocols were introduced and constructed by Chor et al. [20]. In particular,
they construct the best known 2-server protocol with communication complexity O(nl/ 3) (where n is the
database length). They also presented a k-server protocol with communication complexity O(nl/ k) for
every k£ > 1. Subsequently, more efficient constructions of k-server protocols for k > 2 were presented
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Servers’ Input: a database x € {0, 1}".
Client’s Input: anindex: € {1,...,n}.
1. Letd = 3and m = 3n!/3.

2. Cpicks 1 € {0,1}™ at random with uniform distribution and computes > = E(i) & 71
(as in (3)). The client C sends 4/} to server S; and 75 to server So.

3. Let @, be the polynomial defined in (4). Assign to S; all monomials of (), that contain

at most 1 variable Y5 j, for some h € {1,...,m}. Assign all other monomials in @), to
So.
4. Server S; (respectively, So) substitutes the value vy 1,. .., y1,m (respectively, y2 1,. . .,

Y2,m) in the monomials assigned to it and sums the resulting monomials to get a polyno-
mial Py(Ya1,...,Ya,m) (respectively, Po(Y11,...,Y1m)).

5. Each server §; answers C with the coefficients of the polynomial P;.

6. C computes P (y2) + P»>(y1) and outputs this value.

Protocol 4: A two server protocol with total communication O(/n ).

in [2, 138, 6, 156, |8, 159, 40]. The best known 3-server PIR protocol was constructed in a lovely work of
Yekhanin [59]; assuming that there are infinitely many Mersenne primes, he constructs a 3-server PIR
protocol with communication complexity n@(}/1°&127) for infinitely many values of n. Specifically, his
protocol implies, without any assumptions, a 3-server PIR protocol with communication complexity n¢ for
some € < 1077, To date, Yekhanin’s protocol is the best k-server PIR protocol for every constant k. There
are better protocols when the number of servers depends on the length of the database (implicitly in [4, 5]
and explicitly in [20, 6, 56]]); in particular, there is an O(logn)-server protocol with O(log? nloglogn)
communication complexity.

The PIR problem was studied in many different settings and extensions other than the basic one dis-
cussed above in, e.g., [9, 10, 19, 22, 29, 41, 55]. We will describe two such extensions. The reader is
referred to the survey by Gasarch [27] for an overview of other extensions of information-theoretic PIR.

3.3.1 ¢-private Information-Theoretic PIR

In Definition 2.2, the definition of information-theoretic PIR, we require that every individual server does
not learn information on the retrieved index. However, two colluding servers might be able to learn this
index. Protocols that addresses this concern are t-private PIR protocols in which the client is protected
against collusions of up to ¢ servers. t-private PIR protocols were designed in [20, 6, 56, 3]]. Specifically,
t-private k-server PIR protocols with communication complexity O(nl/ L(2k=1)/ tJ) were designed by [6,156].
Furthermore, a transformation from any 1-private k-server PIR protocols to ¢-private k!-server PIR protocols
with similar communication complexity is given in [3]. Thus, together with the 1-private 3-server PIR
protocol of [59], we get for every constant t > 0 a t-private 3'-server PIR protocol with communication
complexity n©(1/loglogn),

The transformation of [3]] increases the number of servers from k to k'. It is open if there exists a
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Servers’ Input: a database = € ({0,1}°)".
Client’s Input: anindex: € {1,...,n}.
Client’s Output: the ¢th block of = (containing b bits).

1. The client prepares a query (q1, . - -, qx) for the index i using a PIR protocol for bits with
n as the database length. The client sends ¢; to S; for every j € {1,..., k}.

2. Each server §; computes the answers to the query g; for each of the b databases and
sends the b answers to the client.

3. Forevery ¢ € {1,...,b} the client reconstructs the /th bit of the block using the answers
that it got for the /th database.

Protocol 5: A PIR protocol for blocks.

transformation that increases the number of servers to less than k!*. However, such transformation must
increase the number of servers to at least kt. By simulation arguments, it can be shown that if there is
a t-private kt-server PIR, then there is a 1-private k-server PIR protocol with the same communication
complexity. We next mention two additional conclusions of this result. First, by the impossibility result
for 1-server PIR [20], the communication complexity of information-theoretic k-private k-server PIR is at
least n. Second, without improving the best known 2-server PIR protocol, for ¢ > k/2 one cannot expect to
construct a t-private k-server PIR protocol with communication complexity better than O(n'/3).

3.3.2 PIR with Blocks

In many applications, the database is composed of n blocks, each block contains b bits. The client wants to
retrieve a block instead of a bit. A trivial solution is to consider the database as containing bn bits and the
servers and the client perform b independent PIR executions for each of the b bits of the block. However,
there is a more efficient way to construct a protocol for retrieving blocks. We consider the database as b
databases of n bits each, where the /th database contains the /th bit of each block, that is, the ith bit in the
(th database is the ¢th bit in the ith block in the original database. The client sends a query for the index ¢
using a regular PIR protocol (that is, a protocol with blocks of size 1) with a database of size n. Each server
returns b answers to the query, one answer for each of the b databases it holds. The protocol is formally
described in Protocol 5. This transformation from regular PIR to PIR for blocks can be applied to every
PIR protocol (information-theoretic or computational). The length of the query does not changed in the
transformation and the length of each answer is multiplied by b.

3.4 Application of Information-Theoretic PIR

3.4.1 Constructing Locally Decodable Error-Correcting Codes

An interesting application of information-theoretic PIR protocols is for constructing locally decodable error-
correcting codes. A k-query locally decodable code allows to encode a database = € {0, 1}" into a string y
of length m, such that even if a large portion of ¥ is corrupted, each bit of = can still be decoded with high
probability by probing k, randomly selected, bits of y. That is, if a client needs only one bit of the database,
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then it does not need to decode the entire database as in classical error correcting codes; it rather can probe
few bits of the encoding and decode the desired bit efficiently. The best known locally decodable code is a
3-query code of [59] with encoding size m = g/ tosiozn) (assuming that infinitely many Mersenne primes
exist). The reader can consult [54, 31, 58] for surveys containing formal definitions and results on locally
decodable codes, and their applications.

Katz and Trevisan [39] have shown a close relation between locally decodable codes and information-
theoretic PIR. In particular, any information-theoretic k-server PIR protocol with a one-bit answer can be
transformed into a k-query locally decodable code whose length m is exponential in the length of the PIR
queries. We next show how to construct a 4-query locally decodable code whose length is m = 22V™. We
start with constructing a 4-server PIR protocol whose query length is 21/n and answer length is 1. We then
transform this 4-server PIR protocol to the 4-query locally decodable code.

The 4-server PIR protocol we describe is a two-dimensional version of Protocol 1. In Protocol |1, the
client sends to each server a subset of {1,...,n} such that all indices, except for ¢, appear either in none
of the sets or in both sets, and the index 7 appears in exactly one of the sets. In the 4-server protocol, we
consider = as an m x m matrix (where m = [/n |) and sent each of the four servers a sub-cube of the cube
{1,...,m} x {1,...,m}. The requirement here is:

Requirement 1 All indices, except for i, appear in an even number of sub-cubes (that is, either in all 4, or
in exactly 2, or in none of the sub-cubes), and the index i appears in exactly one of the sub-cubes.

Each server responds with the exclusive-or of the bits of the database in the sub-cube it gets, and the client
computes the exclusive-or of 4 bits it gets. All the bits, except for the bit in location i, cancel them self,
thus, the result is the desired bit. The protocol is described in Protocol |6. In this protocol, the client sends a
sub-cube (); x R; to Server S; for 1 < j < 4. Notice that the index 47 is in exactly two sets () ;, the index i3
is in exactly two sets R, and the pair (i1,42) € Q; X R; for exactly one j. This implies that Requirement (1
holds in Protocol 6, thus as explained above, this protocol is correct. The client sends the description of
two subsets of {1,...,m} to each server, thus, the query length is 2m = 2,/n. Furthermore, each server
responds with a one bit answer.

We next describe the transformation from the PIR protocol described in Protocol 6/to a locally decodable
code with encoding length 22V Given a word z of length n we encode it to a word y of length 22V et
m = [y/n]. As in Protocol 6, we consider x as an m X m matrix. Furthermore, it would be convenient
to consider y as a matrix whose columns are rows are indexed by subsets of {1,...,m}, thatis, y =
(yQ’R)Q,Rg{LMm}. As there are 2V™ possible values for ¢ and ovn possible values for R, there are v

2V = 22V coordinates in y. The value of y, » is the answer of a server in Protocol 6/ to the query ), R,

that is,
def
Yo,r = EB Tt.0-
teQ,leR

Now assume that a receiver holds a (possibly corrupted) y and it wants to decode x;, ;,. It picks at random
aset @ C {1,...,m}andaset R C {1,...,m}, queries Yo r, Yonr(i,}.r> Yo,Ra{is}> AN Yga (i1} Ra{in}> AN
reconstructs x;, ;, as the exclusive-or of these four bits. If none of these bits is corrupted, then this is exactly
how the client reconstructs x;, ;, in Protocol 6, thus the reconstruction is correct. Assume that a fraction
of at most § of y is corrupted. In the worse scenario, the corrupted locations are chosen by an adversary
which knows the pair (i1, i2) describing the index to be decoded, but does not know which locations of y
will be queried. This adversary tries to reduce the probability of the correct decoding of x;, ;,. That is, it
tries to maximize the probability that the client reads a corrupted location. The probability that each one
of the 4 locations is corrupted is at most 4, which, by the union bound, implies that the probability that the
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Servers’ Input: a database x € {0, 1}".

Client’s Input: anindex: € {1,...,n}.

1. Letm = [\/n],i1 = [i/m],and iz = ((i — 1) mod m) + 1.

2. The client selects a random set Q' C {1,...,m} with uniform distribution, computes
Q3 = Q' A {i1}, and defines Q? = Q' and Q* = Q3.
3. The client selects a random set R C {1,...,m} with uniform distribution, computes

R? = R' A {is}, and defines R® = R! and R* = R2.
4. The client sends 7 and R to S; for j € {1,2,3,4}.

5. Server §; computes

j def
V= @ Tt 0,

teQi LRI

and sends ¥’ to the client.

6. The client outputs b' ® b* & b> @ b*.

Protocol 6: A four server protocol with query length 2/n and answer length 1.

client reads a corrupted location is at most 4. Thus, now matter how the adversary chooses the corrupted
locations, with probability at least 1 — 40, the decoding of x;, ;, is correct. That is, this is indeed a locally
decodable codes.

3.4.2 Construction of Information-Theoretic Multi-Party Private Protocols

Another interesting application of information-theoretic PIR, which demonstrates its universality, is for
constructing information-theoretic multi-party private protocols for every function. Assume that k parties,
each one holding an n-bit input, want to compute a function f of their inputs. A protocol for f is t-private
if, after the end of the protocol, each coalition of at most ¢ parties, seeing their inputs and the messages they
have gotten during the protocol, do not get any information not implied by their inputs and the output of f.
For example, a protocol is 1-private for an election if each party does not learn any information not implied
by its vote and the output of the election. In [11,17] it was shown that every function can be computed
(k — 1)/2-privately in the information-theoretic model; however for most functions their protocols are not
efficient. Ishai and Kushilevitz [35] show that, for a constant k, there is an efficient information-theoretic
PIR protocol if and only if every function has an efficient information-theoretic ck-private protocol for some
constant ¢ < 1/2.

4 Computational Private Information Retrieval
In this section we describe a computational private information retrieval protocol. For such construction,

hardness assumptions are needed. In the construction we present, the hardness assumptions are taken from
number theory. We first describe some background from number theory and then describe the PIR protocol.
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4.1 Background from Number Theory: Diffie & Hellman (DH) Triplets

Cryptography is largely based on hardness of computation, that is, cryptographic protocols use one-way
functions — functions that are easy to compute, however they are hard to invert (based on some hardness
assumption). Many such hardness assumptions are based on number theoretic constructions, e.g., assum-
ing that it is hard to factor large numbers or assuming that it is hard to compute the discrete logarithm.
Furthermore, in many cryptographic constructions (including the computational PIR protocols we describe)
additional structure from the one-way function is needed — it should also contain a “trapdoor”. A trapdoor
one-way function is a function that is easy to compute and hard to invert, however there is an additional key
that enables efficient invention of the function.

We next describe the discrete logarithm function which is believed to be a one-way function, and a
construction of Diffie and Hellman [24] that adds a certain type of trapdoor to this function. Let p be a “big”
prime. The group Zj, is composed of the set {1,...,p — 1} together with multiplication operation which is
multiplication modulo p. A generator of Zj, is an element g such that for every y € Z, there exists x € Z,
satisfyingy = g  (mod p). In other words, g is a generator if the {g' mod p, g?> mod p, ..., ¢g"~! mod p}
is the set {1,2,...,p — 1}. For every prime p, such generator exists.

The Discrete Logarithm Problem. Given y find z € Z;, such that y = g* (mod p).

This problem is believed to be hard. That is, the function g* (mod p) is easy to compute and believed to
be hard to invert.

A DH triplet is a triplet A, B,C € Z; such that A = g* (mod p), B = ¢’ (mod p), and C = g%
(mod p) for some a,b € Z;.3 Otherwise, the triplet A, B, C'is called a non-DH triplet.

The Decisional Diffie & Hellman (DDH) Problem. Given A, B,C' € Z;, determine if they are a DH
triplet or a non-DH triplet.

This problem is also believed to be hard. Clearly, if the discrete logarithm problem is easy, then the DDH
problem is easy (compute a — the discrete logarithm of A and b — the discrete logarithm of B, and check if
g =C (mod p))#

Given a such that A = ¢ (mod p), it is easy to determine if A, B, C'is a DH triplet. That is, A, B, C
is a DH triplet if and only if B = C (mod p) (since B* = (¢*) = ¢ (mod p)). Thus, a is a
“trapdoor” that enables to efficiently solve the DDH problem.

The PIR protocol we describe uses the following multiplication properties of DH and non-DH triplets.

Claim 4.1 Let A, By, C} be DH triplet, A, Ba,C5 be triplet, B3 = (By - Bz) mod p, and C3 = (C} -
C3) mod p. The triplet A, By, Cy is a DH triplet if and only if A, Bs, Cs3 is a DH triplet.

Proof: Let a, by, bo, c1, co be the discrete logarithms of A, By, Bo, C1, Co respectively. Then, C; = g‘lb1
(mod p) since A, By, C} is a DH triplet. Furthermore,

Bs = gblgb2 = gb1+b2 (mod p)‘
Now, A, By, Cs is a DH triplet if and only if Cy = ¢®*> (mod p). This implies that A, By, Cs is a DH
triplet if and only if
03 = gablgabz = ga(b1+b2) (mod p)

3 For security reasons, a and b should be even. We will ignore this issue to simplify presentation.
“The reverse direction is not known. That is, consistent with our current knowledge, it is possible that the DDH problem is easy
while the discrete logarithm is hard. However, all known attacks on the DDH problem try to solve the discrete logarithm problem.
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if and only if (B3)® = (¢" %) = C (mod p) if and only if A, B3, Cs is a DH triplet. i

The multiplication of triplets provides the same properties we needed from the exclusive-or operator
when we identify O with a DH triplet and 1 with a non-DH triplet. On one hand, multiplying two DH triplets
is the same as computing the exclusive-or of two zeros, whose answer is 0. On the other hand, multiplying
a DH triplet with a non-DH triplet is the same as computing the exclusive-or of a zero and a one, whose
answer is 1.°

In the above description we assume that p is a “big” prime. This will ensure that checking if a triplet
is a DH triplet modulo p (and, in particular, computing the discrete logarithm modulo p) is an infeasible
computation. Based on the best attacks known to date, it is common to require that p is approximately
1024-bit long.

4.2 A Computational Protocol with Short Communication

We present a 1-server computational protocol whose communication complexity is better than n¢ for every
€ > 0. The construction we present is a variant of [45] of the PIR protocol of Kushilevitz and Ostrovsky [43].
As in Section 3.1/ we present the protocol in stages. In the first stage we present a protocol with high query
length and low answer length and in the second stage we apply the balancing technique and get a 1-server
protocol with O(y/n) communication. In the 1-server setting, we also present a third stage, where we add
the idea of recursion and get the more efficient protocol.

4.2.1 First Stage

In Protocol 7/ we present a 1-server protocol where the communication of the client is O(n) elements in Z
and the answer of the server is one element in Z,,. In this protocol, the client first “encrypts” the index 7 using
n triplets, where the ith triplet is a non-DH triplet and all other triplets are DH triplets. The client sends this
encryption of 7 to the server. The server responses in a similar way as in the protocol of Section 3.1/ (with
the above analogy of computing exclusive-OR and multiplying triplets). That is, the server multiplies the
triplets corresponding to the indices where x; = 1. On one hand, if z; = 0, then the ith triplet does not
participate in the multiplication, thus, the answer is a multiplication of DH triplets, which by Claim 4.1!is
a DH triplet. On the other hand, if z; = 1, then the ith triplet participates in the multiplication, thus, the
answer is a multiplication of DH triplets and one non-DH triplet, which by Claim 4.1/is a non-DH triplet.
Therefore, x; = 0 if and only if the answer is a DH triplet, and the protocol is correct. By the assumption
that the DDH problem is hard, it is infeasible to distinguish between queries for different indices, thus, the
protocol is private.

4.2.2 Second Stage

In Protocol [7 the communication from the server to the client is 2n + 2 elements in Z;, and the answer
of the server is two elements. Applying the same balancing technique as in Section 3.1/ we get a 1-server
protocol whose communication is O(y/n ) elements in Zy,, (an element Z,, is a log p-bit® string, where log p
is a security parameter — say log p = 1024).

More generally, we can get a tradeoff between the query length and the answer length. We think of the
database as an array with r rows and ¢ columns, where rc = n. The client is interested in a biti € {1,...,n}

SHowever, multiplying two non-DH triplets is not the same as computing the exclusive-or of two ones (as with high probability
the result is non-DH triplet). This will not cause problems in the PIR protocol we describe.
% In this work, as common in theoretical computer science papers, log r should be read as log,, 7.
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Servers’ Input: a database x € {0, 1}".
Client’s Input: anindex: € {1,...,n}.
1. The client chooses a large prime number p and a generator g of Z.

2. The client prepares n triplets such that only the ith triplet is a non-DH triplet:

e The client chooses at random a € Z;, b1,...,b, € Z;‘,, and ¢; € Z;‘, such that
¢; Zab; (mod p).
e The client calculates A = ¢g® mod p, B; = g% modp forj = 1,...,n, C; =
g™ modpforj=1,...,i—1,i+1,n,and C; = g% mod p.
3. The clients sends p, g, B1, ..., B,,C1, ..., C), to the server.

4. The server computes B = H{j:szl} Bjmod p and C = H{j:szl} C;j mod p and
sends B, C' to the client.

5. If A, B,C is a DH triplet (that is, if B* = C' (mod p)), then the client outputs z; = 0
otherwise the client outputs x; = 1.

Protocol 7: A 1-server protocol with query length O(n) and answer length O(1).

which is represented as i1, 72 where i1 = [i/c| and i3 = ((¢ — 1) mod ¢) + 1. The client executes the PIR
protocol with index 79 where the database length is c. For each of the r rows, the server answers the query
treating the row as the database. The server takes the answer corresponding to the i;th row, and answers
according to this answer. In the resulting scheme, the communication from the client to the server is 2¢ + 2
elements in Z;, and the answer is r elements.

4.2.3 Third Stage

In the protocol described in the second stage, although the answer is long, the client needs only one element
from it. However, the server is not allowed to learn which element the client wants. This is exactly the PIR
scenario, however with a shorter database. Thus, instead of sending the answer to the client, the client and
the server engage in a new PIR protocol with ¢; as the client’s index and the server’s first answer as the
database.

This idea can be carried out recursively, and achieve a PIR protocol with communication smaller than
O(n¢) for every constant € > 0.

Example 4.2 We exemplify this construction by constructing a protocol with communication O(nl/ ®log p).
Let p be a large enough prime such that the DDH problem in Z,, is hard. The client and the server use
the PIR protocol described in the second stage with ¢ = n/logp and r = n = n/5 /log p, where
the server computes its answer and keeps it without sending it. The answer of the server is composed of
n/® /log p blocks, where each block is an O(log p)-bit string. The client and the server apply an additional
PIR protocol where in this step the database is the answer. In this step, they use the same ¢ = nl/b log p,
however r = (n*/®/logp)/c = n®/°/log? p. This step is repeated, where after 4 steps the answer is
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composed of n/® / log* p blocks, each block is an O(log4 p)-bit string. The client sends the answer to the
client. Thus, the length of the answer is n'/> and the total communication is O(nl/ % log p).

Note that the index that the client needs in the second stage (and in all further steps) only depends on
the initial index it wants (e.g., i1 = [i/(n4/5/ log p)]). That is, the client can prepare all its queries and
send them to the server as one message and the resulting protocol has one round.

By correctly choosing the parameters for the recursion, we get an efficient PIR protocol. Let ¢ =
1/1()1?(;’%021). In all recursion steps, we choose ¢ = n'/‘. That is, in the jth recursion step, the database

contains nl=(—1)/¢ blocks, each block is a (log p)j L pit string, r = ni/ ¢, and the answer (which is the
database in the next step) contains n' =7/ blocks, each block is a (log p)?-bit string. The query length in
each PIR execution is

1

O(C) _ O(nl/f) -0 (nl/ lolgolg(:glp) -0 <210gn/ b&%) -0 <2\/logn10glogp> )
After £ steps, the answer is composed of one block, containing a string whose length is
(logp)é — (logp)‘/ 10&% — 210g10gp\/ 101;1% — 2\/lognloglogp'

The server sends this block to the client. Thus, the total communication complexity of the recursive protocol
is
9] (g . 2x/lognlog10gp> <0 (logn . 2\/10gn10g logp) )

When log p < n, the above expression is asymptotically smaller than n° for every constant € > 0.

4.3 Historical Notes and More Efficient Computational PIR Protocols

The first computational PIR protocol was a multi-server PIR protocol of Chor and Gilboa [18]. The first
efficient 1-server computational PIR was presented by Kushilevitz and Ostrovsky [43]. Their protocol is
similar to the protocol presented above; it was based on the hardness of recognizing quadratic residues
modulo a composite. Replacing quadratic residuosity by other constructions (such as DH triplets) was
suggested in [45, 52, [16]. The first 1-server PIR with polylogarithmic communication complexity was
presented by Cachin, Micali, and Stadler [14]]. A protocol with O(log2 n) communication complexity was
constructed by Lipmaa [44] (the ideas of this construction are discussed below). Finally, a PIR protocol
with O(log2 n) communication complexity that is more efficient than the protocol of [44] for retrieving
large blocks was presented by Gentry and Ramzan [28].

In the rest of the section we discuss how to improve the PIR protocol we presented in Section 4.2l The
protocol we presented uses DH triplets. In this protocol, we presented in the first stage a basic protocol,
which uses DH triplets, and then showed how to improve it using balancing and recursion. The basic
protocol can be based on other hardness assumptions, yielding, after applying balancing and recursion, the
same complexity or even PIR protocols with better communication complexity.

We next describe a more general way to view the basic protocol; this view enables to replace the DH
triplets with different primitives. It is useful to view a DH triplet as a randomized encryption of 0 and a
non-DH triplet as a randomized encryption of 1. Thus, the query of the client with index i is a vector of n
randomized encryptions, where n — 1 of them are encryptions of 0 and the 7th encryption is an encryption of
1. The server, with database z, “multiplies” the encryptions corresponding to indices where the database is 1
(that is, it multiplies the encryptions in locations {j : «; = 1}). The requirement from the “multiplication”
is:
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e If the server multiplies two encryptions of 0, then the result is an encryption of 0.

o [f the server multiplies an encryptions of O and an encryption of 1, then the result is an encryption of
1.

For DH triplets, we proved these properties in Claim 4.1. We can use other randomized encryption schemes
that have these properties instead of DH triplets. Specifically, the encryption scheme of [34], based on
quadratic-residuosity, was used in the paper of Kushilevitz and Ostrovsky [43]] that presented the first effi-
cient 1-server PIR protocol. Other candidates, suggested by [45, 152, [16] include, for example, encryption
schemes based on the prime-residuosity assumption and encryption schemes based on lattice problems.

The most impressive case was constructed by Lipmaa [44]; he uses the Damgard-Jurik encryption
scheme [21] and obtains a PIR protocol with communication O(log?nlogp). In this protocol there are
log n recursion steps where in each step ¢ = 2, that is, the number of blocks in the database is halved.
Using stronger homomorphic properties of the Damgard-Jurik encryption scheme and the fact the length of
an encryption of a message grows slowly compared to the length of the message, Lipmaa constructs the PIR
protocol with communication O(log? n log p).

4.4 Application of Computational PIR protocols: Filtering of Encrypted Data

To demonstrate the usefulness of PIR protocols, we briefly describe an application that uses these protocols.
Suppose that we are in the public key encryption scenario: A client generates and a public encryption
key and a private decryption key. The client published the public key and stores its private key securely.
Now, every server can encrypt information and send it to the client such that only the client can decrypt
it. Here we consider a twist of this scenario, where the server has a large database and the client is only
interested in information relevant to it. The client knows in advance, when generating the keys, what type
of information it wants (for example, the client might be interested only in documents containing some key
words), however, the client does not want to reveal this information. The goal is to produce a public key
such that the encrypted message is much smaller than the entire database (assuming that most information
in the database is not relevant to the client). Note that the client does not know the size of the database in
advance. This scenario was addressed by Ostrovsky and Skeith [49]], who show how to solve this problem
in the streaming model using PIR protocols and other techniques. Public encryption systems that allow PIR
queries are described in [12]. For more relevant papers see, e.g., the references in [49, 12].

We describe a solution, discussed in [48], for the simple case where each database held by a server is
composed of n blocks, the client knows n in advance, and knows that it is interested in the ¢th block of the
database. The construction uses a PIR protocol and a public-key encryption scheme. The public key of the
client is composed of a public key K of a public-key encryption scheme together with a PIR query ¢ for the
index 7. Note that by the privacy of the PIR protocol, servers do not know which block the client is interested
in. A server, which wants to encrypt the relevant part of the database (without even knowing which parts
are relevant), first computes the answer a of the server in the PIR protocol with the query ¢ and the database
that it holds, encrypts this answer a using K, and sends the encrypted answer to the client. Since the length
of the answer in the PIR protocol is much shorter than the length of the original database, the length of the
message sent by the client is short. The client decrypts the answer and reconstructs the ith block using the
PIR reconstruction function.
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S Protecting the Server: Symmetric Private Information Retrieval

In the definition of PIR protocols we only protect the privacy of the client. While each server is not allowed
to learn information about the bit that the client is interested in, the client can learn many bits of the database.
This might be problematic in many scenarios. For example, if the server wants to charge the client for each
bit it retrieves, then the client gets extra information for free. In this section we consider symmetric private
information retrieval, abbreviated SPIR, where the server learns no information and the client only learns
the bit that it wants. As discussed in the introduction, such protocols can be thought of as oblivious transfer
protocols with sub-linear communication.

Remark 5.1 1-out-of-2 Oblivious Transfer (OT) protocols are SPIR protocols with n = 2; in such protocols
a server has two bits and a clients wants to retrieve one of them such that the server does not know which
bit the clients retrieves and the client does not learn any additional information. Oblivious transfer, specifi-
cally 1-out-of-2 OT, is an important building box in cryptography: 1-out-of-2 OT protocols can be used to
construct efficient secure protocols for any function that can be computed by an efficient algorithm [33} 42]].
For example, we will show in Section 5.2/ that 1-out-of-2 OT protocols are used to construct SPIR protocols
with big databases.

In this section we will consider communication efficient computational SPIR protocols which were
studied by, e.g., [43 152,147, 16]. We will describe two computational SPIR protocols. First, we will show
that a variant of the PIR protocol presented in Section 4.2/is a SPIR protocol. Then, we will show a general
transformation from PIR protocols to SPIR protocols. It is worth while to mention an important difference
between PIR and SPIR. There is a naive PIR protocol with communication complexity n; the challenge in
PIR protocols is to improve its communication complexity. However, sending the entire database violates the
server’s privacy and it is already a challenge to construct a SPIR protocol with polynomial communication
complexity.

We start with a definition of SPIR protocols which is a PIR protocol with an additional server’s privacy
requirement. Informally, the server’s privacy requirement states that if the client queries an index ¢, then
it cannot distinguish between two databases which have the same value of x;, that is, the client’s view —
which includes the index i, its random string, and the answer of the server — is indistinguishable given the
two databases.” The formal definition of the server’s privacy is rather technical; the rest of the section can
be understood without it.

Definition 5.2 (SPIR) A computational 1-server symmetric private information retrieval (SPIR) protocol
P = (Q, A,C), where here the answer algorithm A is a randomized algorithm, is a protocol satisfying
the correctness and client’s privacy requirements of computational 1-server PIR protocols as defined in
Definition 2.1 and Definition 2.4, and, in addition, satisfying the following requirement:

Server’s Privacy. The client has no knowledge on the database except for x; — the value of the database
the server holds in the index the client wants to retrieve. Formally, for every sequence of indices
{in}5 1, where 1 < i, < n, for every two sequences of databases {x"}2° | and {y"}°2 |, where

2", y"™ € {0,1}" and x; =y, , and for every sequence of random strings of the client {rn}>2, the

following ensembles of views of the client are indistinguishable in polynomial-time:

{Gn, 0, A", Q1" ig, 1), ™)) bnty and - {(n, 7ny AL, Q17 i, 7)), ™)) el

7 A better definition uses the ideal world vs. the real world paradigm. In this primer we will not elaborate on this paradigm and
its advantages.
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5.1 A Construction of a SPIR Protocol

In this section we will show that a variant of the PIR protocol presented in Section4.2/is a SPIR protocol. In
Protocol |8 we will describe a SPIR protocol of [13], where we use the DDH problem instead of the quadratic
residuosity problem. It is a variant of Protocol 7/ and has large query length and small answer length. We
will then show that the balancing and recursion techniques presented in Section 4.2.3 preserves the server’s
privacy requirement. Thus, we get an efficient SPIR protocol.

Servers’ Input: a database z € {0,1}".
Client’s Input: anindex i € {1,...,n}.
1. The client chooses a large prime number p and a generator g of Z;.

2. The client prepares n triplets such that the ith triplet is a non-DH triplet and the other
triplets are DH triplets:

e The client chooses at random a € Z;;, bo,...,b1 € Z;, and ¢; € Z; such that
¢; Zab; (mod p).

e The client calculates A = ¢“ mod p, B; = g% mod p for j = 0,1, C; =
g™ mod p for j # i, and C; = g% mod p.

3. The clients sends p, g, 4, By, ..., B,,C1, ..., C, to the server.

4. The server picks a random element r € Z;, computes B = (¢" - []y;.,,.—1y B;) mod p
and C' = (A" - H{jwjzl} C;) mod p, and sends B, C to the client.

5. If A, B,C is a DH triplet (that is, if B = C' (mod p)), then the client outputs z; = 0
otherwise the client outputs x; = 1.

Protocol 8: A SPIR protocol with O(n log p) query length and O(log p) answer length.

The main difference in Protocol 8 compared to Protocol 7'is that the client should not know which B;’s
where multiplied to obtain B. This information is not hidden in the original protocol; for example, if the
database is the all zero string then B = 1. This is solved by the server choosing a random DH triplet and
multiplying the answer by this triplet. To enable the server to compute a random DH triplet, the client sends
A to the server, the server chooses a random r and computes the DH triplet

A, ¢" mod p, A" mod p. 5)

We next analyze the properties of Protocol 8. As in Protocol (7,

A, H Bj | mod p, H C; | mod p (6)
{jizj=1} {jizj=1}

is a DH triplet if and only if z; = 0. The server multiplies the DH triplet it computed in (5) with the triplet
in (6). The result of this multiplication are the values A, B, C' in Step (5) of Protocol 8. Thus, by Claim 4.1,
these values A, B, C are a DH triplet if and only if zz; = 0. This implies the correctness of the protocol.
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Next, we argue the privacy of the protocol. The client’s privacy follows from the same arguments as in
Protocol 7, that is, the server cannot distinguish which of the n triplets are the non-DH triplet. The server
protects its privacy by multiplying its answer by a random DH triplet. That is, the value B that it answers is
uniformly distributed in Z;, independent of the database x. Furthermore, if z; = 0 then C' = B* (mod p),
and if 2; = 1 then C' = (¢~ . B*) (mod p). Thus, in both cases, the client can compute C' from the
value of x; and the information that it has, thus, C gives no additional knowledge. To conclude, the client
gets no knowledge except for x;.

Finally, We discuss the communication complexity of the protocol. The clients sends O(n) elements
in Z; to the server while the answer of the server is 2 elements in Z;;. Thus, the total communication is
O(nlog p) bits. In Section 5.2/ we will use this protocol with n = 2; in this case the protocol is efficient.
However, for large values of n, the communication complexity is too high.

We next show that the balancing and recursion techniques used in Section 4.2.3| preserves the server’s
privacy requirement. First note that the balancing technique by its self, as described in Section 4.2.2| does
not preserve privacy as the client can reconstruct the entire 7oth column of the database. However, if we use
the SPIR protocol described in Protocol 8 as the basic protocol, the answer of the server gives no knowledge
to the client except for this column. If we apply the recursion technique as in Section 4.2.3, then in the
second step of the recursion the database is the answer from the first step viewed as a matrix, which has
fewer rows compared to the matrix representing the original database. Thus, the answer of the second step
only reveals knowledge on fewer elements of the original database. The server only sends the answer for the
last step of the recursion, which is one block that only reveals information on z;. To conclude, if we start
with the SPIR protocol described in Protocol 8 and apply the balancing and recursion techniques we get a
SPIR protocol with communication 20(vIognloglogr) If we start with the protocol of [44] and use O(log n)
steps of recursion, we get a SPIR protocol with communication complexity O(log2 nlogp).

In the sequel we will need a SPIR protocol where the server holds blocks instead of bits, and the client
wants to retrieve a block. We use the same construction described in Protocol 5/ to get an efficient SPIR
protocol with blocks.

5.2 A Transformation from PIR Protocols to SPIR Protocols

In this section we describe a transformation of Naor and Pinkas [47] from PIR protocols to SPIR protocols.
This transformation uses an encryption scheme, a 1-out-of-2 OT protocol, and a PIR protocol to obtain a
communication efficient SPIR protocol. The purpose of describing this transformation, in addition to the
construction in Section 5.1, is two-fold. First, we present an alternative construction of SPIR protocols that
can be applied to PIR protocols that do not protect the server’s privacy (e.g., the protocols of [14, 28]).
Second, we demonstrate how 1-out-of-2 OT protocols (that is, SPIR protocols with n = 2) are used in
cryptography to construct more complex protocols.®

To describe the idea of the transformation, first assume that we have a PIR protocol Pprg for retrieving
large blocks and a SPIR protocol Pspir for retrieving small blocks. We want to construct a SPIR protocol
for retrieving large blocks by executing Ppr once and executing Pspir once. The construction is described
in Protocol 9. The idea of the construction is that the server encrypts each block with an independent key;
the client and the server execute a PIR protocol on the encrypted database and a SPIR protocol where the
database is the n keys and the client learns only the ith key. The client can learn a lot of information in the

8 The main motivation in [47] was different; their aim was to construct a 1-out-of-n OT protocol where the computation of the
server and client are low. This is true in their construction if we allow O(n) communication. However, if we want a communication
efficient SPIR protocol, the computation is relatively high.
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Servers’ Input: a database = € ({0,1}°)".

Client’s Input: anindex: € {1,...,n}.

1. The server chooses n independent keys of an encryption scheme and encrypts the ith
block with the ith key forevery i =1,...,n.

2. The client and server execute Ppigr where the database is the encrypted blocks and the
client’s index is .

3. The client and server execute Pspir, where the database is the n keys and the client’s
index is .

4. The client decrypts the block it retrieved in the PIR execution with the key it got in the
SPIR execution.

Protocol 9: A simple transformation from PIR to SPIR.

PIR execution about the encrypted blocks, however, since it does not have the appropriate keys, it cannot
learn any information on other blocks of the database.

We want to use a similar construction, however by using log n executions of a 1-out-of-2 OT protocol
instead of the SPIR protocol. The idea is to have 2logn keys and encrypt each bit of the database by a
subset of size logn of the keys. The client retrieves a subset of the keys using the OT executions such that
it can only decrypt the ith bit of the database. Specifically, for every index j we consider its representation
as a log n-bit string (j1, . . ., jlogn); the keys that are used to encrypt x; are K1 j,, K2 jy, - - -, Klogn,jiog -

The details of the transformation are explained in Protocol [10. The transformation uses a (semantically-
secure) symmetric encryption scheme £, D. We denote the encryption of a message m with a key K by
Ex(m), and the decryption of ¢ with a key K by Dg (c). The correctness of the scheme implies that if we
encrypt a message m using a key K and decrypt the result with the same key, then we recover m, that is,
Dk (Ex(m)) = m. The semantic security states that the encryption of m gives no information on m to
anybody not holding the key K.

We next analyze the properties of the protocol. The correctness is strait-forward from the description
of the protocol, that is, the client decrypts y; with the keys that encrypted x;, thus, the client obtains z;.
The client’s privacy follows from the fact that the server only gets messages from the OT protocols and the
PIR protocol; as the server gets no knowledge from each execution, it does not get knowledge from the
entire protocol. The server’s privacy follows from the fact that the client gets exactly logn keys from the
OT executions. Therefore, for every index j # i it misses at least one key that was used to encrypt the jth
block, that is, for every j # 1, there is some / such that iy # j, and the client misses K ;,, thus cannot learn
any information on x;. This implies that the client does not get any information on any block except for the
ith block no matter how much information it gets on the encrypted blocks from the PIR execution.

Next we analyze the communication complexity of the protocol. The protocol is composed of logn
executions of the 1-out-of-2 OT protocol and one execution of the PIR protocol. If we use the SPIR pro-
tocol described in Protocol 18| as the 1-out-of-2 OT protocol, then the communication in the OT protocol
is O(log p), thus, the communication in the SPIR protocol is dominated by the communication in the PIR
protocol. In other words, we get a SPIR protocol whose communication is basically the same as the com-
munication of the PIR protocol we use.
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Servers’ Input: a database x € {0, 1}".
Client’s Input: anindex ¢ € {1,...,n}, where i = (i1,...,llogn).

1. The server chooses at random 2logn keys K10, K11, ... Kiogn,0, Kiogn,1 for an en-
cryption scheme. For every j € {1,...,n} let j = (ji,...,jlogn) be its representation
as a log n-bit string. The server computes

Yy; = 81(1,_7'1 (ng,jQ ( . gKlogn«jlogn (xj) o ))

2. Forevery ¢ € {1,...,logn} the client and the server execute a 1-out-of 2 OT protocol,
where the input of the client is 7, + 1 and the input of the server is the pair of keys
Ko, Ky 1.

3. The client and the server execute a PIR protocol, where the input of the client is ¢ and
the input of the server are the n blocks y1, . . ., Yn.

4. The clients reconstructs y; from the PIR protocol and computes x; by decrypting y; with
the keys K 108 Milog s - - * 7 K1 ;, that it obtained in the executions of the OT protocol.

Protocol 10: A SPIR protocol from a PIR protocol.
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