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Abstract. A Private Information Retrieval (PIR) protocol enables a user to re-
trieve a data item from a database while hiding the identity of the item being
retrieved. In a-private k-serverPIR protocol the database is replicated among
k servers, and the user’s privacy is protected from any collusion of tipdovers.

The main cost-measure of such protocols isab@munication complexityf re-
trieving a single bit of data.

This work addresses thieformation-theoretisetting for PIR, in which the user’s
privacy should be unconditionally protected from collusions of servers. We pre-
sent a unified general construction, whose abstract components can be instanti-
ated to yield both old and new families of PIR protocols. A main ingredient in
the new protocols is a generalization of a solution by Babai, Kimmel, and Lokam
to a communication complexity problem in the so-callédultaneous messages
model.

Our construction strictly improves upon previous constructions and resolves some
previous anomalies. In particular, we obtain: {49rivatek-server PIR protocols
with O(n!'/L(2F=1/t]) communication bits, where is the database size. For

t > 1, this is a substantial asymptotic improvement over the previous state of
the art; (2) a constant-factor improvement in the communication complexity of
1-private PIR, providing the first improvement to tiiserver case since PIR pro-
tocols were introduced; (3) efficient PIR protocols with logarithmic query length.
The latter protocols have applications to the construction of efficient families of
locally decodable codesver large alphabets and to PIR protocols with reduced
work by the servers.

1 Introduction

A Private Information Retrieval (PIR) protocol allows a user to retrieve a data item of
its choice from a database, such that the server storing the database does not gain infor-
mation on the identity of the item being retrieved. For example, an investor might want
to know the value of a specific stock without revealing which stock she is interested in.
The problem was introduced by Chor, Goldreich, Kushilevitz, and Sudan [11], and has
since then attracted a considerable amount of attention. In formalizing the problem, it
is convenient to model the database bynabit stringx, where the user, holding some
retrieval index:, wishes to learn théth data bitz;.

A trivial solution to the PIR problem is to send the entire databatbe user. How-
ever, while being perfectly private, tlt®mmunication complexityf this solution may
be prohibitively large. Note that if the privacy constraint is lifted, the (non-private) re-
trieval problem can be solved with onfjog, n] + 1 bits of communication. Thus, the



most significant goal of PIR-related research has been to minimize the communication
overhead imposed by the privacy constraint. Unfortunately, if the server is not allowed
to gainanyinformation about the identity of the retrieved bit, then the linear commu-
nication complexity of the trivial solution is optimal [11]. To overcome this problem,
Chor et al. [11] suggested that the user accekseplicated copies of the database kept

on different servers, requiring that eaictdividual server gets absolutely no informa-
tion oni. PIR in this setting is referred to asformation-theoreti®IR! This naturally
generalizes to-private PIR, which keeps private from any collusion of servers.

The best 1-private PIR protocols known to date are summarized below: Q1) a
server protocol with communication complexity 6f(n'/3) bits [11]; (2) ak-server
protocol withO(n'/(?*~1)) communication bits, for any constabiAmbainis [1] im-
proving on [11], see also Ishai and Kushilevitz [15]); and (3)fog n)-server pro-
tocol with O (log® n log log n) communication bits ([11], and implicitly in Beaver and
Feigenbaum [4]). For the more general caseépfivate PIR, the best previous bounds
were obtained in [15], improving on [11]. To present these bounds, it is convenient to
use the following alternative formulation of the question:

Given positive integerd andt, what is the least number of servers for which
there exists #-private PIR protocol with communication complexi®(n'/)?

In [15] it was shown that = min (|dt — (d 4+t —3)/2]| , dt —t+ 1 — (d mod2))
servers are sufficient. Kis fixed andd grows, the number of servers in this bound is
roughly (¢t — 1)d.

No strong general lower bounds on PIR are known. Mann [20] obtained a constant-
factor improvement over the trividbg, n bound, for any constark. In the 2-server
case, much stronger lower bounds can be shown under the restriction that the user re-
constructse; by computing the exclusive-or of @nstanthumber of bits sent by the
servers, whose identity may depend ofKarloff and Schulman [17]). These results
still leave an exponential gap between known upper bounds and lower bounds. For a
list of other PIR-related works the reader can consult, e.g., [7].

A different approach for reducing the communication complexity of PIR is to settle
for computationalprivacy, i.e., privacy against computationally bounded servers. Fol-
lowing a 2-server solution by Chor and Gilboa [10], Kushilevitz and Ostrovsky [19]
showed that in this settingsingleserver suffices for obtaining sublinear communica-
tion, assuming a standard number-theoretic intractability assumption. The most com-
munication efficient single-server PIR protocol to date is due to Cachin, Micali, and
Stadler [9]; its security is based on a new number-theoretic intractability assumption,
and its communication complexity is polynomial iagn and the security parame-
ter. From a practical point of view, single-server protocols have obvious advantages
over multi-server protocolsHowever, they have sonmieherentlimitations which can
only be avoided in a multi-server setting. For instance, it is impossible for a (sublinear-
communication) single-server PIR protocol to have very short queries@g&yg n)-
bits long) sent from the user to the server, or very short answers (say, one bit long)
sent in return. These two extreme types of PIR protocols, which can be realized in the

! The term “information-theoretic PIR” may also refer to protocols which leak a negligible
amount of information on. However, there is no evidence that such a relaxation is useful.

2 However, for practical sizes of databases and security parameter, known multi-server (and
even 2-server) protocols are much more efficient in computation and are typically even more
communication-efficient than single-server protocols.



information-theoretic setting, have found different applications (Di-Crescenzo, Ishai,
and Ostrovsky [12], Beimel, Ishai, and Malkin [7]) and therefore serve as an additional
motivation for information-theoretic PIR. A different, coding-related, motivation is dis-
cussed below.

Our results. We present a unified general framework for the construction of PIR pro-
tocols, whose abstract components can be instantiated to meet or beat all previously
known upper bounds. In particular we obtain:

e t-privatek-server PIR protocols with communication complexityn'/L(2k=1)/t]),

In other wordsk > dt/2 is sufficient for the existence ofaprivate k-server PIR
protocol withO(n'/?) communication. Fot > 1, this is a substantial asymptotic
improvement over the previous state of the art [15%. For example,$o2 the com-
munication complexity of our protocol i©(n'/(*~1)), while the communication
complexity of the best previous protocol [15]a¥n!/2¥/3]), Our bound is essen-
tially the best one could hope for without asymptotically improving the bounds for
the 1-private case.

e A constant-factor improvement in the communication complexity compared to the 2-
server protocol of [11] and its 1-privateserver generalizations from [1, 15]. In the
2-server case, this provides the first improvement since the problem was introduced
in [11].

o Efficient PIR protocols with logarithmic query length: We constructivate k-
server PIR protocol witlD (log ) query bits and) (n!/%*<) answer bits, for every
constant > 0. The 1-private protocols from this family were used in [7] to save
computation in PIR via preprocessing, and have interesting applications, discussed
below, to the construction of efficiefdcally decodable codesver large alphabets.

It is interesting to note that in contrast to previous PIR protocols, in which the
user can recover; by reading only aonstantnumber of answer bits (whose location
depends only of), most instances of our construction require the user toattathswer
bits and remember either the queries or the randomness used to generate them. It is
open whether the previous constructions of [15] (in particulartthevate protocols
for ¢ > 1) can be improved if one insists on the above “easy reconstruction” feature,
which allows the user’s algorithm to be implemented using logarithmic space.

Locally decodable codes.Information-theoretic PIR protocols have found a different

flavor of application, to the construction laically decodable code\ locally decod-

able code allows to encode a databagato a stringy over an alphabel’, such that

even if a large fraction of is adversarially corrupted, each bit:otan still be decoded

with high probabilityby probingfew(randomly selected) locations in More formally,

acodeC : {0,1}" — X™ is said to bek, §, p)-locally decodable, if every bit; of «

can be decoded from= C'(x) with success probability/2 + p by probingk entries of

y, even if up to a-fraction of them entries ofy are corrupted. Katz and Trevisan [18]

have shown an intimate relation between such codes and information-theoretic PIR. In

particular, any information-theoretic PIR protocol can be converted into a locally de-

codable code with related efficiency by concatenating the answers of all servers on all

possible queries. This motivates the construction of PIR protocols with short queries.
The short-query instantiations of our PIR construction have an interesting interpre-

tation in terms of locally decodable codes. The main focus in the works [18, 14] has

been on the following question. Suppose that are restricted to be greater than some

positive constant. Given a constant number of quérisd aconstant-sizésay, binary)



alphabet?, what is the minimal asymptotic growth of the code length? Generalizing

a PIR lower bound of [20], it is proved in [18] that for any constanhe code length

must be super-linear. For the case of a linear code wvith2 (non-adaptive) queries, an
exponential lower bound om(n) has been obtained by Goldreich and Trevisan [14].
While no super-polynomial lower bounds are known for the éase2, the best known
upper bound (obtained from PIR protocols with a single answer bit per server, see Sec-

tion 6) ism(n) = 2°0"“™) which is exponential im. Our construction answers
the following dual question: Suppose that we insist on the code lafficgent namely

of polynomial length. Then, how small can the alphabdie? More precisely, given a
constant;, how small can”y, (n) be such that the code lengti(n) is polynomial and,

as beforep(n), d(n) are kept constant? The short-query variants of our construction
imply the following upper bound: for any constarts> 2 ande > 0 it suffices to let
Yr(n) = {0,1}°() wherep(n) = O(n'/*+¢).

ORGANIZATION. In Section 2 we give an overview of our unified approach for con-
structing PIR protocols. In Section 3 we provide some necessary definitions. In Sec-
tion 4 we describe a meta-construction of PIR protocols, in Section 5 we instantiate
one of its crucial ingredients, and in Section 6 we derive new and old families of PIR
protocols as instances of the meta-construction from Section 4. For lack of space we
omitted most of the proofs. These can be found in the full version of this paper [6].

2 Overview of Techniques
At the heart of our constructions is a combination of two technidues.

Reduction to polynomial evaluation. A first technique is a reduction of the retrieval
problem to the problem of multivariate polynomial evaluation. Specifically, the retrieval
of xz;, where the servers holdand the user holds is reduced to an evaluation of a mul-
tivariate polynomiap,., held by the servers, on a poifti), which the user determines
based ori. We refer toE(¢) as theencodingof i. As observed in [5] and, more gener-
ally, in [11], the degree af,. can be decreased by increasing the length of the encoding
E(i) (i.e., the number of variables in.). Originating in [4], different variants of this
reduction have been implicitly or explicitly used in virtually every PIR-related construc-
tion. Interestingly, encodings realizing the optimal length-degree tradeoff, which were
utilized in [11, 12] to obtain special families of PIR protocols with short answer length,
could not be used in protocols optimizing ttedal communication complexity [11, 1,

15]. We remedy this situation in the current work, and consequently get a constant-
factor improvement to the communication complexity even in the 2-server case.

Simultaneous messages protocols for polynomial evaluatiorA main ingredient in

our new protocols is a generalization of a solution by Babai, Kimmel, and Lokam [3] to
a communication complexity problem of computing theneralized addressing func-
tion in the so-calledsimultaneous messagéSM) model. Interestingly, this problem
was motivated by circuit lower bounds questions, completely unrelated to privacy or
coding. Towards solving their problem, they consider the following scenario. A degree-
d m-variate polynomiap is known tok players, and pointsy; , y2, . . ., yx (each being
anm-tuple of field elements) are distributed among them such that pjakeows all
points excepy;. An external referee knowall & pointsy; but does not know. How
efficiently can the value(y, + y2 + ... + yx) be communicated to the referee if the
players are restricted to simultaneously sending messages to the referee?

8 A restricted use of the same approach has been made in the companion work [7].



A naive solution to the above problem is to have one of the players send an entire
description ofp to the referee. Knowing aj};, the referee can then easily compute the
required output. A key observation made in [3] is that it is in fact possible to do much
better. By decomposing(y; + y2 + ... + y) into terms and assigning each term to a
player having the least number of unknown values, it is possible to m(jiet-. . . +yx)
as the sum of lower degreepolynomials in the inputs, each known to one of the
players. More precisely, playgrcan locally compute from its inputs a degrgétk |
polynomialp; with its unknowninputs as indeterminates, such thég; + ...+ y) =
p1(y1) + p2(y2) + ... + pr(yx). Then, by letting playej communicate the (much
shorter) description op;, the referee can compute the required output. The amount
of savings obtained by this degree reduction technique depends on the values of the
parameters,d, andk. In [3, 2], due to constraints imposed by the specific problem they
consider, the degree-reduction technique is applied with rather inconvenient choices of
parameters. Thus, in their setting the full savings potential of the technique has not been
realized. It turns out that in the PIR context, where there is more freedom in the choice
of parameters, the full spectrum of possible tradeoffs is revealed.

It is instructive to look at three useful choices of parameters: (@ )Hf2k — 1, then
the degree of each polynomiaj is only | (2k — 1)/k| = 1. Whenm >> d, this2k — 1
savings factor in the degree makes the description size ofigacughly the(2k —1)-
th root of the description size gf. (2) If d = k — 1, the degree of each; becomes
0, and consequently communicating eaghrequires sending a single field element.

(3) Finally, if m >> d andd >> k, then the cost of communicating is roughly the
k-th root of that of communicating. These three examples, respectively, turn out to
imply the existence of-server PIR protocols with: (1) both queries and answers of
lengthO(n'/(2k=1)); (2) queries of lengttO(n'/(*=1)) and answers of lengt®(1);

(3) queries of lengti® (log n) and answers of lengif (n'/*+¢), for an arbitrarily small
constank > 0.

Combining the two techniques. In the case of 1-private PIR, the two techniques can
be combined in the following natural way. On inputhe user computes an encoding
y = E(i) and the servers compute a degregelynomialp,, such thate; = p, (E(7)).

To generate its queries, the user “secret-shalgs) among the servers by first breaking
it into otherwise-random vectots, . . ., y, which add up ta;, and then sending to each
serverS; all vectors excepy;. Using the SM communication protocol described in the
previous section, the servers communicate- p, (y) to the user.

This simple combination of the two techniques is already sufficient to yield some of
the improved constructions. In the remainder of this work we generalize and improve
the above solution in several different ways. First, we abstract its crucial components
and formulate a generic “meta-construction” in these abstract terms. Second, we instan-
tiate the abstract components to accommodate more general scenarios,tspigheds
PIR. In the full version of this paper [6], we attempt at optimizing the amount of replica-
tion in the setting of [3], i.e., use a more efficient secret-sharing scheme for distributing
E(i), while maintaining the quality of the solution. This motivates various extensions
of the SM communication model, which may be of independent interest.

3 Definitions
Notation. By [k] we denote the sdll, ...k}, and by([’z]) all subsets ofk]| of size

t. For ak-tuplev and a sefl” C [k], let vy denote the restriction af to its T-entries.
By Y; for somej we represent a variable, while by the lower lejemwe represent an



assignment to the former variable. Biywe denote the binary entropy function; that is,
H(p) = —plogp — (1 — p)log(1 — p), where all logarithms are taken to the base 2.

Polynomials. Let GFg) denote the finite field of elements. ByF[Y1,...,Y,,] we
denote the linear space of all polynomials in the indetermingtes. ., Y,, over the

field F, and byF,[Y1,...,Y,,] its subspace consisting of all polynomials whtsi!
degree isat mostd, and whose degree in each indeterminate is at fifgst 1. (The

last restriction guarantees that each polynomidljfiy, ..., Y,,] represents a distinct
functionp : F™ — F.) A natural basis for this linear space consists ofratinic
monomialssatisfying the above degree restrictions. The dase GF2) will be the

most useful in this work. In this case, the natural basis consists of all products of at most

d distinct indeterminates. Hencéim (Fy[Y1,. .., Y,]) = S0 _, (™) for F = GF(2).

w=0 \w
def d

We denote this dimension by(m,d) = >0 (). We will also be interested in
Fy[Y1,...,Y,] where|F| > d. In this case, the dimension of the spac¢’t§ %).

PIR protocols. We define single-round information-theoretic PIR protocol&-gerver
PIR protocol involves: serversS, ..., Sk, each holding the samebit string = (the
database), and a user who wants to retrieve a;lof the database.

Definition 1 (PIR). A k-server PIR protocolP = (R, Q1,..., Ok, A1,..., A, C)
consists of a probability distributio® and three types of algorithms: query algorithms
Q;, answering algorithms4;, and a reconstruction algorithré. At the beginning of
the protocol, the user picks a random strindrom R. For j = 1,..., k, it computes
aqueryg; = Q;(i,r) and sends it to serve$;. Each server responds with an answer
a; = A;(g;,z). Finally, the user computes the hit by applying the reconstruction
algorithmC(i, r,aq,. .., ax). A protocol as above is &privatePIR protocol, if it satis-
fies: (1)correctness.The user always correctly computes (2) t-privacy. For every
i1,12 € [n] andT C [k] such thaiT'| = ¢, the distributionsQ (i1, R) and Qr(iz, R)
are identical.

Linear secret-sharing. A t-private secret-sharing scheraiows a dealer to distribute

a secrets amongk players, such that any set of at maogilayers learns nothing an

from their joint shares, and any set of at letasi players can completely recovefrom

their shares. A secret-sharing scheme is said tmbar over a fieldF' if s € F', and the

share received by each player consists of one or more linear combinations of the secret
andr independently random field elements (where the same random field elements are
used for generating all shares). A linear secret-sharing scheme is formally defined by a
k-tuple L = (Ly,..., Ly) such that eacli,; is a linear mapping fronf" x F" to F*i,
where/; is thej-th player’s share length. Finally, given a linear secret-sharing scheme
as above, a vector if™ will be shared by independently sharing each ofiitentries.

We next define two linear secret-sharing schemes that will be useful in the paper.

Definition 2 (The CNF scheme [16])This scheme may work over any finite field (in
fact, over any finite group), and proceeds as followst-poivately share a secrete F:

— Additivelyshares into (’j) shares, each labeled by a different set fr@’fﬁ); that is,
s = ZTe(W) r7, where the shares- are otherwise-random field elements.
— Distribute to each playeP; all sharesr such thatj & T.
Thet-privacy of the above scheme follows from the fact that evgagyers miss exactly

one additive sharer (namely, the one labeled by their index set) and every set-of
players views all shares. The share vector of each party cons(é“tg]c)ffield elements.



Definition 3 (Shamir's scheme [21])Let FF = GF(q), whereg > k, andletvy, . .., wg
be distinct nonzero elements &éf. To ¢-privately share a secrat € F, the dealer
chooseg random elements,, .. ., a;, which together with the secratdefine a uni-

def

variate polynomiap(Y) = a;Y* + a;_1Y*" ! +... 4+ a1 Y + s, and sends to the the
Jj-th player the valug(w;).

4 The Meta-Construction

We describe our construction in terms of its abstract general components, and specify
some useful instantiations for each of these components. In Section 5 several combina-
tions of these instantiations are used for obtaining different families of PIR protocols.

Building blocks. There are three parameters common to all of our constructions: (1) a
finite field F', (2) adegreeparameteri, and (3) arencoding lengttparametern. The
database is always viewed as a vector fii*. Some variants of our construction use an
additionalblock lengthparametef. All variants of our construction (as well as previous
PIR protocols) can be cast in terms of the following abstract building blocks:

Linear space of polynomials.LetV C F,[Y1,..., Y] be alinear space of degrée-
m-variate polynomials such thdtm (V) > n. The three most useful special cases are:
V1: The spacéy[Yi,...,Y,,] whereF = GF(2); m andd must satisfyA(m, d) > n.

V2: The space,[Y,...,Y,,] where|F| > d; here;n andd must satisfy("" /) > n.

V3: The linear subspace &f;[Y1, ..., Y,,] such thatF" = GF(2) andV is spanned by
the following basis of monomials. Létbe an additionablock lengthparameter, and let

m = (d. We label them indeterminate by, ,, whereg € [d] andh € [¢]. The basis

of V will include all monic monomials containing exactly one indeterminate from each
block, i.e., all monomials of the formi; 5, Y5 p, - - - Ya 5,. Since the number of such
monomials i, the restriction on the parameters in this case is n.

Low-degree encoding.A low-degree encodinfwith respect to the polynomial space
V) is a mappingF : [n] — F™ satisfying the following requirement: There exist
variate polynomial®1, ps, . ..,p, € V such that/i, j € [n], p;(E(j))is 1ifi = jand

is 0 otherwise. By elementary linear algebtan(1) > n is a necessary and sufficient
condition for the existence of such an encoding. Given a low-degree encadamyl
polynomialspy, po, ..., p, as above, we will associate with each databaseF™ the
polynomialp, € V defined byp,(Y1,...,Y,) = > i, z;p;. Herex is fixed, and
x1,...,x, are fixed coefficients (and not variables). Note hatE (i)) = x; for every

i € [n] andz € F™. With each of the above linear spaces we associate a natural low-
degree encoding (see [6] for proofs of validity):

E1l: E(7) is thei-th vector in GK2)™ of Hamming weightat mostd.

E2: Letwy, . ..,w, be distinct field elements. TheR(7) is thei-th vector of the form
(Wpys--orwy,,) suchthab ™| f; < d.

E3: Let (iy, ..., iq) be thed-digit baseé representation of (that is,i = 25:1 i 0070,
Then, E(7) is a concatenation of the lengthunit vectorse; , e, , . . ., e;,. The validity
of this encoding follows by letting; = Y7 ;, - ... Yg,,.

Linear secret-sharing scheme.Denoted byL. We will use eithe, = CNF (defined
in Definition 2) or L = Shamir (defined in Definition 3). In the full version of this
paper we also utilize a third scheme, which slightly optimiZasF.
4 Since theexistenc®f an appropriate encoding is implied by dimension arguments, the specific
encoding being employed will usually not matter. In some cases, however, the encoding can
make a difference. Such a case is discussed in Section 5.



Simultaneous messages communication protocol (abbreviated SM protocolhe

fourth and most crucial building block is a communication protocol for the following
promise problem, defined by the instantiations of the previous compolehatsand

L. The problem generalizes the scenario described in Section 2. The protocol, denoted
P, involves a usetf andk serversSy, ..., Sk.

— User's inputsiValid L-shareg/!, ..., y* of a pointy ¢ F™. (That s, thek vectors
1’ can be obtained by applyinfy to each entry ofy, and collecting the shares
of each player.) Moreover, it may be useful to rely on the following additional
promise:y = E(i) for somei € [n]. Most of the protocols constructed in this
paper do not make use of this additional promise.

— Servers’ inputsAll k£ servers hold a polynomial € V. In addition, eacls; holds
the share vectay’.

— Communication patternEach servesS; sends a single messagelfdased on its
inputsp, y’. We let3; denote a bound on the length of the message se&f by

— Output:i/ should outpup(y).

In Section 5 we will describe our constructions of SM protocBlsorresponding to
some choices of the space of polynomiklsthe low degree encodingj, and the linear
secret-sharing schenie

Putting the pieces togetherA 4-tuple(V, E, L, P) instantiating the above 4 primitives
defines a PIR protocdIR(V, E, L, P). The protocol proceeds as follows.

— U letsy = E(i), and shareg according tol. among thek servers. Ley’ denote
the vector of shares received 5y.

— Each serves; letsp = p,, and sends a messageltas specified by protoca?
on inputs(p, /).

— U reconstructs:; = p(y) by applying the reconstruction function specifiedirio
vy, ..., y* and thek messages it received.

The following lemma summarizes some properties of the above protocol.

Lemma 1. PIR(V, E, L, P) is a t-private k-server PIR protocol, in which the user
sendsn/; field elements to each serv§y and receiveg; bits from each server (where
¢; is the share size defined lyand ; is the length of message sent®yin P).

Note that the only information that a server gets is a share of the encéing
the ¢-privacy of the secret sharing scheme ensures that a collusibseri/ers learns
nothing on:. For the query complexity, recall that= E(i) € F™ and the user shares
each of then coordinates of independently. Thus, the share size of setvgeis m/;,
where/; is the share size defined Byfor sharing one coordinate (field element).

Some perspective concerning a typical choice of parameters is in place. In the typ-
ical case wheré: is viewed as a constant, al} are also constant, and so the query
complexity of PIR(V, E, L, P) is O(m). If d is constant then, for any of the three vec-
tor spaceV1, V2, V3, lettingm = O(n'/%) suffices to meet the dimension require-
ments. Thus, when both & are constants, the length of the querieRIR (V, E, L, P)
is O(n'/4) and the length of the answers is determined-by

In principle, the SM component in our construction could be replaced by a more
general interactive protocol. However, there is yet no evidence that such an additional
interaction may be helpful. Moreover, in defining an interactive variant of the fourth
primitive one would have to take special care that the privacy requirement is not violated
by the interaction. In the current non-interactive framework, the privacy property is
guaranteed by the mere use ofprivate secret-sharing scheme.



5 Simultaneous Messages Protocols

We next describe SM protocols corresponding to useful combinatiols &f, and L.
These may be viewed as the core of the PIR protocol.

Protocol P1. ProtocolP1 will serve as our default protocol. It may be viewed as a
natural generalization of the protocol from [3]. The ingredients of this protocols are the
polynomial spac&'1 = Fy[Y3,...,Y,,] whereF' = GF(2), the encodindE1l which
encodes as a vector in GR)™ of weight< d, and the secret-sharing sche@&F.

Lemma2. For V = V1, E = E1, andL = CNF, there exists an SM protoct1
with message complexity = A(m Ldt/kj)(k 1) Ldf/kJ'

Proof. Lety = >, yr be an additive sharing af induced by the CNF sharing,
such that the inpuy’ of S; is (yr);¢r. The servers’ goal is to communicaiéy) =
p(>oryr) tolU. LetY = (YTyb)Te([k]) bem]’ where each variabl&;; corresponds

to the input bit(yr),, whose value is known to all servef§ such thatj ¢ 7'. De-
fine a( )m-variate polynomiak(Y") = p(ZTe([k]) Yri1,.. ZTE( N Yr.,). Note
that ¢ has the same degree asand q((yT)Te(m)) = p(y). We c0n3|der the ex-

plicit representation ofy as the sum of monomials, and argue that for every mono-
mial Y7, », Y1, 5, ... Y1, 1, Of degreed’ < d there exist somg < [k] such that at
most|dt/k| variablesYr; with j € T appear in the monomial: Consider the multi-set
Ty UTyU...UTy. This multi-set containd’t < dt elements, thus there must be some
J € [k] that appears at mostit/k | times in the multi-set. We partition the monomials
of ¢ to k polynomialsg,, ..., g, such thatg; contains only monomials in which the
number of the variable¥r, with j € T is at most|dt/k|. Each monomial of is in

exactly one polynomia};, and thereforg(Y) = Zf 14;(Y).

We are now ready to describe the protokdl. Denote byY” the set of variables
whose values arenknownto the serverS; (thatis,Y’ = (YTab)Te(U"]).jeT befm)) @Nd

by 7’ the corresponding values. Each substitutes the valugg of the variables it
knows ing; to obtain a polynomiaf;(Y7). The message of servér is a description
of ¢;. The user, who knows the assignments to all variables, reconstructs the desired

value by computing_"_, 4;(57) = (Y1) e (1)) = p(y).

MESSAGE COMPLEXITY Recall thatj; is a degreg+t/k| multivariate polynomial
with m (,*,) variables. By the definition of, not all monomials are possible: no mono-
mial contains two variable¥r, , andYy, ;, for someb € [m] andT; # T5. Thus, to
describe a possible monomial we need, for same {0,...,|dt/k|}, to choosew
indices in[m] andw sets of size that containj. Therefore, the number of possible

monomials ofg; is at mosty L¥ (™) (=1 < A(m, dt/k])(*2D) 1 since

each coefficient is from GB), the communication is as promlsed O

Protocol P2. ProtocolP2 is useful for the construction of efficient PIR protocols
with short answers (see Section 6). Unlike protaBdl, which can be used with any
combination of the parameteksd, ¢, the applicability ofP2 is restricted to the case

k > dt. Thatis,k = dt + 1 is the minimal sufficient number of servers. The first part
of the following lemma is implicit in [4, 5, 11] and a special case of the second part is
implicit in [12, 13]. The proof of the lemma appears in the full version of this paper [6].



Lemma3. For V = V2, F = E2, and L = Shamir, and assuming that > dt
and|F| > k, there exists an SM protoc®2 in which each server sends a single field
element. Moreover, given the promise théy) € F’ for some subfield” of F, it
suffices for each server to send a single elemeit of

A special case of interestis whéi = GF(2) andF is a sufficiently large extension
field of F’. In this case, each message in the SM protocol consists of a single bit.

Protocol P3. Special cases of the protocBI3 are implicit in the 2-server PIR con-
struction from [11] and its-server generalization from [15]. A useful feature of this
protocol is that it allows the user to compute his output by probing a small number of
bits from the received messages. We only formulate this protocol for the 1-private case.
Restricted generalizations teprivacy may be obtained, using the approach of [15].
However, unlike the previous protocols, we do not know a “smooth” generalization to
t-privacy. A proof of the following Lemma appears in the full version [6].

Lemmad4. For V = V3, F = E3, and L = CN€F, there exists an SM protocol
P3 with message complexiy = ¢L4/k) (| 9 ) such that the user needs to read only

Ld/k]
(Ld(/ikj) bits from each message.

6 Families of PIR Protocols
We now derive several explicit families of PIR protocols from the meta-construction.

Main family. Our main family of PIR protocols usé€1, E1, CNF, andP1. Pro-
tocols from this family yield our main improvements to the known upper bounds. We
start with the general result, which follows from Lemmas 1 and 2, and then consider
some interesting special cases.

Theorem 1. Letm andd be positive integers such thadtm, d) > n. Then, for any, ¢

such thatl <t < k, there exists @-private k-server PIR protocol wiﬂ(k;l)m query

bits andA(m, [dt/k ) (v~ 1) "

The total communication is optimized by letting = |(2k —1)/t| andm =
O(n'/?). Substituting these parameters in Theorem 1 gives the following explicit bounds.
Corollary 1. Foranyl <t < k there exist:

answer bits per server.

e At-privatek-server PIR protocol witlDy, ;(n'/L(2k=1)/t]) communication bits; this
is a significant asymptotic improvement over the previous state of the art [15]. More

precisely, the communication complexit}(){ég (Fynt/LEE=D/th,

e A l-private k-server PIR protocol with:?((2k — 1)!n)/@*=D 4k 4+ k% = O(k3
n!/(2k=1)) communication bits; this improves the previous best construction [15] by
a constant factor which tends toask grows.

e A 1-private 2-server PIR protocol witht(6n)'/3 + 2 ~ 7.27n'/3 communication
bits; in comparison, the communication complexity of the best previously kiown
server protocol [11] is roughlyi2n!/3.

Another interesting case, discussed and used in [7], is when queries are short, i.e., of
lengthO(log n); such protocols are obtained by lettidg= m, where0 <6 < 1/2is
some constant. Substitutimg = (1/H (#) + o(1)) logn andd = [#m| in Theorem 1,

and relying on the facts théitng_.o ng’fe/)k’) = t/k andlimg o %; = 0, we obtain:




Corollary 2. For any constant integers < ¢ < k and constant > 0, there exists a
t-private k-server protocol withO (log ) query bits andD (nt/*+¢) answer bits. More
precisely, forany) < 6 < 1/2 one can obtain query Iengﬁ;l) (1/H(0)40(1))logn
and answer length (H (01/k)+07 1os ((21))/H(O)Fo(1)

As observed in [18], a 1-private-server PIR protocol with query lengthand answer
length 5 gives rise to a locally decodable code of length2> over the alphabel =
{0,1}7: A'stringx € {0,1}" is encoded by concatenating the answers of all servers
on all possible queries, wheteis viewed as the database.df= O(logn), then the
code length is polynomial. By substituting= 1 in Corollary 2 and applying the above
transformation we get:

Corollary 3. For any constant integek > 2 and constant > 0, there exist positive
constants, pi, such that the following holds: There is a familin) of polynomial-
length (k, 61, pi)-locally decodable codes ovet(n) = {0,1}°("), where(n) =
O(nl/k’Le).

Boolean family. We now derive the construction of the most efficient known PIR
protocols with a single answer bit per server. These are obtained by V2nd:2,
Shamir, andP2. Protocols from this family, utilized in [12, 13], optimize similar pro-
tocols from [4, 5, 11] in which each answer consists of a single element from a mod-
erately sized field. While the asymptotic communication complexity of protocols from
this family is worse than that of the best unrestricted protocols, these protocols have
found various applications. In particular they imply: (1) the most efficient constructions
of binary locally decodable codes known to date; (2) very efficient PIR protocols for re-
trieving large records or “streams” of data; (3) PIR protocols with an optimal amount of
totalon-linecommunication (see [12]); (4) PIR protocols with poly-logarithmic amount
of on-linework by the servers (see [7]).

Theorem 2 (Implicit in [12]). Letm andd be positive integers such thé(fbjd) > n.
Then, for anyt > 1, there exists a-private k-server PIR protocol withk = dt + 1
servers[log(k + 1)]m query bits per server, andsgingleanswer bit per server.

Corollary 4. Forany constant/,t > 1 there is at-private PIR protocol withk = dt+1
serversO(n'/?) query bits, and a single answer bit per server.

Cube family. Our last family of protocols generalizes the 2-server protocol from [11]
and itsk-server generalization from [15]. It relies &3, E3, CNF, andP3 as build-

ing blocks. The communication in these protocols is not optimal, but they have the
advantage of requiring the user to read fewer bits from the answers. These protocols
have the interpretation of utilizing the “combinatorial cubes” geometry which was first
used in [11]. We start with the general result, and then consider interesting special cases.

Theorem 3 (Generalizing [11, 15])Letd and/ be positive integers such thét > n.

Then, for anyt > 2 there exists d-private k-server PIR protocol withik — 1)d¢ query
bits per server andl4/%] (Ld;ler) answer bits per server, in which the user needs to read
only (Ldjlkj) bits from each answer.

Corollary 5, which already appears in [11, 15], minimizes the total communication.



Corollary 5 ([11, 15]). For any k > 2 there exists d-private k-server PIR protocol
with O(k?- n'/(2k=1)) communication bits in which the user reads oy 1 bits from
each answer.

As a special case, utilized in [7], we may get protocols with logarithmic query length.

Corollary 6. For any integerk > 2 andd < 1, there exists d-private k-server PIR
protocol with query lengttO(k2'/%5logn) and answer lengthO(n!/k+H(1/k)3) jn
which the user reads onl9(n!(1/%)%) bits from each answer.
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